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Front Matter
Letter from the Editor
Hi there. Welcome to the May 2021 release of the SEBoK. Version 2.4 is the
15th release of the SEBoK. We continue to hover around that 100,000
pageviews per month. However, the more significant milestone is that the
SEBoK crossed 5M pageviews since it first launched in September 2012.
Thank you for your loyalty to this website.
As you know by now, I like to tell our readers what the 10 most popular
content pages were in the recent past. In March 2021, the top 10 were:
1. Types of Systems
2. System Requirements
3. Stakeholder Needs and Requirements
4. Types of Models
5. System Reliability, Availability, and Maintainability
6. System Architecture
7. Life Cycle Models
8. System Life Cycle Process Models: Vee
9. What is a Model?
10. Logical Architecture Model Development
First off, did you notice our new logo? It is meant to represent the movement from books to digital information, as
well as the many different ways to represent that data. Hope you like it.

The Editors and Authors have worked hard for this release. This update provides more new content than has been
added for some time. Thank you to the new editors and the new authors that contributed to this release. Here is what
you might find:
• Parts 6 and Part 8 have been reorganized to handle new knowledge areas and topics
• The following articles are new additions to the SEBoK for 2.4:
• Systems Engineering Heuristics
• Diversity, Equity, and Inclusion
• Systems Engineering and Geospatial/Geodetic Engineering Knowledge Area

Letter from the Editor
• System Hardware Assurance
• Decisions with Cognitive Bias
• Socio-technical Systems
• Verification and Validation of Systems in Which AI is a Key Element
• Updated content on Systems of Systems (SoS)
• An introductory article on Artificial Intelligence
• Additional System Security videos
Ongoing OPPORTUNITY: I first mentioned this in the May 2020 release. We continue to look for ways to add
some multimedia to the SEBoK. If you are an amateur videographer or hobbyist, we're looking for volunteers to
produce a number of 3-5 minute videos on systems engineering specifically for the SEBoK. NO AGENDAS. NO
PROMOTIONS. NO ADVERTISEMENTS. Or, you can simply record the presentation in PPT – that also works. If
you are up to this challenge, please contact me at: |rob@calimar.com [1]. I look forward to your ideas.
Enjoy this latest release,

References
[1] mailto:rob@calimar. com

Governance and Editorial Boards
BKCASE Governing Board
The three SEBoK steward organizations – the International Council on Systems Engineering (INCOSE), the Institute
of Electrical and Electronics Engineers Systems Council (IEEE-SYSC), and Stevens Institute of Technology provide
the funding and resources needed to sustain and evolve the SEBoK and make it available as a free and open resource
to all. The stewards appoint the BKCASE Governing Board to be their primary agents to oversee and guide the
SEBoK and its companion BKCASE product, GRCSE.
The BKCASE Governing Board includes:
• The International Council on Systems Engineering (INCOSE)
• Art Pyster (Governing Board Chair), Emma Sparks
• Systems Engineering Research Center (SERC)
• Thomas McDermott, Cihan Dagli
• IEEE Systems Council (IEEE-SYSC)
• Stephanie White, Bob Rassa
Past governors include Andy Chen, Richard Fairley, Kevin Forsberg, Paul Frenz, Richard Hilliard, John Keppler,
Bill Miller, David Newbern, Ken Nidiffer, Dave Olwell, Massood Towhidnejad, Jon Wade, David Walden, and
Courtney Wright. The governors would especially like to acknowledge Andy Chen and Rich Hilliard, IEEE
Computer Society, who were instrumental in helping the governors to work within the IEEE CS structure and who
supported the SEBoK transition to the IEEE Systems Council.
The stewards appoint the SEBoK Editor in Chief to manage the SEBoK and oversee the Editorial Board.
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SEBoK Editorial Board
The SEBoK Editorial Board is chaired by the Editor in Chief, who provide the strategic vision for the SEBoK. The
EIC is supported by a group of Editors, each of whom are responsible for a specific aspect of the SEBoK. The
Editorial Board is supported by the Managing Editor, who handles all day-to-day operations. The EIC, Managing
Editor, and Editorial Board are supported by a student, Madeline Haas, whose hard work and dedication are greatly
appreciated.
SEBoK Editor in Chief
Robert J. Cloutier
University of South Alabama
rcloutier@southalabama.edu

[1]

Responsible for the appointment of SEBoK Editors and for the strategic direction and overall
quality and coherence of the SEBoK.

SEBoK Managing Editor
Nicole Hutchison
Systems Engineering Research Center
[2]
[3]
nicole.hutchison@stevens.edu
or emtnicole@gmail.com
Responsible for the the day-to-day operations of the SEBoK and supports the Editor in Chief.

Each Editor has his/her area(s) of responsibility, or shared responsibility, highlighted in the table below.
SEBoK Part 1: SEBoK Introduction
Lead Editor: Robert J. Cloutier
University of South Alabama
[1]

rcloutier@southalabama.edu
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SEBoK Part 2: Foundations of Systems Engineering
Lead Editor: Gary Smith (UK)
Airbus and International Society for the System Sciences
[4]
gary.r.smith@airbus.com
Responsible for the System Science Foundations of System Engineering.
Assistant Editor: Dov Dori

Assistant Editor: Duane Hybertson

Massachusetts Institute of Technology (USA) and Technion Israel
Institute of Technology (Israel)
[5]
dori@mit.edu

MITRE (USA)

Responsible for the Representing Systems with Models knowledge
area

dhyberts@mitre.org

[6]

Jointly responsible for the Systems Fundamentals, Systems Science and
Systems Thinking knowledge areas.

Assistant Editor: Peter Tuddenham

Assistant Editor: Cihan Dagli

College of Exploration (USA)
[7]
Peter@coexploration.net

Missouri University of Science & Technology (USA)
[8]
dagli@mst.edu
Responsible for the Systems Approach Applied to Engineered Systems
knowledge areas.

SEBoK Part 3: Systems Engineering and Management
Lead Editor: Jeffrey Carter
Mercury Systems
jtcarter.57@outlook.com

[9]

Assistant Editor: Barry Boehm

Assistant Editor: Kevin Forsberg

University of Southern California (USA)
[10]
boehm@usc.edu

OGR Systems

Jointly responsible for the Systems Engineering Management and Life
Cycle Models knowledge areas

Jointly responsible for the Systems Engineering Management and Life
Cycle Models knowledge areas

Assistant Editor: Gregory Parnell

Assistant Editor: Garry Roedler

University of Arkansas (USA)
[12]
gparnell@uark.edu

Lockheed Martin (USA)

Responsible for Systems Engineering Management knowledge area.

Responsible for the Concept Definition and System Definition knowledge
areas.

Assistant Editor: Phyllis Marbach

Assistant Editor: Ken Zemrowski

INCOSE LA (USA)

ENGILITY

prmarbach@gmail.com

[14]

Assistant Editor: David Ward
davidwardsafc@gmail.com

kforsberg@ogrsystems.com

garry.j.roedler@lmco.com

[11]

[13]

kenneth.zemrowski@incose.org

[15]

Responsible for the Systems Engineering Standards knowledge area.
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SEBoK Part 4: Applications of Systems Engineering
Lead Editor: Tom McDermott
Systems Engineering Research Center (SERC)
[16]
tmcdermo@stevens.edu
Assistant Editor: Javier Calvo-Amodio Assistant Editor: Judith Dahmann
Oregon State University
Javier.Calvo@oregonstate.edu

MITRE Corporation (USA)
[18]
jdahmann@mitre.org

[17]

Jointly responsible for Product Systems Engineering and Systems of Systems (SoS) knowledge areas.
Assistant Editor: Michael Henshaw
Loughborough University (UK)
[19]
M.J.d.Henshaw@lboro.ac.uk
Jointly responsible for Product Systems Engineering and Systems of Systems (SoS) knowledge areas

SEBoK Part 5: Enabling Systems Engineering
Lead Editor: Nicole Hutchison
Systems Engineering Research Center
[Mailto:nicole.hutchison@stevens.edu nicole.hutchison@stevens.edu]
Assistant Editor: Emma Sparks

Assistant Editor: Rick Hefner

Cranfield University

California Institute of Technology
Jointly responsible for the Enabling Individuals and Enabling Teams knowledge areas. Rick.Hefner@ngc.com [20]
Assistant Editor: Bernardo Delicado
INCOSE/Indra Sistemas
bernardo.delicado@incose.org

[21]

SEBoK Part 6: Related Disciplines
Lead Editor: Art Pyster
George Mason University (USA)
[22]
apyster@gmu.edu

SEBoK Part 7: Systems Engineering Implementation Examples
Lead Editor: Clif Baldwin
FAA Technical Center
cliftonbaldwin@gmail.com

[23]
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SEBoK Part 8: Emerging Knowledge
Lead Editor: Daniel DeLaurentis
Purdue University
ddelaure@purdue.edu

[24]

Assistant Editor: Ha Phuong Le
Purdue University
le135@purdue.edu

[25]

Student Editor
Madeline Haas, a student at George Mason University, is currently supporting the SEBoK and we gratefully
acknowledge her exemplary efforts. Ms. Haas has also taken responsibility for managing the Emerging Research
knowledge area of the SEBoK. The EIC and Managing Editor are very proud of the work Madeline has done and
look forward to continuing to work with her.

Interested in Editing?
The Editor in Chief is looking for additional editors to support the evolution of the SEBoK. Editors are responsible
for maintaining and updating one to two knowledge areas, including recruiting and working with authors, ensuring
the incorporation of community feedback, and maintaining the quality of SEBoK content. We are specifically
interested in support for the following knowledge areas:
•
•
•
•
•
•

System Deployment and Use
Product and Service Life Management
Enabling Businesses and Enterprises
Systems Engineering and Software Engineering
Procurement and Acquisition
Systems Engineering and Quality Attributes

In addition, the Editor in Chief is looking for a new Lead Editor for Part 3: Systems Engineering and Management.
If you are interested in being considered for participation on the Editorial Board, please contact the SEBoK Staff
directly at sebok@incose.org [26].
SEBoK v. 2.4, released 19 May 2021
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Acknowledgements and Release History
This article describes the contributors to the current version of the SEBoK. For information on contributors to past
versions of the SEBoK, please follow the links under "SEBoK Release History" below. To learn more about the
updates to the SEBoK for v. 2.2, please see the Letter from the Editor.
The BKCASE Project began in the fall of 2009. Its aim was to add to the professional practice of systems
engineering by creating two closely related products:
• Guide to the Systems Engineering Body of Knowledge (SEBoK)
• Graduate Reference Curriculum for Systems Engineering (GRCSE)

BKCASE History, Motivation, and Value
The Guide to the Systems Engineering Body of Knowledge (SEBoK) is a living authoritative guide that discusses
knowledge relevant to Systems Engineering. It defines how that knowledge should be structured to facilitate
understanding, and what reference sources are the most important to the discipline. The curriculum guidance in the
Graduate Reference Curriculum for Systems Engineering (GRCSE) (Pyster and Olwell et al. 2015) makes
reference to sections of the SEBoK to define its core knowledge; it also suggests broader program outcomes and
objectives which reflect aspects of the professional practice of systems engineering as discussed across the SEBoK.
Between 2009 and 2012, BKCASE was led by Stevens Institute of Technology and the Naval Postgraduate School in
coordination with several professional societies and sponsored by the U.S. Department of Defense (DoD), which
provided generous funding. More than 75 authors and many other reviewers and supporters from dozens of
companies, universities, and professional societies across 10 countries contributed many thousands of hours writing
the SEBoK articles; their organizations provided significant other contributions in-kind.
The SEBoK came into being through recognition that the systems engineering discipline could benefit greatly by
having a living authoritative guide closely related to those groups developing guidance on advancing the practice,
education, research, work force development, professional certification, standards, etc.
At the beginning of 2013, BKCASE transitioned to a new governance model with shared stewardship between the
Systems Engineering Research Center (SERC) [1], the International Council on Systems Engineering (INCOSE) [2],
and the Institute of Electrical and Electronics Engineers Computer Society (IEEE-CS) [3]. This governance structure
was formalized in a memorandum of understanding between the three stewards that was finalized in spring of 2013
and subsequently updated. In January 2020, the IEEE Systems Council [4] replaced the IEEE-CS in representing
IEEE as a steward. The stewards have reconfirmed their commitment to making the SEBoK available at no cost to
all users, a key principle of BKCASE.
As of April 2020, SEBoK articles have had over 4.2M pageviews from 1.7M unique visitors. We hope the SEBoK
will regularly be used by thousands of systems engineers and others around the world as they undertake technical
activities such as eliciting requirements, creating systems architectures, or analyzing system test results; and
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professional development activities such as developing career paths for systems engineers, deciding new curricula
for systems engineering university programs, etc.

Governance
The SEBoK is shaped by the SEBoK Editorial Board and is overseen by the BKCASE Governing Board. A complete
list of members for each of these bodies can be found on the BKCASE Governance and Editorial Board page.

Content and Feature Updates for 2.4
This update provides several new updated, including reorganizations of Part 6 and 8 to handle new knowledge areas
and topics. In addition, several new articles were added, including, Systems Engineering Heuristics, Diversity,
Equity, and Inclusion, Systems Engineering and Geospatial/Geodetic Engineering Knowledge Area, System
Hardware Assurance, Socio-technical Systems, Verification and Validation of Systems in Which AI is a Key
Element, and an introductory article on Artificial Intelligence. The content on Systems of Systems (SoS) was also
updated.

SEBoK Release History
There have been 23 releases of the SEBoK to date, collected into 15 main releases.

Main Releases
• Version 2.4 - current version.
• Version 2.3 - This is a minor release, including two new articles: Cycles and the Cyclic Nature of Systems and
Portfolio Management. A number of additional minor edits, including a new overview graphic for the SEBoK,
clean up of existing pages, software updates, etc. were incorporated.
• Version 2.2 - This is a significant release, including the first new Part to be added since v. 1.0 - Emerging
Knowledge - which is a place to highlight new topics in systems engineering that are important but may not yet
have a large body of literature. Recent dissertations around emerging topics are also included. A new case study
on Apollo 1 was added to Part 7, which has also been reorganized around topics. Additional minor updates have
occurred throughout.
• Version 2.1 - This was a significant release with new articles, new functionality, and minor updates throughout.
• Version 2.0 - This was a major release of the SEBoK which included incorporation of multi-media and a number
of changes to the functions of the SEBoK.
• Version 1.9.1 - This was a micro release of the SEBoK which included updates to the editorial board, and a
number of updates to the wiki software.
• Version 1.9 - A minor update which included updates to the System Resilience article in Part 6: Related
Disciplines, as well as a major restructuring of Part 7: Systems Engineering Implementation Examples. A new
example has been added around the use of model based systems engineering for the thirty-meter telescope.
• Version 1.8 - A minor update, including an update of the Systems of Systems (SoS) knowledge area in Part 4:
Applications of Systems Engineering where a number of articles were updated on the basis of developments in
the area as well as on comments from the SoS and SE community. Part 6: Related Disciplines included updates to
the Manufacturability and Producibility and Reliability, Availability, and Maintainability articles.
• Version 1.7 - A minor update, including a new Healthcare SE Knowledge Area (KA), expansion of the MBSE
area with two new articles, Technical Leadership and Reliability, Availability, and Maintainability and a new case
study on the Northwest Hydro System.
• Version 1.6 - A minor update, including a reorganization of Part 1 SEBoK Introduction, a new article on the
Transition towards Model Based Systems Engineering and a new article giving an overview of Healthcare
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Systems Engineering, a restructure of the "Systems Engineering and Specialty Engineering" (now Systems
Engineering and Quality Attributes) KA.
Version 1.5 - A minor update, including a restructure and extension of the Software Engineering Knowledge
Area, two new case studies, and a number of corrections of typographical errors and updates of outdated
references throughout the SEBoK.
Version 1.4 - A minor update, including changes related to ISO/IEC/IEEE 15288:2015 standard, three new case
studies and updates to a number of articles.
Version 1.3 - A minor update, including three new case studies, a new use case, updates to several existing
articles, and updates to references.
Version 1.2 - A minor update, including two new articles and revision of several existing articles.
Version 1.1 - A minor update that made modest content improvements.
Version 1.0 - The first version intended for broad use.

Click on the links above to read more information about each release.

Wiki Team
In January 2011, the authors agreed to move from a document-based SEBoK to a wiki-based SEBoK, and beginning
with v. 0.5, the SEBoK has been available at www.sebokwiki.org [5] Making the transition to a wiki provided three
benefits:
1. easy worldwide access to the SEBoK;
2. more methods for search and navigation; and
3. a forum for community feedback alongside content that remains stable between versions.
The Managing Editor is responsible for maintenance of the wiki infrastructure as well as technical review of all
materials prior to publication. Contact the managing editor at emtnicole@gmail.com [3]
The wiki is currently supported by Ike Hecht from WikiWorks.
SEBoK v. 2.4, released 17 May 2021
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Bkcase Wiki:Copyright
Please read this page which contains information about how and on what terms you may use, copy, share,
quote or cite the Systems Engineering Body of Knowledge (SEBoK):

Copyright and Licensing
A compilation copyright to the SEBoK is held on behalf of the BKCASE Board of Governors by The Trustees of the
Stevens Institute of Technology ©2020 ("Stevens") and copyright to most of the content within the SEBoK is also
held by Stevens. Prominently noted throughout the SEBoK are other items of content for which the copyright is held
by a third party. These items consist mainly of tables and figures. In each case of third party content, such content is
used by Stevens with permission and its use by third parties is limited.
Stevens is publishing those portions of the SEBoK to which it holds copyright under a Creative Commons
Attribution-NonCommercial ShareAlike 3.0 Unported License. See http:/ / creativecommons. org/ licenses/
by-nc-sa/ 3. 0/ deed. en_US for details about what this license allows. This license does not permit use of third party
material but gives rights to the systems engineering community to freely use the remainder of the SEBoK within the
terms of the license. Stevens is publishing the SEBoK as a compilation including the third party material under the
terms of a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 Unported (CC BY-NC-ND 3.0). See http:/
/ creativecommons. org/ licenses/ by-nc-nd/ 3. 0/ for details about what this license allows. This license will permit
very limited noncommercial use of the third party content included within the SEBoK and only as part of the SEBoK
compilation. Additionally, the U.S. government has limited data rights associated with the SEBoK based on their
support for the SEBoK development.

Attribution
When using text material from the SEBoK, users who have accepted one of the Creative Commons Licenses
described above terms noted below must attribute the work as follows:
This material is used under a Creative Commons Attribution-NonCommercial ShareAlike 3.0 Unported License
from The Trustees of the Stevens Institute of Technology.
When citing the SEBoK in general, please refer to the format described on the Cite the SEBoK page.
When using images, figures, or tables from the SEBoK, please note the following intellectual property (IP)
classifications:
• Materials listed as "SEBoK Original" may be used in accordance with the Creative Commons attribution (above).
• Materials listed as "Public Domain" may be used in accordance with information in the public domain.
• Materials listed as "Used with Permission" are copyrighted and permission must be sought from the copyright
owner to reuse them.
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SEBoK Table of Contents
Navigating the SEBoK
Parent Article | Next Article >
•
•
•

Previous - The "Previous" link will take you back one article in the table of contents.
Next - The "Next" link will take you forward one article in the table of contents.
Parent - The "Parent" link takes you up one level in the table of contents. (For topic articles, the "Parent" link will take you to the overarching
Knowledge Area (KA). For KA articles, the "Parent" link will take you to the overarching Part.)

Part 1: SEBoK Introduction
• Introduction to the SEBoK
• Scope of the SEBoK
• Structure of the SEBoK
• Introduction to Systems Engineering
• Systems Engineering Overview
• Systems Engineering Principles
• Systems Engineering Heuristics **New Article**
• Economic Value of Systems Engineering
• Systems Engineering: Historic and Future Challenges
• Systems Engineering and Other Disciplines
• Systems Engineering Core Concepts
• SEBoK Users and Uses
•
•
•
•
•
•

Use Case 0: Systems Engineering Novices
Use Case 1: Practicing Systems Engineers
Use Case 2: Other Engineers
Use Case 3: Customers of Systems Engineering
Use Case 4: Educators and Researchers
Use Case 5: General Managers

Part 2: Foundations of Systems Engineering
• Knowledge Area: Systems Fundamentals
• Introduction to System Fundamentals
• Types of Systems
• Systems Engineering Principles
• Complexity
• Emergence
• Fundamentals for Future Systems Engineering
• Knowledge Area: Systems Approach Applied to Engineered Systems
• Overview of the Systems Approach

SEBoK Table of Contents
• Engineered System Context
• Identifying and Understanding Problems and Opportunities
• Synthesizing Possible Solutions
• Analysis and Selection between Alternative Solutions
• Implementing and Proving a Solution
• Deploying, Using, and Sustaining Systems to Solve Problems
• Applying the Systems Approach
• Knowledge Area: Systems Science
• History of Systems Science
• Systems Approaches
• Cycles and the Cyclic Nature of Systems **New Article**
• Knowledge Area: Systems Thinking
• What is Systems Thinking?
• Concepts of Systems Thinking
• Principles of Systems Thinking
• Patterns of Systems Thinking
• Knowledge Area: Representing Systems with Models
•
•
•
•
•
•

What is a Model?
Why Model?
Types of Models
System Modeling Concepts
Integrating Supporting Aspects into System Models
Modeling Standards

Part 3: Systems Engineering and Management
• Knowledge Area: Introduction to Life Cycle Processes
• Generic Life Cycle Model
• Applying Life Cycle Processes
• Life Cycle Processes and Enterprise Need
• Knowledge Area: Life Cycle Models
• System Life Cycle Process Drivers and Choices
• System Life Cycle Process Models: Vee
• System Life Cycle Process Models: Iterative
• Integration of Process and Product Models
• Lean Engineering
• Knowledge Area: Concept Definition
• Business or Mission Analysis
• Mission Engineering
• Stakeholder Needs and Requirements
• Knowledge Area: System Definition
• System Requirements
• System Architecture
• Logical Architecture Model Development
• Physical Architecture Model Development
• System Design
• System Analysis
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• Knowledge Area: System Realization
• System Implementation
• System Integration
• System Verification
• System Validation
• Knowledge Area: System Deployment and Use
• System Deployment
• Operation of the System
• System Maintenance
• Logistics
• Knowledge Area: Systems Engineering Management
•
•
•
•
•
•

Planning
Assessment and Control
Risk Management
Measurement
Decision Management
Configuration Management

• Information Management
• Quality Management
• Knowledge Area: Product and Service Life Management
• Service Life Extension
• Capability Updates, Upgrades, and Modernization
• Disposal and Retirement
• Knowledge Area: Systems Engineering Standards
• Relevant Standards
• Alignment and Comparison of the Standards
• Application of Systems Engineering Standards

Part 4: Applications of Systems Engineering
• Knowledge Area: Product Systems Engineering
• Product Systems Engineering Background
• Product as a System Fundamentals
• Business Activities Related to Product Systems Engineering
• Product Systems Engineering Key Aspects
• Product Systems Engineering Special Activities
• Knowledge Area: Service Systems Engineering
• Service Systems Background
• Fundamentals of Services
• Properties of Services
• Scope of Service Systems Engineering
• Value of Service Systems Engineering
• Service Systems Engineering Stages
• Knowledge Area: Enterprise Systems Engineering
• Enterprise Systems Engineering Background
• The Enterprise as a System
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• Related Business Activities
• Enterprise Systems Engineering Key Concepts
• Enterprise Systems Engineering Process Activities
• Enterprise Capability Management
• Knowledge Area: Systems of Systems (SoS)
•
•
•
•
•
•
•
•

Architecting Approaches for Systems of Systems
Socio-Technical Features of Systems of Systems
Capability Engineering
Knowledge Area: Healthcare Systems Engineering
Overview of the Healthcare Sector
Systems Engineering in Healthcare Delivery
Systems Biology
Lean in Healthcare

Part 5: Enabling Systems Engineering
• Knowledge Area: Enabling Businesses and Enterprises
• Systems Engineering Organizational Strategy
• Determining Needed Systems Engineering Capabilities in Businesses and Enterprises
• Organizing Business and Enterprises to Perform Systems Engineering
• Assessing Systems Engineering Performance of Business and Enterprises
• Developing Systems Engineering Capabilities within Businesses and Enterprises
• Culture
• Knowledge Area: Enabling Teams
• Team Capability
• Team Dynamics
• Diversity, Equity, and Inclusion
• Technical Leadership in Systems Engineering
• Knowledge Area: Enabling Individuals
•
•
•
•

Roles and Competencies
Assessing Individuals
Developing Individuals
Ethical Behavior

Part 6: Related Disciplines
• Knowledge Area: Systems Engineering and Environmental Engineering
• Knowledge Area: Systems Engineering and Geospatial/Geodetic Engineering **New Article**
• Overview of Geospatial/Geodetic Engineering **New Article**
• Relationship between Systems Engineering and Geospatial/Geodetic Engineering **New Article**
• Knowledge Area: Systems Engineering and Industrial Engineering
• Knowledge Area: Systems Engineering and Project Management
• The Nature of Project Management
• An Overview of the PMBOK® Guide
• Relationships between Systems Engineering and Project Management
• The Influence of Project Structure and Governance on Systems Engineering and Project Management
Relationships
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• Procurement and Acquisition
• Portfolio Management
• Knowledge Area: Systems Engineering and Software Engineering
• Software Engineering in the Systems Engineering Life Cycle
• The Nature of Software
• An Overview of the SWEBOK Guide
• Key Points a Systems Engineer Needs to Know about Software Engineering
• Software Engineering Features - Models, Methods, Tools, Standards, and Metrics
• Knowledge Area: Systems Engineering and Quality Attributes
•
•
•
•
•
•
•
•

Human Systems Integration
Manufacturability and Producibility
System Affordability
System Hardware Assurance **New Article**
System Reliability, Availability, and Maintainability
System Resilience
System Resistance to Electromagnetic Interference
System Safety

• System Security

Part 7: Systems Engineering Implementation Examples
•
•
•
•
•

Matrix of Implementation Examples
Implementation Examples
Construction System Examples - Coming Soon!
CyberPhysical System Examples - Coming Soon!
Defense System Examples

• Submarine Warfare Federated Tactical Systems
• Virginia Class Submarine
• Geospatial System Examples - Coming Soon!
• Information System Examples
• Complex Adaptive Taxi Service Scheduler
• Successful Business Transformation within a Russian Information Technology Company
• FBI Virtual Case File System
• Management System Examples
• Project Management for a Complex Adaptive Operating System
• Medical System Examples
• Next Generation Medical Infusion Pump
• Medical Radiation
• Design for Maintainability
• Space System Examples
•
•
•
•

Global Positioning System Case Study
Global Positioning System Case Study II
Russian Space Agency Project Management Systems
How Lack of Information Sharing Jeopardized the NASA/ESA Cassini/Huygens Mission to Saturn

• Hubble Space Telescope
• Applying a Model-Based Approach to Support Requirements Analysis on the Thirty-Meter Telescope
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• Miniature Seeker Technology Integration Spacecraft
• Apollo 1 Disaster
• Transportation System Examples
• Denver Airport Baggage Handling System
• FAA Advanced Automation System (AAS)
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Part 8
Emerging Knowledge
Lead Authors: Robert Cloutier, Daniel DeLaurentis, Ha Phuong Le
Like other portions of the SEBoK, the notion and content of Part 8 is evolving. Part 8 consists of two Knowledge
Areas (KAs): Emerging Topics and Emerging Research.

Figure 1. SEBoK Part 8 in context (SEBoK Original). For more detail see Structure of the SEBoK

Scope and Purpose
While the practice and need for systems engineering began appearing in journals from 1950 onward, the practice
currently seems to be gaining momentum in most engineering and even non-engineering circles.
The classically trained systems engineers of the 1970s and even 1980s are faced with a C note shift in thinking
brought on by the rapid advance of the software centricity of our systems, cybersecurity, agent-based,
object-oriented, and model-based practices. These emerging practices bring their own methods and tools. Hall (1962,
p. 5) may have been prescient when he wrote “It is hard to say whether increasing complexity is the cause or the
effect of man's effort to cope with his expanding environment. In either case a central feature of the trend has been
the development of large and very complex systems which tie together modern society. These systems include
abstract or non-physical systems, such as government and the economic system.”

Emerging Knowledge
These changes and the rate of change are causing systems engineering to evolve. Some of the practices may not even
be recognizable to classically trained systems engineers. This Part of the SEBoK is intended to introduce some of the
more significant emerging changes to systems engineering. As topics discussed in this Part evolve and become
mainstream, they will be moved into the appropriate Part of the SEBoK.
System of Systems Engineering (SoSE) provides examples in recent times of an emerging topic from Systems
Engineering community that generated emerging research, ultimately resulting in a foundational body of knowledge
that continues to expand. A recent article describing this evolution from emerging topic to solution is now referenced
in Part 4 - Systems of Systems (SoS).

Overview of Emerging Topics
See further: Emerging Topics
The Emerging Topics section is meant to inform the reader on the more significant and emerging changes to the
practice of systems engineering. Examples of these emerging topics include:
• What is the potential to change systems engineering processes or the ways in which we perform systems
engineering?
• How will the development of artificial intelligence impact systems engineering?
• Will AI change the way we think of systems architecture?
• How will we perform V&V of an AI system?
• How will the push towards vertically integrated digital engineering influence systems engineering?
• How are social features becoming more tightly connected to technical features of systems, and how is the
modeling of socio-technical systems infusing into practice?

Overview of Emerging Research
See further: Emerging Research
As these emerging topics gain visibility, researchers will begin to investigate them. Corporate R&D may do early
work, but academia and government will formalize this research. The Emerging Research section is a place to gather
the references to this disparate work into a single repository to better inform systems engineers working on related
topics. The references are collected from the following sources:
•
•
•
•
•

PhD dissertations
INCOSE publications and events
IEEE publications and events
Research funded by National Science Foundation (NSF) – Engineering Design and Systems Engineering (EDSE)
Research funded by Systems Engineering Research Center (SERC)
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Emerging Topics
Emerging Topics
Lead Author: Robert Cloutier
The Emerging Topics section is intended to introduce and inform the reader on significant and rapidly emerging
needs and trends in practicing systems engineering within the community. It is not intended to be all-inclusive.
Instead, those topics that have a high probability of significantly impacting the practice of systems engineering, as
determined by the SEBoK editorial board, are covered. If the reader has recommendations of emerging topics that
should be covered, please send an email to SEBoK@incose.org, or leave a comment in the comment feature at the
bottom of this page.

Introduction to Systems Engineering Transformation
The knowledge covered in this KA reflects the transformation and continued evolution of SE, which are formed by
the current and future challenges (see Systems Engineering: Historic and Future Challenges). This notion of SE
transformation and the other areas of knowledge which it includes are discussed briefly below.
The INCOSE Systems Engineering Vision 2025 (INCOSE 2014) describes the global context for SE, the current
state of SE practice and the possible future state of SE. It describes a number of ways in which SE continues to
evolve to meet modern system challenges. These are summarized briefly below.
Systems engineering has evolved from a combination of practices used in a number of related industries (particularly
aerospace and defense). These have been used as the basis for a standardized approach to the life cycle of any
complex system (see Systems Engineering and Management). Hence, SE practices are still largely based on
heuristics. Efforts are under-way to evolve a theoretical foundation for systems engineering (see Foundations of
Systems Engineering) considering foundational knowledge from a variety of sources.
Systems engineering continues to evolve in response to a long history of increasing system complexity. Much of this
evolution is in the models and tools focused on specific aspects of SE, such as understanding stakeholder needs,
representing system architectures or modeling specific system properties. The integration across disciplines, phases
of development, and projects, as well as between technologies and humans, continues to represent a key systems
engineering challenge. More recently, the rise of Artificial Intelligence (AI) introduces unprecedented challenges in
verification and validation of AI-infused systems, but also opens up new opportunities to implement AI
methodologies in the design of systems.
Systems engineering is gaining recognition across industries, academia and governments. However, SE practice
varies across industries, organizations, and system types. Cross fertilization of systems engineering practices across
industries has begun slowly but surely; however, the global need for systems capabilities has outpaced the progress
in systems engineering.
INCOSE Vision 2025 concludes that SE is poised to play a major role in some of the global challenges of the 21st
century, that it has already begun to change to meet these challenges and that it needs to undergo a more significant
transformation to fully meet these challenges. The following bullet points are taken from the summary section of
Vision 2025 and define the attributes of a transformed SE discipline in the future:
• Relevant to a broad range of application domains, well beyond its traditional roots in aerospace and defense, to
meeting society’s growing quest for sustainable system solutions to providing fundamental needs, in the globally
competitive environment.
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• Applied more widely to assessments of socio-physical systems in support of policy decisions and other forms of
remediation.
• Comprehensively integrating multiple market, social and environmental stakeholder demands against
“end-to-end” life-cycle considerations and long-term risks.
• A key integrating role to support collaboration that spans diverse organizational and regional boundaries, and a
broad range of disciplines.
• Supported by a more encompassing foundation of theory and sophisticated model-based methods and tools
allowing a better understanding of increasingly complex systems and decisions in the face of uncertainty.
• Enhanced by an educational infrastructure that stresses systems thinking and systems analysis at all learning
phases.
• Practiced by a growing cadre of professionals who possess not only technical acumen in their domain of
application, but who also have mastery of the next generation of tools and methods necessary for the systems and
integration challenges of the times.
Some of these future directions of SE are covered in the SEBoK. Others need to be introduced and fully integrated
into the SE knowledge areas as they evolve. This KA will be used to provide an overview of these transforming
aspects of SE as they emerge. This transformational knowledge will be integrated into all aspects of the SEBoK as it
matures.

Topics in Part 8
•
•
•
•
•
•

Transitioning Systems Engineering to a Model-based Discipline
Model-Based Systems Engineering Adoption Trends 2009-2018
Digital Engineering
Set-Based Design
Socio-technical Systems
Systems Engineering and Artificial Intelligence
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Introduction to SE Transformation
While the primary focus of the SEBoK is on the current practice of domain independent systems engineering, it is
also concerned with the future evolution of the discipline.
The topics in this Knowledge Area (KA) summarize SE knowledge which is emerging and transitioning to become
part of the practice of systems engineering, such as Model-Based Systems Engineering (MBSE). In general, topics
will be introduced here and then expanded into other SEBoK KA's over time.
The knowledge covered in this KA reflects the transformation and continued evolution of SE. For a summary of the
current and future challenges that contribute to this evolution, see Systems Engineering: Historic and Future
Challenges. This notion of SE transformation and the other areas of knowledge which it includes are discussed
briefly below.

Topics
Each part of the SEBoK is divided into Knowledge Areas (KAs), which are groupings of information with a related
theme. The KAs, in turn, are divided into topics. This KA contains the following topics:
• Transitioning Systems Engineering to a Model-based Discipline
•
•
•
•

Digital Engineering
Set-Based Design
Model-Based Systems Engineering Adoption Trends 2009-2018
Systems Engineering Core Concepts

Systems Engineering Transformation
The INCOSE Systems Engineering Vision 2025 (INCOSE 2014) describes the global context for SE, the current
state of SE practice and the possible future state of SE. It describes a number of ways in which SE continues to
evolve to meet modern system challenges. These are summarized briefly below.
Systems engineering has evolved from a combination of practices used in a number of related industries (particularly
aerospace and defense). These have been used as the basis for a standardized approach to the life cycle of any
complex system (see Systems Engineering and Management). Hence, SE practices are still largely based on
heuristics. Efforts are under-way to evolve a theoretical foundation for systems engineering (see Foundations of
Systems Engineering) considering foundational knowledge from a variety of sources.
Systems engineering continues to evolve in response to a long history of increasing system complexity. Much of this
evolution is in the models and tools focused on specific aspects of SE, such as understanding stakeholder needs,
representing system architectures or modeling specific system properties. The integration across disciplines, phases
of development, and projects continues to represent a key systems engineering challenge.
Systems engineering is gaining recognition across industries, academia and governments. However, SE practice
varies across industries, organizations, and system types. Cross fertilization of systems engineering practices across
industries has begun slowly but surely; however, the global need for systems capabilities has outpaced the progress
in systems engineering.
INCOSE Vision 2025 concludes that SE is poised to play a major role in some of the global challenges of the 21st
century, that it has already begun to change to meet these challenges and that it needs to undergo a more significant
transformation to fully meet these challenges. The following bullet points are taken from the summary section of
Vision 2025 and define the attributes of a transformed SE discipline in the future:
• Relevant to a broad range of application domains, well beyond its traditional roots in aerospace and defense, to
meeting society’s growing quest for sustainable system solutions to providing fundamental needs, in the globally

22

Introduction to SE Transformation

•
•
•
•
•
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competitive environment.
Applied more widely to assessments of socio-physical systems in support of policy decisions and other forms of
remediation.
Comprehensively integrating multiple market, social and environmental stakeholder demands against
“end-to-end” life-cycle considerations and long-term risks.
A key integrating role to support collaboration that spans diverse organizational and regional boundaries, and a
broad range of disciplines.
Supported by a more encompassing foundation of theory and sophisticated model-based methods and tools
allowing a better understanding of increasingly complex systems and decisions in the face of uncertainty.
Enhanced by an educational infrastructure that stresses systems thinking and systems analysis at all learning
phases.
Practiced by a growing cadre of professionals who possess not only technical acumen in their domain of
application, but who also have mastery of the next generation of tools and methods necessary for the systems and
integration challenges of the times.

Some of these future directions of SE are covered in the SEBoK. Others need to be introduced and fully integrated
into the SE knowledge areas as they evolve. This KA will be used to provide an overview of these transforming
aspects of SE as they emerge. This transformational knowledge will be integrated into all aspects of the SEBoK as it
matures.
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Socio-technical Systems
Lead Author: Erika Palmer
Though there are a few specific definitions, there are many ways in which the term “socio-technical system” is used
depending on the specific engineering/scientific domain. There are also different approaches for considering
socio-technical systems depending on the life cycle stage and the specific systems engineering challenge.

The Concept and Theory
The concept of a socio-technical system describes the interrelationship between humans and machines, and the
motivation behind developing research on socio-technical systems was to cope with theoretical and practical work
environment problems in industry (Ropohl, 1999).
Socio-technical systems theory has been developing over the past 60 years predominately focusing on new
technology and work design (Davis et al., 2014). This theory has developed into socio-technical systems thinking,
and research has concentrated in several key areas:
•
•
•
•

Human factors and ergonomics (Carayon, 2006)
Organizational design (Cherns, 1976)
System design (Clegg, 2000; van Eijnatten, 1998)
Information systems (Mumford, 2006)

A Design Approach
As a design approach —socio-technical systems design (STSD)—socio-technical systems bring human, social,
organizational and technical elements in the design of organizational systems (Baxter and Sommerville, 2011).
While Baxter and Sommerville (2011) refer to computer-based systems in their definition of socio-technical systems
thinking as a design approach, the generic term “technical system” is also applicable: “The underlying premise of
socio-technical systems thinking is that system design should be a process that takes into account both social and
technical factors that influence the functionality and usage of computer-based systems” (p.4).

Systems Engineering Context
In a systems engineering context, it has been argued that all systems are socio-technical systems (Palmer, et al.,
2019). However, socio-technical systems in a systems engineering context is not well defined though the topic has
gained traction in recent years (Donaldson, 2017; Broniatowski, 2018). There are examples in systems engineering
literature, where the term socio-technical systems is used to refer to a system where social and technical elements are
relevant. These include studies of agent-based modeling of socio-technical systems (Heydari and Pennock, 2018),
insurance systems as socio-critical systems (Yasui, 2011) and interdisciplinary systems engineering approaches to
influence enterprise systems (Pennock and Rouse, 2016; Wang et al., 2018).
Based on the work that the systems engineering community has produced thus far, the working definition of the term
socio-technical systems in a systems engineering context is simply:
Socio-technical systems: Systems operating at the intersection of social and technical systems (Kroes et al., 2006).
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Modeling Sociotechnical Systems
There is no “state of the practice” for how to model sociotechnical systems. There are, however, a few examples in
systems engineering literature of how systems engineers could analyze these types of systems. Outside systems
engineering/engineering literature, there is an ever-increasing number of examples of social system models. The
modeling techniques found in these examples can be adapted to evaluate sociotechnical systems in a systems
engineering context. Many of these are system dynamics models, and there is a journal dedicated to social system
analysis, called the Journal for Artificial Societies and Social Simulation (JASS), which focuses on agent-based
modeling.
1)

Qualitative Modeling

• Insurance systems as socio-critical systems (Yasui, 2011)
Yasui (2011) provides a new methodology to accommodate stakeholder goals in social system failures. This new
methodology is a “soft” systems approach that brings together the Holon concept by Checkland and Scholes (1990)
and the Vee Model.
2)

Agent-Based Modeling of Sociotechnical Systems in Systems Engineering

• Agent-based modeling of sociotechnical systems (Heydari and Pennock, 2018)
Heydari and Pennock (2018) illustrate how to support the design and governance of sociotechnical systems with
agent-based modeling (ABM). Critically, they outline the difference between how ABM is used in physical, natural
and social applications versus sociotechnical applications.
• Interdisciplinary systems engineering approaches to influence enterprise systems (Pennock and Rouse, 2016)
Pennock and Rouse (2016) not only provide how to define an enterprise as a system, but they also illustrate this with
several ABM examples. They also highlight that when modeling sociotechnical systems versus traditional
engineering systems, it is important to focused less on “control” and more on “influence.”
3)

Economic modeling

• Social System Modeling Challenges (Wang et al., 2018)
In their book, Social Systems Engineering, Wang et al. (2018) provide an overview of not only modeling and its
challenges in evaluating social systems, but they also give insight into how social system modeling is approached in
economics.
4)

System Dynamics Modeling of Social Systems for Adaptation in an SE Sociotechnical Context

• Social policy (Palmer, 2017)
Palmer (2017) provides an overview of social systems in a systems engineering context, and uses system dynamics
modeling of pension and sick leave policy systems to illustrate how to use systems engineering methods for social
policy.
• Social Systems Engineering (García‐Díaz and Olaya, 2018)
García‐Díaz and Olaya (2018) give not only a thorough overview in their book (called Social Systems Engineering)
of social systems and various qualitative and quantitative modeling types, but they also highlight participatory
system dynamics modeling (stakeholder-led system design).
• Health care (Homer and Hirsch, 2006)
As there is increasing attention in the systems engineering community towards health care technology, Homer and
Hirsch’s (2006) paper on system dynamics modeling of public health gives a basis for how to model social systems
in this domain. For example, chronic disease prevention, disease outcomes, health and risk behaviors, environmental
factors, and health-related resources and delivery systems.
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Artificial Intelligence
Lead Authors: Barclay Brown, Tom McDermott, Rael Kopace, Ramakrishnan Raman, Ali Raz, and Kevin Robinson
This article provides an overview and definitions of artificial intelligence and machine learning and their importance
to and relationships with systems engineering.

Introduction
Artificial Intelligence (AI) is perhaps best defined as the ability of a system to exhibit behavior, which if exhibited
by a human being, would be considered intelligent. It’s the ability of a machine to process and learn from data, to
recognize and understand patterns, to solve problems, and make decisions autonomously. The term “Artificial
Intelligence” dates to the early 1950s where it was first introduced to mimic human-level intelligence capabilities in
software and hardware systems—a goal which still is far from reachable in the near future despite the rapid
technological advancement in the AI field . It is important for systems engineers to note that “AI” does not designate
a specific technology—intelligent behavior can be implemented in a system in a number of ways, including
conventional software or hardware logic. Modern systems that use AI fall into two major categories: systems where
the decision-making logic is explicitly pre-programmed, and systems where the decision-making capability is
learned from data. This latter category, known as Machine Learning (ML), is the predominant category for the
modern paradigm shift in capabilities enabled by AI.

Machine Learning Foundations of AI
ML builds its foundation from statistics and computer science disciplines, accelerated by the advances in
computational power and memory offered by modern hardware systems (i.e., CPUs and GPUs). The ever-increasing
number of ML algorithms available today can be classified into three major categories of Supervised, Unsupervised,
and Reinforcement learning.
• Supervised Learning is where labelled input-output datasets are available and ML algorithms learn the mapping
between input-output pairs presented in the datasets (for example, learning from clearly labelled pictures of cars
and tanks)
• Unsupervised Learning is where the labels in data sets are not available and the ML algorithms learn the grouping
or clustering of input and outputs (for example, identifying common customer attributes, classifying spam email,
or detecting fraudulent transactions)
• Reinforcement Learning is where an AI agent trains itself to make decisions to effect a positive change in the
environment based on a defined reward function (e.g., training a robot to avoid obstacles by penalizing crashes)
The implementation approaches for all ML types require large datasets and can be based on statistical models or
neural networks including Deep Neural Networks (DNNs). Irrespective of the implementation approaches and the

Artificial Intelligence
type of ML, the workflow for deploying an ML-based AI solution remains largely common and is shown in Figure 1
(details on each of these steps can be found in the Digital Transformation book by Thomas Siebel).
Figure 1 A typical ML Workflow
Understanding the subtleties of statistical models and neural networks for ML implementation along with the related
workflow will become imperative for systems engineers as they begin to incorporate ML solutions in systems and
perform systems engineering activities for AI systems.

Systems Engineers and AI
Given the holistic nature of the systems engineering discipline, it is practical to think about AI and its role in the
larger context of digital transformation, which can be defined as the confluence of big data, cloud computing, AI and
Internet of Things (IoT). Digital transformation is enabling organizations to evolve their business and operational
models. As such most organizations are collecting vast amounts of data pertaining to their business, operations,
systems, customers, and personnel. Big data has created the conditions that necessitate the application of AI
solutions supported by the technological advancements in computational power and memory to aid in the analysis of
big data and the automation of labor intensive and time-consuming processes.
The ability to collaborate and communicate with data scientists, AI engineers, cloud computing specialists,
application developers, and other experts is becoming a necessity for many systems engineers. Systems engineers
must become sufficiently knowledgeable and familiar with as many elements of the digital transformation ecosystem
as possible to best serve the needs of the organization and its mission in order to identify the areas of business or the
systems that would most benefit from the application of AI. Understanding the benefits as well as the potential
pitfalls of an AI development initiatives is also important. To that end, systems engineers must be able to identify the
right requirements and architectures, expertise, partnering organizations, technology stack, development platforms,
and other relatable elements. The roles and responsibilities of systems engineers versus data scientists, data
engineers, application developers, and AI engineers must be differentiated. The market is filled with an ever-growing
number of AI platforms and it is virtually impossible for a non-data scientist to be able to master each of them.
Moreover, the advances in the AI domain happen at such a rapid pace that nowadays many companies may choose to
avoid investing in their own internal data science teams to develop AI solutions. Instead, they can purchase or
license models that are ready for implementation from companies that have solved similar problems before.
Additionally, there exist unified platforms that aim to standardize workflows and come equipped with the
appropriate technology stack to collect, label, and feed data into supervised learning models or alternatively assist
with the development of models.
As a result, rather than mirroring the roles and responsibilities of data scientists and other AI domain professionals, it
is beneficial for most systems engineering professionals to develop an understanding at various degrees of depth of
the relevant technologies that support and are used to create AI applications including but not limited to the
following:
•
•
•
•
•
•
•
•

Data integration
Relational and non-relational databases
Cloud storage
Enterprise architecture infrastructure and APIs
ML learning frameworks
Batch and online processing
Executable environments
Commonly used programming languages

• UI and data visualization tools
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Systems Engineering and AI: SE4AI and AI4SE
At an early 2019 Future of Systems Engineering (FuSE) workshop hosted by the International Council on Systems
Engineering (INCOSE), the terms AI for SE and SE for AI were first used to describe the dual transformation
envisioned for both the SE and AI disciplines. The “AI4SE” and “SE4AI” labels have quickly become symbols for an
upcoming rapid evolutionary phase in the SE community. SE’s Digital Engineering transformation will enable both
transformation of SE practices using AI for SE and drive the need for new systems engineering practices that support
a new wave of automated, adaptive, and learning systems, termed SE for AI. AI4SE applies AI and ML techniques
to improve human-driven engineering practices. This goal of “augmented intelligence” includes outcomes such as
achieving scale in model construction and efficiency in designing space exploration systems. SE4AI applies SE
methods to the design and operation of intelligent systems, with outcomes such as improved safety, security, ethics,
etc.
Systems engineers have long sought to evolve engineered systems to include human-like intelligence, thinking, and
autonomous decision-making. In many cases, the inclusion of intelligent capabilities means increasing
non-determinism in the system’s behavior, exponentially increasing complexity in the design, verification, and
validation of such systems. The initial approaches of inculcating intelligence predominantly involved
human-in-the-loop for capturing knowledge from experts, codifying it in some form that is machine understandable
(for instance, a “knowledge database”), and enabling the system to interpret the codified knowledge so as to make the
required optimal decisions and exhibit the desired intelligent behavior. These initial approaches involved
human-in-the loop for the entire gamut of activities from capturing the knowledge and codifying the knowledge to
enabling (programming) the system to leverage the knowledge.
More recent contemporary approaches represent the next evolution of inculcating intelligence in systems, wherein
the human gathers the required data and programs the system such that the system can learn/build the knowledge
from the data provided by the human. Learning from data requires significant computing resources (processing
power and memory) but recent advances have expanded the availability of large amounts of both source data and
matching computing resources to enable intensive processing and learning from data. Recent ML algorithms are the
result of this evolution. The system learns during the design and development phases and is expected to demonstrate
limited forms of adaptive behavior.
In both approaches, a human is in the loop to validate the intelligence gained by the system, and to make a conscious
decision to deploy the intelligence in the system. The next evolution is expected to be predominantly based on a
system learning from the other systems it interacts with (machine-to-machine learning) and building its intelligence
from the interactions and from the ecosystem (cloud). Evolution in that direction is as seen by some of the recent
progress made in reinforcement learning models and algorithms. The system learns by trial-and-error and once it
meets performance expectations, can apply its behavior on a larger scale.
The augmented intelligence scenarios described above will need an underlying and synergistic foundation of both
SE4AI and AI4SE which are briefly described in the following subsections.

SE4AI: Addressing Practical Implementation Challenges for AI
The increasing application of AI in systems presents challenges for both the systems engineering community and the
AI community. Their common goal is to ensure that the future users of the system can be certain that the behavior
and performance of that system is what is needed. That is, the AI system’s behavior is verified through a set of
activities that check its compliance against system requirements and validate it for fitness to meet user needs. The
need for verification and validation presents a challenge for the engineering of AI systems as the failure modes
observed in AI systems are different and may not be adequately addressed by traditional Systems Engineering
life-cycle approaches. From a systems engineering lifecycle perspective, appropriate tailoring of conventional
processes is needed to “engineer” a system that is intelligent—a system that learns during development and is
designed for adaptive behavior. New approaches are required for developing requirements, evaluating when these
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intelligent systems are ready for operations, and for ensuring their adaptive behavior is safe and produces the desired
outcomes. The data required for enabling a system to acquire the desired intelligence poses several challenges from
being biased (inculcating a biased intelligence reflected in the system’s behavior) to not being representative of the
various use case scenarios envisaged for the system. The system’s intelligence is only as good as the data that was
used to train it. There are many considerations pertaining to the broader challenge of engineering safe and effective
human interaction with intelligent systems. These include (a) leveraging cognitive strengths of humans and AI, (b)
gaining trust, (c) explainable intelligence (d) identifying and understanding bias, and (e) dealing with uncertainty.
Broadly there are three key challenges for the systems engineering of intelligent systems:
1. New failure modes not previously experienced in the engineering of systems. The AI community recognizes
that there are there are five main failure modes that cause the AI systems to not behave safely and as expected.
These new failure modes include negative side effects, reward hacking, scalable oversight, unsafe exploration,
and distributional shift .
2. The unpredictability of performance due to non-deterministic and evolving behavior. ML systems initially
learn from predetermined data and through the activity of validation, system engineers check the compliance of
the system performance against its intended purpose, captured in a Systems Specification. The challenge with AI,
and specifically ML, is predicting the performance and behaviour of the AI algorithm on unseen data in future
operations. ML systems exhibit non-deterministic performance, with the performance of some systems evolving
as the system learns (changes performance) during operations. This presents challenges in validating system
compliance before the system enters operations.
3. Lack of trust and robustness in future systems performance. System validation is based on a basic four step
approach: obtaining results from a validation test, comparing the measured results to expect results, deducing the
degree of compliance, and deciding on the acceptability of this compliance. A key aspect in deciding the
acceptability of compliance is expert judgement. Expert judgement requires an understanding of the result as
compared to the relevance of the context of use, and therefore the results need to be explainable. Explainable
behaviour of AI Systems is problematic, and therefore determining a level of trust and robustness in future
systems performance is challenging.

AI4SE: Leveraging AI to Advance State-of-the-Art in Systems Engineering
The next evolution of SE practices is expected to be predominantly driven by AI technologies assisting systems
engineers in the engineering development lifecycle activities. AI4SE addresses how AI can enhance the systems
engineering lifecycle for engineered systems, across the various lifecycle phases including concept development,
requirements, architecture design, implementation, integration, verification, validation, and deployment. Enhancing
and assisting systems engineering processes, methods, and tools, with tangible impacts on the quality of the
engineered system as well as on the cycle time for the various life cycle activities, would be some of the primary
focus areas of AI4SE. For instance, AI technologies can be leveraged to advise system architects on the various
architecture and design decisions options based on intelligence built from collective prior experience of decisions
made in earlier systems. A second example is leveraging AI technologies to assist in arriving at various corner test
cases during verification. Historical systems engineering life cycle data would be the predominant drivers for the use
of AI for such applications. A third example would pertain to the simulation aspects, where digital and synthetic
environments (e.g., digital twins) are leveraged to understand various lifecycle operation scenarios and providing
better insights to systems engineers on understanding the implications of architecture design decisions on the
engineered systems. However, some forms of distinction are being envisaged in the community between AI4SE as
against automation, digitization and digital linking of various SE life cycle artifacts and work products. While
automation and digitization activities may be enhanced by AI, these activities may still be dominated by
conventional software, with outcomes focused on significant reduction in life cycle time and efficiency on managing
scale.
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Landscape of AI Applications in Industry and Systems
Over the last few decades, ML-based solutions have become ubiquitous in technical and social systems and have
enabled new business opportunities and even new business models. The rapid commercialization of AI is bringing
profound changes to all markets. Capabilities are advancing and it is becoming easier to develop and implement AI
solutions given the growing number of AI tools and platforms. Organizations in every industry segment are
increasingly realizing that AI is key to market leadership and that they all have processes that are suited for AI. Early
adopters of AI have noticed significant tangible benefits and given the lower barriers of entry that exist nowadays,
others are making significant investments to accelerate their AI adoption.
AI is being integrated into the fabric of business and systems and AI solutions are being deployed to solve a wide
spectrum of use cases at every layer of the enterprise. The following table provides examples of AI applications
across the different fields and sectors.
Domain

General examples of AI usage

Sales

Price optimization, forecasting, performance management, dynamic recommendations (think Amazon, Netflix making product and movie
recommendations)
[Ref: https://hbr.org/2018/07/how-ai-is-changing-sales]

Security

Breach risk prediction, incident response, early identification and classification of cyber threats
[Ref: https://www.ibm.com/case-studies/cargills-bank-ltd]

Anti-fraud

Identification of fraudulent behavior and transactions
[Ref: https://www.fico.com/blogs/5-keys-using-ai-and-machine-learning-fraud-detection]

HR

Candidate assessment, screening time reduction, skills to jobs alignment
[Ref: https://www.forbes.com/sites/jeannemeister/2019/01/08/ten-hr-trends-in-the-age-of-artificial-intelligence/?sh=426c0c7d3219]

Marketing

Programmatic advertising for target audiences, behavior analysis, interactive marketing through chatbots
[Ref:
https://www.forbes.com/sites/forbesagencycouncil/2019/08/21/how-artificial-intelligence-is-transforming-digital-marketing/?sh=46ae38e021e1
]

Personal
Assistant

Control smart home objects, interact with the web and provide answers to questions, manage calendar

Smart tools

Smart thermostats, doorbells, home security system, baby monitor, real time language translation
[Ref: https://www.pcmag.com/news/the-best-smart-home-devices-for-2020]

Finance

Automated financial trading and trade validation to protect from obvious errors and irrational price swings, identification and management of
risk based on user history, classification of loan and credit applications
[Ref: https://builtin.com/artificial-intelligence/ai-finance-banking-applications-companies]

Healthcare

Assisted diagnostic medical imaging, management and accuracy check of electronic medical records, disease risk prevention, personalized
health management
[Ref: https://www2.deloitte.com/cn/en/pages/technology-media-and-telecommunications/articles/global-ai-development-white-paper.html]

Education

Virtual adaptive teaching and learning, curriculum personalization, virtual tutor
[Ref: https://medium.com/towards-artificial-intelligence/artificial-intelligence-in-education-benefits-challenges-and-use-cases-db52d8921f7a]

Autonomous
Driving

Real time sensor data processing, dynamic path planning, auto health monitoring, route optimization, real time traffic monitoring

Retail

Smart inventory, demand forecasting, smart logistics, unmanned store, automated customer service inquiries through chatbots

[Ref: https://www.embedded.com/the-role-of-artificial-intelligence-in-autonomous-vehicles/]

[Ref: ]
Manufacturing

Quality and safety checks, improving yield and performance, failure mode prediction, predictive maintenance, adaptive design, energy
saving, production forecasting
[Ref: https://www2.deloitte.com/cn/en/pages/technology-media-and-telecommunications/articles/global-ai-development-white-paper.html]
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Personalized media content, content discovery, real time fact checking, identifying false content
[Ref: https://neoteric.eu/blog/10-use-cases-of-ai-in-manufacturing/]

Government
and Legal

Non-compliant behavior and tax evasion, policy checks, citizen assistance chatbots, emergency and disaster resource identification and
monitoring, automated due diligence on background information, legal analytics, content generation
[Ref: https://emerj.com/ai-sector-overviews/ai-in-law-legal-practice-current-applications/]

Agriculture

Pest monitoring, crop return prediction, optimizing yield, monitoring and managing closed environment, weather forecasting
[Ref: https://www.intel.com/content/www/us/en/big-data/article/agriculture-harvests-big-data.html]

Logistics

Predictive supply chain network management, demand and capacity planning, route optimization,
[Ref: dhl.com/content/dam/dhl/global/core/documents/pdf/glo-core-trend-report-artificial-intelligence.pdf]

Oil and Gas

Oil seep detection with robots, precision drilling, temperature and pressure monitoring, predictive maintenance
[Ref: https://www.sparkcognition.com/top-4-ai-applications-oil-gas-industry/]
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Verification and Validation of Systems in Which
AI is a Key Element
Lead Author: Laura Pullum
Many systems are being considered in which artificial intelligence (AI) will be a key element. Failure of an AI
element can lead to system failure (Dreossi et al 2017), hence the need for AI verification and validation (V&V). The
element(s) containing AI capabilities is treated as a subsystem and V&V is conducted on that subsystem and its
interfaces with other elements of the system under study, just as V&V would be conducted on other subsystems.
That is, the high-level definitions of V&V do not change for systems containing one or more AI elements.
However, AI V&V challenges require approaches and solutions beyond those for conventional or traditional (those
without AI elements) systems. This article provides an overview of how machine learning components/subsystems
“fit” in the systems engineering framework, identifies characteristics of AI subsystems that create challenges in their
V&V, illuminates those challenges, and provides some potential solutions while noting open or continuing areas of
research in the V&V of AI subsystems.

Overview of V&V for AI-based Systems
Conventional systems are engineered via 3 overarching phases, namely, requirements, design and V&V. These
phases are applied to each subsystem and to the system under study. As shown in Figure 1, this is the case even if the
subsystem is based on AI techniques.
[Figure 1]
AI-based systems follow a different lifecycle than do traditional systems. As shown in the general machine learning
life cycle illustrated in Figure 2, V&V activities occur throughout the life cycle. In addition to requirements allocated
to the AI subsystem (as is the case for conventional subsystems), there also may be requirements for data that flow
up to the system from the AI subsystem.
[Figure 2]
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Characteristics of AI Leading to V&V Challenges
Though some aspects of V&V for conventional systems can be used without modification, there are important
characteristics of AI subsystems that lead to challenges in their verification and validation. In a survey of engineers,
Ishikawa and Yoshioka (2019) identify attributes of machine learning that make the engineering of same difficult.
According to the engineers surveyed, the top attributes with a summary of the engineers’ comments are:
• Lack of an oracle: It is difficult or impossible to clearly define the correctness criteria for system outputs or the
right outputs for each individual input.
• Imperfection: It is intrinsically impossible to for an AI system to be 100% accurate.
• Uncertain behavior for untested data: There is high uncertainty about how the system will behave in response to
untested input data, as evidenced by radical changes in behavior given slight changes in input (e.g., adversarial
examples).
• High dependency of behavior on training data: System behavior is highly dependent on the training data.
These attributes are characteristic of AI itself and can be generalized as follows:
• Erosion of determinism
• Unpredictability and unexplainability of individual outputs (Sculley et al., 2014)
• Unanticipated, emergent behavior, and unintended consequences of algorithms
• Complex decision making of the algorithms
• Difficulty of maintaining consistency and weakness against slight changes in inputs (Goodfellow et al., 2015)

V&V Challenges of AI Systems
Requirements
Challenges with respect to AI requirements and AI requirements engineering are extensive and due in part to the
practice by some to treat the AI element as a “black box” (Gunning 2016). Formal specification has been attempted
and has shown to be difficult for those hard-to-formalize tasks and requires decisions on the use of quantitative or
Boolean specifications and the use of data and formal requirements. The challenge here is to design effective
methods to specify both desired and undesired properties of systems that use AI- or ML-based components (Seshia
2020).
A taxonomy of AI requirements engineering challenges, outlined by Belani and colleagues (2019), is shown in Table
3.

Table 3: Requirements engineering for AI (RE4AI) taxonomy, mapping challenges to
AI-related entities and requirements engineering activities (after (Belani et al., 2019))
RE4AI

AI Related Entities

RE Activities

Data

Model

System

Elicitation

- Availability of large datasets

- Lack of domain knowledge

- How to define problem /scope

- Requirements analyst upgrade

- Undeclared consumers

- Regulation (e.g., ethics) not clear

- Imbalanced datasets, silos

- No trivial workflows

- No integration of end results

- Role: data scientist needed

- Automation tools needed

- Role: business analyst upgrade

- Data labelling is costly, needed

- No end-to-end pipeline support - Avoid design anti- patterns

- Role: data engineer needed

- Minimum viable model useful

- Training data critical analysis

- Entanglement, CACE problem - Debugging, interpretability

- Data dependencies

- High scalability issues for ML

Analysis

Specification

Validation

- Cognitive / system architect needed

- Hidden feedback loops
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Management

Documentation

- Experiment management

- Difficult to log and reproduce
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- IT resource limitations, costs

- No GORE-like method polished - DevOps role for AI needed

- Measuring performance

- Data & model visualization

- Datasets and model versions

- Feedback from end-users

- Role: research scientist useful

- Education and training of staff

- Development method

All of the Above - Data privacy and data safety
- Data dependencies

CACE: change anything, change everything
GORE: goal-oriented requirements engineering

Data
Data is the life-blood of AI capabilities given that it is used to train and evaluate AI models and produce their
capabilities. Data quality attributes of importance to AI include accuracy, currency and timeliness, correctness,
consistency, in addition to usability, security and privacy, accessibility, accountability, scalability, lack of bias and
others. As noted above, the correctness of unsupervised methods is embedded in the training data and the
environment.
There is a question of coverage of the operational space by the training data. If the data does not adequately cover the
operational space, the behavior of the AI component is questionable. However, there are no strong guarantees on
when a data set it ‘large enough’. In addition, ‘large’ is not sufficient. The data must sufficiently cover the operational
space.
Another challenge with data is that of adversarial inputs. Szegedy et al. (2014) discovered that several ML models
are vulnerable to adversarial examples. This has been shown many times on image classification software, however,
adversarial attacks can be made against other AI tasks (e.g., natural language processing) and against techniques
other than neural networks (typically used in image classification) such as reinforcement learning (e.g., reward
hacking) models.

Model
Numerous V&V challenges arise in the model space, some of which are provided below.
• Modeling the environment: Unknown variables, determining the correct fidelity to model, modeling human
behavior. The challenge problem is providing a systematic method of environment modeling that allows one to
provide provable guarantees on the system’s behavior even when there is considerable uncertainty about the
environment. (Seshia 2020)
• Modeling learning systems: Very high dimensional input space, very high dimensional parameter or state space,
online adaptation/evolution, modeling context (Seshia 2020).
• Design and verification of models and data: data generation, quantitative verification, compositional reasoning,
and compositional specification (Seshia 2020). The challenge is to develop techniques for compositional
reasoning that do not rely on having complete compositional specifications (Seshia 2017).
• Optimization strategy must balance between over- and under-specification. One approach, instead of using
distance (between predicted and actual results) measures, uses the cost of an erroneous result (e.g., an incorrect
classification) as a criterion (Faria, 2018) (Varshney, 2017).
• Online learning: requires monitoring; need to ensure its exploration does not result in unsafe states.
• Formal methods: intractable state space explosion from complexity of the software and the system’s interaction
with its environment, an issue with formal specifications.
• Bias in algorithms from underrepresented or incomplete training data OR reliance on flawed information that
reflects historical inequities. A biased algorithm may lead to decisions with collective disparate impact. Trade-off
between fairness and accuracy in the mitigation of an algorithm’s bias.
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• Test coverage: effective metrics for test coverage of AI components is an active area of research with several
candidate metrics, but currently no clear best practice.

Properties
Assurance of several AI system properties is necessary to enable trust in the system, e.g., the system’s
trustworthiness. This is a separate though necessary aspect of system dependability for AI systems. Some important
properties are listed below and though extensive, are not comprehensive.
• Accountability: refers to the need of an AI system to be answerable for its decisions, actions and performance to
users and others with whom the AI system interacts
• Controllability: refers to the ability of a human or other external agent to intervene in the AI system’s functioning
• Explainability: refers to the property of an AI system to express important factors influencing the AI system
results or to provide details/reasons behind its functioning so that humans can understand
• Interpretability: refers to the degree to which a human can understand the cause of a decision (Miller 2017)
• Reliability: refers to the property of consistent intended behavior and results
• Resilience: refers to the ability of a system to recover operations quickly following an incident
• Robustness: refers to the ability of a system to maintain its level of performance when errors occur during
execution and to maintain that level of performance given erroneous inputs and parameters
• Safety: refers to the freedom from unacceptable risk
• Transparency: refers to the need to describe, inspect and reproduce the mechanisms through which AI systems
make decisions, communicating this to relevant stakeholders.

V&V Approaches and Standards
V&V Approaches
Prior to the proliferation of deep learning, research on V&V of neural networks touched on adaptation of available
standards, such as the then-current IEEE Std 1012 (Software Verification and Validation) processes (Pullum et al.
2007), areas need to be augmented to enable V&V (Taylor 2006), and examples of V&V for high-assurance systems
with neural networks (Schumann et al., 2010). While these books provide techniques and lessons learned, many of
which remain relevant, additional challenges due to deep learning remain unsolved.
One of the challenges is data validation. It is vital that the data upon which AI depends undergo V&V. Data quality
attributes that are important for AI systems include accuracy, currency and timeliness, correctness, consistency,
usability, security and privacy, accessibility, accountability, scalability, lack of bias, and coverage of the state space.
Data validation steps can include file validation, import validation, domain validation, transformation validation,
aggregation rule and business validation (Gao et al. 2011).
There are several approaches to V&V of AI components, including formal methods (e.g., formal proofs, model
checking, probabilistic verification), software testing, simulation-based testing and experiments. Some specific
approaches are:
• Metamorphic testing to test ML algorithms, addressing the oracle problem (Xie et al., 2011)
• A ML test score consisting of tests for features and data, model development and ML infrastructure, and
monitoring tests for ML (Breck et al., 2016)
• Checking for inconsistency with desired behavior and systematically searching for worst-case outcomes when
testing consistency with specifications.
• Corroborative verification (Webster et al., 2020), in which several verification methods, working at different
levels of abstraction and applied to the same AI component, may prove useful to verification of AI components of
systems.
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• Testing against strong adversarial attacks (Useato, 2018); researchers have found that models may show
robustness to weak adversarial attacks and show little to no accuracy to strong attacks (Athalye et al., 2018,
Uesato et al., 2018, Carlini and Wagner, 2017).
• Use of formal verification to prove that models are consistent with specifications, e.g., (Huang et al., 2017).
• Assurance cases combining the results of V&V and other activities as evidence to support claims on the assurance
of systems with AI components (Kelly and Weaver, 2004; Picardi et al. 2020).

Standards
Standards development organizations (SDO) are earnestly working to develop standards in AI, including the safety
and trustworthiness of AI systems. Below are just a few of the SDOs and their AI standardization efforts.
ISO is the first international SDO to set up an expert group to carry out standardization activities for AI.
Subcommittee (SC) 42 is part of the joint technical committee ISO/IEC JTC 1. SC 42 has a working group on
foundational standards to provide a framework and a common vocabulary, and several other working groups on
computational approaches to and characteristics of AI systems, trustworthiness, use cases, applications, and big data.
(https://www.iso.org/committee/6794475.html)
The IEEE P7000 series of projects are part of the IEEE Global Initiative on Ethics of Autonomous and Intelligent
Systems, launched in 2016. IEEE P7009, “Fail-Safe Design of Autonomous and Semi-Autonomous Systems” is one
of 13 standards in the series. (https://standards.ieee.org/project/7009.html)
Underwriters Laboratory has been involved in technology safety for 125 years and has released ANSI/UL 4600
“Standard for Safety for the Evaluation of Autonomous Products”. (https://ul.org/UL4600)
The SAE G-34, Artificial Intelligence in Aviation, Committee is responsible for creating and maintaining SAE
Technical Reports, including standards, on the implementation and certification aspects related to AI technologies
inclusive of any on or off-board system for the safe operation of aerospace systems and aerospace vehicles. (https:/ /
www.sae.org/works/committeeHome.do?comtID=TEAG34)
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Transitioning Systems Engineering to a
Model-based Discipline
Systems engineers have always leveraged many kinds of models, including functional models to support
requirements development, simulation models to analyze the behavior of systems, and other analytical models to
analyze various aspects of the system such as reliability, safety, mass properties, power consumption, and cost.
However, the discipline still relies heavily on document-based artifacts to capture much of the system specification
and design information, such as requirements, interface control documentation, and system architecture design
descriptions. This information is often spread across many different documents including text, informal drawings,
and spreadsheets. This document-based approach to systems engineering suffers from a lack of precision,
inconsistencies from one artifact to another, and difficulties in maintaining and reusing the information.

Model-Based Systems Engineering
Model-based systems engineering (MBSE) is the formalized application of modeling to support system
requirements, design, analysis, verification, and validation activities beginning in the conceptual design phase and
continuing through development and later life cycle phases (INCOSE 2007). A distinguishing characteristic of an
MBSE approach is that the model constitutes a primary artifact of the systems engineering process. The focus on
developing, managing and controlling a model of the system is a shift from the traditional document-based approach
to systems engineering, where the emphasis is on producing and controlling documentation about the system. By
leveraging the system model as a primary artifact, MBSE offers the potential to enhance product quality, enhance
reuse of the system modeling artifacts, and improve communications among the systems development team. This, in
turn, offers the potential to reduce the time and cost to integrate and test the system, and significantly reduce cost,
schedule, and risks in fielding a system.
MBSE includes a diverse set of descriptive and analytical models that can be applied throughout the life cycle, and
from system of systems (SoS) modeling down to component modeling. Typical models may include descriptive
models of the system architecture that are used to specify and design the system, and analytical models to analyze
system performance, physical characteristics, and other quality characteristics such as reliability, maintainability,
safety, and cost.
MBSE has been evolving for many years. The term MBSE was used by Wayne Wymore in his book by this name
(Wymore 1993), that provided a state-based formalism for analyzing systems in terms of their input/output
characteristics, and value functions for assessing utility of technology independent and technology dependent
systems. Simulations have been extensively used across industry to provide high fidelity performance analysis of
complex systems. The Standard for Integration Definition for Function Modeling (IDEF0 1993) was introduced in
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the 1990’s to support basic functional modeling. A modeling formalism called the enhanced functional flow block
diagram (Long 2000) has been used to model many different types of systems. The Object Management Group
(OMG) introduced the concept of a Model Driven Architecture (MDA®) (OMG 2003) that leverages a
standards-based approach to modeling. The Systems Modeling Language (OMG SysML™) (OMG 2015) was
adopted by the OMG in 2006 as a general-purpose systems modeling language. In addition, the Unified Profile for
DoDAF and MODAF (UPDM) (OMG 2013) was adopted by the OMG in 2008 to support enterprise modeling.
Several other domain specific modeling languages have been introduced as well.

MBSE Transition
The INCOSE Systems Engineering Vision 2025 (INCOSE 2014, pg 38) describes the current state of MBSE as
follows: “Model-based systems engineering has grown in popularity as a way to deal with the limitations of
document-based approaches, but is still in an early stage of maturity similar to the early days of CAD/CAE.”
SE Vision 2025 also describes a continuing transition of SE to a model-based discipline in which: “Formal systems
modeling is standard practice for specifying, analyzing, designing, and verifying systems, and is fully integrated with
other engineering models. System models are adapted to the application domain, and include a broad spectrum of
models for representing all aspects of systems. The use of internet driven knowledge representation and immersive
technologies enable highly efficient and shared human understanding of systems in a virtual environment that span
the full life cycle from concept through development, manufacturing, operations, and support.” The transition to a
more model-based discipline is not without its challenges. This requires both advancements in the practice, and the
need to achieve more widespread adoption of MBSE within organizations across industry sectors.
Advancing the practice requires improvements in the modeling languages, methods, and tools. The modeling
languages must continue to improve in terms of their expressiveness, precision, and usability. MBSE methods, such
as those highlighted in A Survey of Model-Based Systems Engineering (MBSE) Methodologies (Estefan 2008), have
continued to evolve, but require further advancements to provide a rigorous approach to modeling a system across
the full system lifecycle, while being more adaptable to a diverse range of application domains. The modeling tools
must also continue to evolve to support the modeling languages and methods, and to integrate with other
multi-disciplinary engineering models and tools in support of the broader model-based engineering effort. The
movement towards increased use of modeling standards, that are more widely available in commercial tools, and
rigorous model-based methodologies, increase the promise of MBSE.
Many organizations are adopting aspects of MBSE to improve their systems engineering practice, particularly since
MBSE was introduced in the INCOSE Systems Engineering Vision 2020 in 2007. However, as indicated in the SE
Vision 2025, MBSE is still being applied in pockets within organizations and unevenly across industry sectors.
Similar to the evolution of model-based approaches in other disciplines such as mechanical and electrical
engineering, the transition occurs incrementally as the methods and tools mature.
The adoption of MBSE requires a workforce that is skilled in the application of MBSE. This requires organizations
to provide an infrastructure that includes MBSE methods, tools, and training, and a commitment to deploy this
capability to their programs. As with any organizational change, this must be approached strategically to grow this
capability and learn from their experiences.
Like other engineering disciplines, the transition of systems engineering to a model-based discipline is broadly
recognized as essential to meet the challenges associated with increasing system complexity and achieving the
productivity and quality improvements. The SEBoK will continue to reflect the growing body of knowledge to
facilitate this transition.
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Model-Based Systems Engineering Adoption
Trends 2009-2018
Lead Author: Rob Cloutier, Contributing Author: Ifezue Obiako
The MBSE Initiative was kicked off at the INCOSE International Workshop (IW) in 2007 at the Albuquerque, NM,
USA Embassy Suites. There were approximately 45 INCOSE members for this first meeting, held during the two
days preceding IW.
Surveys were conducted in 2009, 2012, 2014, 2018, and 2019 to better understand the adoption trends of
model-based systems engineering.

Introduction
Model-based systems engineering (MBSE) is not a new concept. Wymore (1993) published the seminal work on the
topic. This book presents the mathematical theory behind MBSE. Since that time, engineering has made significant
movement from text-based approaches using office-based tools (e.g. Harvard Graphics, Microsoft PowerPoint,
Microsoft Visio, etc.) to an interconnected set of graphical diagrams. These diagrams are generally created in a tool
with a specialized graphical user interface.
Today aerospace engineers no longer use drafting boards to create their drawings – they use computer aided design
(CAD) tools. Likewise, software engineers seldom use EMACS or Vi (text editors), instead, they use software GUIs
that allow them to code, check syntax, compile, link, and run their software all in a single environment.
Broadly speaking, a model_ can be thought of as a facsimile or abstraction of reality. To this end, even a
requirements document can be considered a model – it represents what a real system should do in performing its
mission or role. While systems engineering has used models for a very long time, MBSE is the systems engineering
migration to computer-based graphical user interfaces to perform our analysis and design tasks just as our other
engineering brethren have moved to computer-based graphical user interfaces.
A discussion of available tools is beyond the scope of this article, and it is not the practice of the SEBoK to review or
promote specific tool offerings. However, it is fair to state that current MBSE tools fall into three broad categories:
1) Functional decomposition tools that use IDEF0 (also called IPO) diagrams, N2 diagrams, functional flow block
diagrams, etc., 2) Object-oriented tools that implement the Object Management Group’s Systems Modeling
Language (SysML), and 3) Mathematical modeling tools.
This migration for systems engineering might have begun in the late 90’s. The INCOSE INSIGHT publication
proclaimed that MBSE was a new paradigm (INSIGHT 1998). Cloutier (2004) addressed the migration from a
waterfall systems engineering approach to an object-oriented approach on the Navy Open Architecture project. At
that time, SysML did not exist, and the teams were using the Unified Modeling Language (UML) that was
predominately a software modeling tool. Zdanis & Cloutier (2007a, 2007b) addressed the use of activity diagrams
instead of sequence diagrams for systems engineering based on the newly released SysML. In 2009, the INCOSE
INSIGHT publication proclaimed MBSE was THE new paradigm (INSIGHT 2009).

Approach
In 2009, a survey was commissioned by the Object Management Group (OMG) with the intent of informing the
SysML Working Group on necessary changes to SysML since its first release (Cloutier & Bone 2010). That survey
focused on process more than adoption. Beginning in 2012, INCOSE has commissioned three more surveys to
understand adoption trends and obstacles. The survey instrument remained relatively unchanged for 2012, 2014, and
2018 (Cloutier 2015, Cloutier 2019a). In January of 2019, the Jet Propulsion Lab (JPL) conducted an MBSE
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Workshop (Cloutier 2019b). A survey of those participants was conducted, and the intent of the questions was to
augment knowledge gained from the 2018 survey. The table below shows the number of respondents in each of the
surveys.

Table 1. MBSE Survey Purposes and Responses (SEBoK Original)
Year

Survey Purpose

Responses

2012 INCOSE MBSE Initiative 134
2014 INCOSE MBSE Initiative 205
2018 INCOSE MBSE Initiative 661
2019 JPL MBSE Workshop

98

Responses and Response Demographics
Each survey was sent to a diverse group of MBSE practitioners. Table 2 shows that of the 661 responses for the 2018
survey, 410 indicated their country of origin. This international representation is similar to all surveys conducted.

Table 1. MBSE Survey Purposes and Responses (Cloutier 2019, used with permission)
Country
USA

Responses
197

Country

Responses

Israel

4

United Kingdom 52

Singapore

3

France

30

China

2

Germany

28

New Zealand 2

Australia

20

Poland

2

Netherlands

19

Russia

1

Japan

8

Romania

1

Canada

6

Turkey

1

Italy

6

Columbia

1

Sweden

6

Norway

1

South Africa

5

South Korea

1

Switzerland

4

UAE

1

Brazil

4

Belarus

1

India

4

As part of the demographics, Figure 1 shows the represented industries. Because the “Other” category was so large,
the data was analyzed to better understand Figure 2.
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Figure 1. Industries Represented in the 2018 MBSE Survey. (Cloutier 2019a, used with permission)

Figure 2. "Other" Industries Represented in the 2018 MBSE Survey. (Cloutier 2019a, used with permission)

The 2018 survey indicated that there seems to be an increased application of MBSE in traditionally civil engineering
industries – specifically energy, infrastructure, and transportation (Figure 2) One of the most interesting aspects of
the 2018 survey is the finding that MBSE is being applied in the early phases of systems engineering, and less so in
the later phases as shown in Figure 3.
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Figure 3. MBSE is More Likely to be Used in Early Stages of Systems Engineering. (Cloutier 2019a, used with permission)

This was confirmed by the JPL question “Where do we believe MBSE holds the most promise?” Figure 4 shows that
76% of the responses indicated system/subsystem architecting, 42% thought requirements analysis, and 39%
believed early conceptualization (note: the question allowed for multiple answers).

Figure 4. JPL Workshop Response Regarding "Where MBSE Holds the Most Promise." (Cloutier 2019b, used with
permission)
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Figure 5. JPL Workshop Response Regarding "Is Your Modeling Experience Valued by Management?"(Cloutier
2019b, used with permission)

When asked whether the JPL survey respondents believed that their systems modeling experience is recognized as a
valued skill supporting career growth of systems engineers in their organization, just over 50% believed management
valued their experience. A smaller number, 21%, believed their modeling experience was not valued (Figure 5).

Key Adoption Trends
The remainder of this article will look at some of the trends identified across the surveys, from 2009 to 2018. Figure
6 shows that MBSE is moving from a defense and space dominated practice into other industries as discussed in
Figure 4.

Figure 6. Shift of MBSE Adoption in New Industries. (Cloutier 2019a, used with permission)
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Model-based systems engineering seems to be expanding in influence in that it is not just in the purview of systems
engineers. While systems and software engineers find value in MBSE practices, Figure 6 demonstrates that the
customer is finding value in MBSE practices. It is also interesting that software engineers’ perceived value of MBSE
is declining from survey to survey.

Figure 7. Perceived Value of MBSE Practices to Different Project Segments. (Cloutier 2019a, used with permission)
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Figure 8. Inhibitors to the Successful Adoption of MBSE within an Organization/Company. (Cloutier 2019a, used with permission)

Figure 8 demonstrates that availability of MBSE skills and cultural and general resistance to change have continued
to increase. Lack of perceived value reflects the findings in Figure 6 – software and hardware engineers are not
seeing the value of MBSE.

Conclusions
Surveys conducted between 2012 and 2018 demonstrate that MBSE practices are spreading beyond traditional
Defense and Space domains. Most MBSE practitioners are finding MBSE is most useful in the early project phases
of conceptualization, requirements analysis, and systems architecting. There continues to be a skills shortage, yet
companies/organizations are providing less training to improve MBSE skills. Both systems engineers, systems
engineering management, and the systems engineering customer are finding value in using models to perform
systems engineering.
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Digital Engineering
Lead Author: Ron Giachetti
The US Under Secretary of Defense for Research and Development released the US Department of Defense (DoD)
Digital Engineering Strategy in June 2018 describing five goals to streamline the DoD acquisition process through
the creation of a digital thread enabling the conception, design, and development of complex weapon systems (DoD
2018; Zimmerman 2017). The crux of digital engineering is the creation of computer readable models to represent all
aspects of the system and to support all the activities for the design, development, manufacture, and operation of the
system throughout its lifecycle. These computer models would have to be based on shared data schemata so that in
effect a digital thread integrates all the diverse stakeholders involved in the acquisition of new weapon systems. The
Digital Engineering Strategy anticipates digital engineering will lead to greater efficiency and improved quality of all
the acquisition activities.

Relationship with MBSE
Model-based systems engineering (MBSE) is a subset of digital engineering. MBSE supports the systems
engineering activities of requirements, architecture, design, verification, and validation. These models would have to
be connected to the physics-based models used by other engineering disciplines such as mechanical and electrical
engineering. One challenge remaining for digital engineering is the integration of MBSE with physics-based models.
Foundation to digital engineering is the representation of the system data in a format sharable between all
stakeholders (Giachetti et al. 2015; Vaneman 2018). SysML 2.0 is one of several future developments promising to
provide a representation sufficient to support digital engineering. An ontology defining the entities and relationships
between them can be used to define the concepts relevant to systems engineering. Such a representation is necessary
to create the digital thread linking all the models together in a cohesive and useful manner.

Digital Engineering as a Transformation
For many organizations, digital engineering represents a transformation of how they normally conduct systems
engineering (e.g., see Bone et al. 2018) since most organizations conduct a document-intensive systems engineering
process. The adoption of digital engineering requires concomitant changes to how organizations perform system
engineering activities. Everything from documenting requirements, technical reviews, architecture design, and so
forth would be based on the models in a digital engineering environment (Vaneman and Carlson, 2019). The digital
thread would be the authoritative source of truth concerning the system data.
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Digital Twin
A digital twin is a related yet distinct concept to digital engineering. The digital twin is a high-fidelity model of the
system which can be used to emulate the actual system. An organization would be able to use a digital twin to
analyze design changes prior to incorporating them into the actual system.
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Lead Authors: Eric Specking, Gregory S. Parnell, and Ed Pohl
Set-based design (SBD) is a complex design method that enables robust system design by 1) considering a large
number of alternatives, 2) establishing feasibility before making decisions, and 3) using experts who design from
their own perspectives and use the intersection between their individual sets to optimize a design (Singer, Doerry,
and Buckley 2009). Model-based engineering (MBE)/model-based systems engineering (MBSE) with an integrated
framework can enable the use of SBD tradespace exploration, for some situations (i.e. early-design stage with low
fidelity models), in near-real time (Specking et al. 2018a). This article provides insights on using model-based design
to create and assess alternatives with set-based design.

Introduction
SBD analyzes sets of alternatives instead of single solutions. Sets are “two or more design points that have at least
one design option in common” (Specking et al. 2018b) or “the range of options for a design factor” (Singer et al.
2017). A design factor is a “solution parameter, characteristic, or relationship that influences the design at the system
level” (Singer et al. 2017). Systems engineers should develop sets determining the design factors and separating the
design factors into set drivers or set modifiers. Set drivers are “fundamental design decisions that define the system
characteristics that enable current and future missions,” while set modifiers are “design decisions that are ‘added on’
to the system and can be modified to adapt for new missions and scenarios” (Specking et al. 2018b).
SBD is not the best design method for every situation. SBD is particularly useful in early-stage design and if the
project contains the following attributes:
•
•
•
•
•

A large number of design variables,
Tight coupling among design variables,
Conflicting requirements,
Flexibility in requirements allowing for trades, or
Technologies and design problems not well understood – learning required for a solution (Singer et al. 2017)

In early-stage design, SBD helps inform requirements analysis and assess design decisions (Parnell et al. 2019).
Quantitative SBD requires an integrated MBE environment to assess the effects of constraining and relaxing
requirements on the feasible tradespace. For example, Figure 2 demonstrates the effects of constraining or relaxing
requirements of an unmanned aerial vehicle case study with all of the explored designs in orange, the tradespace
affected by non-requirement constraints (e.g. physics with requirements relaxed to not affect the tradespace) in blue,
the original UAV feasible tradespace in yellow, and the relaxed (black)/constrained (red) tradespaces.
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Figure 1. Effects of Requirements on the UAV's Feasible Tradespace (Parnell et al. 2019, used with permission)

The tornado diagram seen in Figure 3 shows results of a one requirement at a time analysis. This makes it easy to see
how the constraining/relaxing of each individual requirement affects the feasible tradespace. Figure 3 shows that the
requirements “Detect Human Activity at Night” and “Detect Human Activity in Daylight” have the greatest impact on
the feasible tradespace.

Figure 2. UAV Case Study Results of One-by-One Requirement Analysis (Parnell et al. 2019, used with permission)

Changing the requirements does not always translate to finding improved designs. The individual one requirement at
a time analysis scatterplot provides important information, as seen in an example illustration in Figure 4. It is
important to carefully analyze the Pareto Frontier created by each change (represented by a different color) and
compare it to the Pareto Frontier of the original analysis. If the original requirement level produces better
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alternatives, then it does not make sense to change (constrain or relax) the requirement.

Figure 3. Effect on Feasible Tradespace by Changing Most Sensitive UAV Requirement (Specking et al. 2019, used with permission)

Additionally, using SBD can add value to the overall project and team. Some of the advantages include:
•
•
•
•

enabling reliable, efficient communications,
allowing much greater parallelism in the process, with much more effective use of subteams early in the process,
allowing the most critical, early decisions to be based on data, and
promoting institutional learning (Ward et al. 1995).

System Analyst Set-Based Design Tradespace Exploration Process
Figure 4 illustrates SBD as a concept for system design and analysis. This SBD illustration contains 5 distinct
characteristics:
1. start by determining the business/mission needs and system requirements;
2. use the business/mission needs and system requirements to perform design and analysis techniques throughout
time in the exploratory, concept, and development stages of the system’s life cycle;
3. perform design and analysis concurrently as much as possible;
4. inform requirement analysis by using feasibility, performance, and cost data; and
5. consider a large number of alternatives through the use of sets and slowly converge to a single point solution
(Specking et al. 2019).
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Figure 4. SBD Conceptual Framework for Systems Design (Specking et al. 2019, used with permission)

SBD is a social-technical process and should involve input and interactions from several teams, but Figure 6
provides a SBD tradespace exploration process for system analysts (Specking et al. 2019). This eight-step process is
especially useful to perform early-stage design (Specking et al. 2018b). The system analyst starts by analyzing the
business/mission needs and system requirements. Systems engineers use this information, along with models and
simulations developed by themselves or provided by systems and subsystem teams, to develop an integrated model.
Systems engineers include requirements to assess feasible and infeasible alternatives using this integrated model.
They explore the tradespace by treating each design decision as a uniform (discrete or continuous) random variable.
An alternative consists of an option from every design decision. Systems engineers then use the integrated model to
evaluate each alternative and to create the feasible tradespace. Monte Carlo simulation is one method that enables a
timely alternative creation and evaluation process. The created tradespace will consist of infeasible and feasible
alternatives based upon the requirements and any physics-based performance models and simulations. Systems
engineers should work with the appropriate stakeholders to inform requirements when the tradespace produces a
significantly small number of or no feasible alternatives. In addition to feasibility, systems engineers should also
analyze each design decision by using descriptive statistics and other analyses and data analytics techniques. This
information provides insights into how each design factor influences the feasible tradespace. Once the tradespace
contains an acceptable number of alternatives, it is then classified by sets. This is an essential part of SBD. If the set
drivers or design factors are not known, systems engineers should view the tradespace by each design decision for
insights. Systems engineers should use dominance analysis and other optimization methods to find optimal or near
optimal alternatives based upon the measures of effectiveness. Systems engineers should explore the remaining sets
for additional insights on the feasible tradespace and the requirements. The final part of this process is to select one
or more sets to move to the next design-stage. It should be noted that this process contains cycles. At any part of this
process, systems engineers should use the available information, such as from tradespace exploration or set
evaluation, to inform requirement analysis or update the integrated model. Additionally, the systems engineer should
update the integrated model with higher fidelity models and simulations as they become available. The key is to have
the “right” information from the “right” people at the “right” time.
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Figure 5. System Analysts SBD Tradespace Exploration Process
(Specking et al. 2019, used with permission)
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The Emerging Research topic under the SEBoK Emerging Knowledge is a place to showcase some of the systems
engineering research published in the past 3-5 years.

Doctoral Dissertations
Doctoral level systems engineering research has taken root over the last two decades. Additionally, many institutions
have either an Industrial Engineering or Systems Engineering Master’s program. This has enabled new and
interesting research to be conducted. Here you will find bibliographic citations and summaries for recently defended
research.

Towards Early Lifecycle Prediction of System Reliability
Salter, C. “Towards early lifecycle prediction of system reliability,” Ph.D. dissertation University of South Alabama,
Mobile, Alabama, July 2018. Available: ProQuest Store [1]
Reliability is traditionally defined as “the probability that an item will perform a required function without failure
under stated conditions for a stated period of time” (O'Connor, 2012). This definition is applicable to all levels of a
system, from the smallest part to the system as a whole. Predicting reliability requires extensive knowledge of the
system of interest, thus making prediction difficult and complex. This problem is further complicated by the desire to
predict system reliability early in the acquisition lifecycle. This work set out to develop a model for the prediction of
system reliability early in the system lifecycle. The model utilizes eight factors: number of system requirements,
number of major interfaces, number of operational environments, requirements understanding, technology maturity,
manufacturability, company experience, and performance convergence. These factors come together to form a model
much like the software engineering and systems engineering models COCOMO and COSYSMO. This work
provides the United States Department of Defense a capability that previously did not exist: the estimation of system
reliability early in the system lifecycle. The research demonstrates that information available during early system
development may be used to predict system reliability. Through testing, the author found that a model of this type
could provide reliability predictions for military ground vehicles within 25% of their actual recorded reliability
values.

Toward the Evolution of Information Digital Ecosystems
Lippert, K. “Toward the evolution of information digital ecosystems,” Ph.D dissertation, University of South
Alabama, Mobile, Alabama, May 2018. Available: ProQuest Store [2].
Digital ecosystems are the next generation of Internet and network applications, promising a whole new world of
distributed and open systems that can interact, self-organize, evolve, and adapt. These ecosystems transcend
traditional collaborative environments, such as client-server, peer-to-peer, or hybrid models (e.g., web services) to
become a self-organized, interactive environment. The complexity of these digital ecosystems will encourage
evolution through adaptive processes and selective pressures of one member on another to satisfy interaction,
adaptive organization, and, incidentally, human curiosity. This work addresses one of the essential parts of the digital
ecosystem – the information architecture. The research, inspired by systems thinking influenced by both biological
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models and science fiction, applies the TRIZ method to the contradictions raised by evolving data. This inspired the
application of patterns and metaphor as a means for coping with the evolution of the ecosystem. The metaphor is
explored as a model of representation of rapidly changing information through a demonstration of an adaptive digital
ecosystem. The combination of this type of data representation with dynamic programming and adaptive interfaces
will enable the development of the various components required by a true digital ecosystem.

Cybersecurity Decision Patterns as Adaptive Knowledge Encoding in Cybersecurity
Operations
Willett, K. “Cybersecurity decision patterns as adaptive knowledge encoding in cybersecurity operations”, Ph.D.
dissertation, Stevens Institute of Technology, Hoboken, NJ, July 2016. Available: https:/ / pqdtopen. proquest. com/
doc/1875237837.html?FMT=ABS.
Cyberspace adversaries perform successful exploits using automated adaptable tools. Cyberspace defense is too slow
because existing response solutions require humans in-the-loop across sensing, sense-making, decision-making,
acting, command, and control of security operations (Dōne et al. 2016). Security automation is necessary to provide
for cyber defense dynamic adaptability in response to an agile adversary with intelligence and intent who adapts
quickly to exploit new vulnerabilities and new safeguards. The rules for machine-encoding security automation must
come from people; from their knowledge validated through their real-world experience. Cybersecurity Decision
Patterns as Adaptive Knowledge Encoding in Cybersecurity Operations introduces cybersecurity decision patterns
(CDPs) as formal knowledge representation to capture, codify, and share knowledge to introduce and enhance
security automation with the intent to improve cybersecurity operations efficiency for processing anomalies.

INCOSE & IEEE Periodicals and Events
Every year, the International Council on Systems Engineering (INCOSE) holds one International Workshop and one
International Symposium, as well as regular meetings of various working groups, to encourage discussions of
emerging needs and sharing of experience within Systems Engineering community. All papers and presentations
from these events are available for free for INCOSE members, or with a fee for non-members via Wiley. The library
can be access here: https://www.incose.org/products-and-publications/papers-presentations-library#
Additionally, INCOSE also publish periodicals, which include: Systems Engineering (SE Journal), INSIGHT
(magazine), and INCOSE Members Newsletter. These periodicals are available as PDF, free for INCOSE members
and with a fee for non-members, or as hard copies. More information can be found here: https:/ / www. incose. org/
products-and-publications/periodicals
The Institute of Electrical and Electronics Engineers (IEEE) Systems Council also holds multiple annual
conferences, such as the International Systems Conference (SysCon), on systems engineering, resulting in a large
pool of publications. These publications can be found via: https://ieeesystemscouncil.org/publications

NSF- and SERC-funded Research
The National Science Foundation (NSF), Division of Civil, Mechanical, and Manufacturing Innovation (CMMI) has
been funding research in academia on systems engineering under Engineering Design and Systems Engineering
(EDSE) program. According to NSF-EDSE website [3], the program "seeks proposals leading to improved
understanding about how processes, organizational structure, social interactions, strategic decision making, and other
factors impact success in the planning and execution of engineering design and systems engineering projects".
Research under this program can be found via Award Search feature on NSF website: https:/ / www. nsf. gov/
awardsearch/advancedSearch.jsp (Enter "CMMI" for NSF Organization and "EDSE" for Program).
The Systems Engineering Research Center (SERC) is a University-Affiliated Research Center of the US Department
of Defense, consisting of 22 collaborator universities in the US and funding research on different aspects of Systems

61

Emerging Research

62

Engineering, including Enterprises and System of Systems, Trusted Systems, Systems Engineering and Systems
Management Transformation. More information can be found here: https:/ / sercuarc. org/ serc-programs-projects/
esos/
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