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Front Matter
Letter from the Editor
Hi there. Welcome to the May 2021 release of the SEBoK. Version 2.4 is the
15th release of the SEBoK. We continue to hover around that 100,000
pageviews per month. However, the more significant milestone is that the
SEBoK crossed 5M pageviews since it first launched in September 2012.
Thank you for your loyalty to this website.
As you know by now, I like to tell our readers what the 10 most popular
content pages were in the recent past. In March 2021, the top 10 were:
1. Types of Systems
2. System Requirements
3. Stakeholder Needs and Requirements
4. Types of Models
5. System Reliability, Availability, and Maintainability
6. System Architecture
7. Life Cycle Models
8. System Life Cycle Process Models: Vee
9. What is a Model?
10. Logical Architecture Model Development
First off, did you notice our new logo? It is meant to represent the movement from books to digital information, as
well as the many different ways to represent that data. Hope you like it.

The Editors and Authors have worked hard for this release. This update provides more new content than has been
added for some time. Thank you to the new editors and the new authors that contributed to this release. Here is what
you might find:
• Parts 6 and Part 8 have been reorganized to handle new knowledge areas and topics
• The following articles are new additions to the SEBoK for 2.4:
• Systems Engineering Heuristics
• Diversity, Equity, and Inclusion
• Systems Engineering and Geospatial/Geodetic Engineering Knowledge Area

Letter from the Editor
• System Hardware Assurance
• Decisions with Cognitive Bias
• Socio-technical Systems
• Verification and Validation of Systems in Which AI is a Key Element
• Updated content on Systems of Systems (SoS)
• An introductory article on Artificial Intelligence
• Additional System Security videos
Ongoing OPPORTUNITY: I first mentioned this in the May 2020 release. We continue to look for ways to add
some multimedia to the SEBoK. If you are an amateur videographer or hobbyist, we're looking for volunteers to
produce a number of 3-5 minute videos on systems engineering specifically for the SEBoK. NO AGENDAS. NO
PROMOTIONS. NO ADVERTISEMENTS. Or, you can simply record the presentation in PPT – that also works. If
you are up to this challenge, please contact me at: |rob@calimar.com [1]. I look forward to your ideas.
Enjoy this latest release,

References
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BKCASE Governance and Editorial Board
BKCASE Governing Board
The three SEBoK steward organizations – the International Council on Systems Engineering (INCOSE), the Institute
of Electrical and Electronics Engineers Systems Council (IEEE-SYSC), and Stevens Institute of Technology provide
the funding and resources needed to sustain and evolve the SEBoK and make it available as a free and open resource
to all. The stewards appoint the BKCASE Governing Board to be their primary agents to oversee and guide the
SEBoK and its companion BKCASE product, GRCSE.
The BKCASE Governing Board includes:
• The International Council on Systems Engineering (INCOSE)
• Art Pyster (Governing Board Chair), Emma Sparks
• Systems Engineering Research Center (SERC)
• Thomas McDermott, Cihan Dagli
• IEEE Systems Council (IEEE-SYSC)
• Stephanie White, Bob Rassa
Past governors include Andy Chen, Richard Fairley, Kevin Forsberg, Paul Frenz, Richard Hilliard, John Keppler,
Bill Miller, David Newbern, Ken Nidiffer, Dave Olwell, Massood Towhidnejad, Jon Wade, David Walden, and
Courtney Wright. The governors would especially like to acknowledge Andy Chen and Rich Hilliard, IEEE
Computer Society, who were instrumental in helping the governors to work within the IEEE CS structure and who
supported the SEBoK transition to the IEEE Systems Council.
The stewards appoint the SEBoK Editor in Chief to manage the SEBoK and oversee the Editorial Board.
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SEBoK Editorial Board
The SEBoK Editorial Board is chaired by the Editor in Chief, who provide the strategic vision for the SEBoK. The
EIC is supported by a group of Editors, each of whom are responsible for a specific aspect of the SEBoK. The
Editorial Board is supported by the Managing Editor, who handles all day-to-day operations. The EIC, Managing
Editor, and Editorial Board are supported by a student, Madeline Haas, whose hard work and dedication are greatly
appreciated.
SEBoK Editor in Chief
Robert J. Cloutier
University of South Alabama
rcloutier@southalabama.edu

[1]

Responsible for the appointment of SEBoK Editors and for the strategic direction and overall
quality and coherence of the SEBoK.

SEBoK Managing Editor
Nicole Hutchison
Systems Engineering Research Center
[2]
[3]
nicole.hutchison@stevens.edu
or emtnicole@gmail.com
Responsible for the the day-to-day operations of the SEBoK and supports the Editor in Chief.

Each Editor has his/her area(s) of responsibility, or shared responsibility, highlighted in the table below.
SEBoK Part 1: SEBoK Introduction
Lead Editor: Robert J. Cloutier
University of South Alabama
[1]

rcloutier@southalabama.edu
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SEBoK Part 2: Foundations of Systems Engineering
Lead Editor: Gary Smith (UK)
Airbus and International Society for the System Sciences
[4]
gary.r.smith@airbus.com
Responsible for the System Science Foundations of System Engineering.
Assistant Editor: Dov Dori

Assistant Editor: Duane Hybertson

Massachusetts Institute of Technology (USA) and Technion Israel
Institute of Technology (Israel)
[5]
dori@mit.edu

MITRE (USA)

Responsible for the Representing Systems with Models knowledge
area

dhyberts@mitre.org

[6]

Jointly responsible for the Systems Fundamentals, Systems Science and
Systems Thinking knowledge areas.

Assistant Editor: Peter Tuddenham

Assistant Editor: Cihan Dagli

College of Exploration (USA)
[7]
Peter@coexploration.net

Missouri University of Science & Technology (USA)
[8]
dagli@mst.edu
Responsible for the Systems Approach Applied to Engineered Systems
knowledge areas.

SEBoK Part 3: Systems Engineering and Management
Lead Editor: Jeffrey Carter
Mercury Systems
jtcarter.57@outlook.com

[9]

Assistant Editor: Barry Boehm

Assistant Editor: Kevin Forsberg

University of Southern California (USA)
[10]
boehm@usc.edu

OGR Systems

Jointly responsible for the Systems Engineering Management and Life
Cycle Models knowledge areas

Jointly responsible for the Systems Engineering Management and Life
Cycle Models knowledge areas

Assistant Editor: Gregory Parnell

Assistant Editor: Garry Roedler

University of Arkansas (USA)
[12]
gparnell@uark.edu

Lockheed Martin (USA)

Responsible for Systems Engineering Management knowledge area.

Responsible for the Concept Definition and System Definition knowledge
areas.

Assistant Editor: Phyllis Marbach

Assistant Editor: Ken Zemrowski

INCOSE LA (USA)

ENGILITY

prmarbach@gmail.com

[14]

Assistant Editor: David Ward
davidwardsafc@gmail.com

kforsberg@ogrsystems.com

garry.j.roedler@lmco.com

[11]

[13]

kenneth.zemrowski@incose.org

[15]

Responsible for the Systems Engineering Standards knowledge area.
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SEBoK Part 4: Applications of Systems Engineering
Lead Editor: Tom McDermott
Systems Engineering Research Center (SERC)
[16]
tmcdermo@stevens.edu
Assistant Editor: Javier Calvo-Amodio Assistant Editor: Judith Dahmann
Oregon State University
Javier.Calvo@oregonstate.edu

MITRE Corporation (USA)
[18]
jdahmann@mitre.org

[17]

Jointly responsible for Product Systems Engineering and Systems of Systems (SoS) knowledge areas.
Assistant Editor: Michael Henshaw
Loughborough University (UK)
[19]
M.J.d.Henshaw@lboro.ac.uk
Jointly responsible for Product Systems Engineering and Systems of Systems (SoS) knowledge areas

SEBoK Part 5: Enabling Systems Engineering
Lead Editor: Nicole Hutchison
Systems Engineering Research Center
[Mailto:nicole.hutchison@stevens.edu nicole.hutchison@stevens.edu]
Assistant Editor: Emma Sparks

Assistant Editor: Rick Hefner

Cranfield University

California Institute of Technology
Jointly responsible for the Enabling Individuals and Enabling Teams knowledge areas. Rick.Hefner@ngc.com [20]
Assistant Editor: Bernardo Delicado
INCOSE/Indra Sistemas
bernardo.delicado@incose.org

[21]

SEBoK Part 6: Related Disciplines
Lead Editor: Art Pyster
George Mason University (USA)
[22]
apyster@gmu.edu

SEBoK Part 7: Systems Engineering Implementation Examples
Lead Editor: Clif Baldwin
FAA Technical Center
cliftonbaldwin@gmail.com

[23]
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SEBoK Part 8: Emerging Knowledge
Lead Editor: Daniel DeLaurentis
Purdue University
ddelaure@purdue.edu

[24]

Assistant Editor: Ha Phuong Le
Purdue University
le135@purdue.edu

[25]

Student Editor
Madeline Haas, a student at George Mason University, is currently supporting the SEBoK and we gratefully
acknowledge her exemplary efforts. Ms. Haas has also taken responsibility for managing the Emerging Research
knowledge area of the SEBoK. The EIC and Managing Editor are very proud of the work Madeline has done and
look forward to continuing to work with her.

Interested in Editing?
The Editor in Chief is looking for additional editors to support the evolution of the SEBoK. Editors are responsible
for maintaining and updating one to two knowledge areas, including recruiting and working with authors, ensuring
the incorporation of community feedback, and maintaining the quality of SEBoK content. We are specifically
interested in support for the following knowledge areas:
•
•
•
•
•
•

System Deployment and Use
Product and Service Life Management
Enabling Businesses and Enterprises
Systems Engineering and Software Engineering
Procurement and Acquisition
Systems Engineering and Quality Attributes

In addition, the Editor in Chief is looking for a new Lead Editor for Part 3: Systems Engineering and Management.
If you are interested in being considered for participation on the Editorial Board, please contact the SEBoK Staff
directly at sebok@incose.org [26].
SEBoK v. 2.4, released 19 May 2021
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Acknowledgements and Release History
This article describes the contributors to the current version of the SEBoK. For information on contributors to past
versions of the SEBoK, please follow the links under "SEBoK Release History" below. To learn more about the
updates to the SEBoK for v. 2.2, please see the Letter from the Editor.
The BKCASE Project began in the fall of 2009. Its aim was to add to the professional practice of systems
engineering by creating two closely related products:
• Guide to the Systems Engineering Body of Knowledge (SEBoK)
• Graduate Reference Curriculum for Systems Engineering (GRCSE)

BKCASE History, Motivation, and Value
The Guide to the Systems Engineering Body of Knowledge (SEBoK) is a living authoritative guide that discusses
knowledge relevant to Systems Engineering. It defines how that knowledge should be structured to facilitate
understanding, and what reference sources are the most important to the discipline. The curriculum guidance in the
Graduate Reference Curriculum for Systems Engineering (GRCSE) (Pyster and Olwell et al. 2015) makes
reference to sections of the SEBoK to define its core knowledge; it also suggests broader program outcomes and
objectives which reflect aspects of the professional practice of systems engineering as discussed across the SEBoK.
Between 2009 and 2012, BKCASE was led by Stevens Institute of Technology and the Naval Postgraduate School in
coordination with several professional societies and sponsored by the U.S. Department of Defense (DoD), which
provided generous funding. More than 75 authors and many other reviewers and supporters from dozens of
companies, universities, and professional societies across 10 countries contributed many thousands of hours writing
the SEBoK articles; their organizations provided significant other contributions in-kind.
The SEBoK came into being through recognition that the systems engineering discipline could benefit greatly by
having a living authoritative guide closely related to those groups developing guidance on advancing the practice,
education, research, work force development, professional certification, standards, etc.
At the beginning of 2013, BKCASE transitioned to a new governance model with shared stewardship between the
Systems Engineering Research Center (SERC) [1], the International Council on Systems Engineering (INCOSE) [2],
and the Institute of Electrical and Electronics Engineers Computer Society (IEEE-CS) [3]. This governance structure
was formalized in a memorandum of understanding between the three stewards that was finalized in spring of 2013
and subsequently updated. In January 2020, the IEEE Systems Council [4] replaced the IEEE-CS in representing
IEEE as a steward. The stewards have reconfirmed their commitment to making the SEBoK available at no cost to
all users, a key principle of BKCASE.
As of April 2020, SEBoK articles have had over 4.2M pageviews from 1.7M unique visitors. We hope the SEBoK
will regularly be used by thousands of systems engineers and others around the world as they undertake technical
activities such as eliciting requirements, creating systems architectures, or analyzing system test results; and
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professional development activities such as developing career paths for systems engineers, deciding new curricula
for systems engineering university programs, etc.

Governance
The SEBoK is shaped by the SEBoK Editorial Board and is overseen by the BKCASE Governing Board. A complete
list of members for each of these bodies can be found on the BKCASE Governance and Editorial Board page.

Content and Feature Updates for 2.4
This update provides several new updated, including reorganizations of Part 6 and 8 to handle new knowledge areas
and topics. In addition, several new articles were added, including, Systems Engineering Heuristics, Diversity,
Equity, and Inclusion, Systems Engineering and Geospatial/Geodetic Engineering Knowledge Area, System
Hardware Assurance, Socio-technical Systems, Verification and Validation of Systems in Which AI is a Key
Element, and an introductory article on Artificial Intelligence. The content on Systems of Systems (SoS) was also
updated.

SEBoK Release History
There have been 23 releases of the SEBoK to date, collected into 15 main releases.

Main Releases
• Version 2.4 - current version.
• Version 2.3 - This is a minor release, including two new articles: Cycles and the Cyclic Nature of Systems and
Portfolio Management. A number of additional minor edits, including a new overview graphic for the SEBoK,
clean up of existing pages, software updates, etc. were incorporated.
• Version 2.2 - This is a significant release, including the first new Part to be added since v. 1.0 - Emerging
Knowledge - which is a place to highlight new topics in systems engineering that are important but may not yet
have a large body of literature. Recent dissertations around emerging topics are also included. A new case study
on Apollo 1 was added to Part 7, which has also been reorganized around topics. Additional minor updates have
occurred throughout.
• Version 2.1 - This was a significant release with new articles, new functionality, and minor updates throughout.
• Version 2.0 - This was a major release of the SEBoK which included incorporation of multi-media and a number
of changes to the functions of the SEBoK.
• Version 1.9.1 - This was a micro release of the SEBoK which included updates to the editorial board, and a
number of updates to the wiki software.
• Version 1.9 - A minor update which included updates to the System Resilience article in Part 6: Related
Disciplines, as well as a major restructuring of Part 7: Systems Engineering Implementation Examples. A new
example has been added around the use of model based systems engineering for the thirty-meter telescope.
• Version 1.8 - A minor update, including an update of the Systems of Systems (SoS) knowledge area in Part 4:
Applications of Systems Engineering where a number of articles were updated on the basis of developments in
the area as well as on comments from the SoS and SE community. Part 6: Related Disciplines included updates to
the Manufacturability and Producibility and Reliability, Availability, and Maintainability articles.
• Version 1.7 - A minor update, including a new Healthcare SE Knowledge Area (KA), expansion of the MBSE
area with two new articles, Technical Leadership and Reliability, Availability, and Maintainability and a new case
study on the Northwest Hydro System.
• Version 1.6 - A minor update, including a reorganization of Part 1 SEBoK Introduction, a new article on the
Transition towards Model Based Systems Engineering and a new article giving an overview of Healthcare
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Systems Engineering, a restructure of the "Systems Engineering and Specialty Engineering" (now Systems
Engineering and Quality Attributes) KA.
Version 1.5 - A minor update, including a restructure and extension of the Software Engineering Knowledge
Area, two new case studies, and a number of corrections of typographical errors and updates of outdated
references throughout the SEBoK.
Version 1.4 - A minor update, including changes related to ISO/IEC/IEEE 15288:2015 standard, three new case
studies and updates to a number of articles.
Version 1.3 - A minor update, including three new case studies, a new use case, updates to several existing
articles, and updates to references.
Version 1.2 - A minor update, including two new articles and revision of several existing articles.
Version 1.1 - A minor update that made modest content improvements.
Version 1.0 - The first version intended for broad use.

Click on the links above to read more information about each release.

Wiki Team
In January 2011, the authors agreed to move from a document-based SEBoK to a wiki-based SEBoK, and beginning
with v. 0.5, the SEBoK has been available at www.sebokwiki.org [5] Making the transition to a wiki provided three
benefits:
1. easy worldwide access to the SEBoK;
2. more methods for search and navigation; and
3. a forum for community feedback alongside content that remains stable between versions.
The Managing Editor is responsible for maintenance of the wiki infrastructure as well as technical review of all
materials prior to publication. Contact the managing editor at emtnicole@gmail.com [3]
The wiki is currently supported by Ike Hecht from WikiWorks.
SEBoK v. 2.4, released 17 May 2021
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Cite the SEBoK
When citing the SEBoK in general, users must cite in the following manner:
SEBoK Editorial Board. 2021. The Guide to the Systems Engineering Body of Knowledge (SEBoK), v.
2.4, R.J. Cloutier (Editor in Chief). Hoboken, NJ: The Trustees of the Stevens Institute of Technology.
Accessed [DATE]. www.sebokwiki.org. BKCASE is managed and maintained by the Stevens Institute
of Technology Systems Engineering Research Center, the International Council on Systems
Engineering, and the Institute of Electrical and Electronics Engineers Systems Council.
To cite a specific article within the SEBoK, please use:
Author name(s). "Article Title." in SEBoK Editorial Board. 2021. The Guide to the Systems Engineering
Body of Knowledge (SEBoK), v. 2.4 R.J. Cloutier (Editor in Chief). Hoboken, NJ: The Trustees of the
Stevens Institute of Technology. Accessed [DATE]. www.sebokwiki.org. BKCASE is managed and
maintained by the Stevens Institute of Technology Systems Engineering Research Center, the
International Council on Systems Engineering, and the Institute of Electrical and Electronics Engineers
Systems Council.
Note that many pages include the by line (author names) for the article. If no byline is listed, please use "SEBoK
Authors".
When using material from the SEBoK, attribute the work as follows:
This material is used under a Creative Commons Attribution-NonCommercial ShareAlike 3.0 Unported
License from The Trustees of the Stevens Institute of Technology. See Stevens Terms for Publication
located in Copyright Information.
Cite this Page
This feature is located under "Tools" on the left menu. It provides full information to cite the specific article that you
are currently viewing; this information is provided in various common citation styles including APA, MLA, and
Chicago Style Manual.
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Please read this page which contains information about how and on what terms you may use, copy, share,
quote or cite the Systems Engineering Body of Knowledge (SEBoK):

Copyright and Licensing
A compilation copyright to the SEBoK is held on behalf of the BKCASE Board of Governors by The Trustees of the
Stevens Institute of Technology ©2020 ("Stevens") and copyright to most of the content within the SEBoK is also
held by Stevens. Prominently noted throughout the SEBoK are other items of content for which the copyright is held
by a third party. These items consist mainly of tables and figures. In each case of third party content, such content is
used by Stevens with permission and its use by third parties is limited.
Stevens is publishing those portions of the SEBoK to which it holds copyright under a Creative Commons
Attribution-NonCommercial ShareAlike 3.0 Unported License. See http:/ / creativecommons. org/ licenses/
by-nc-sa/ 3. 0/ deed. en_US for details about what this license allows. This license does not permit use of third party
material but gives rights to the systems engineering community to freely use the remainder of the SEBoK within the
terms of the license. Stevens is publishing the SEBoK as a compilation including the third party material under the
terms of a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 Unported (CC BY-NC-ND 3.0). See http:/
/ creativecommons. org/ licenses/ by-nc-nd/ 3. 0/ for details about what this license allows. This license will permit
very limited noncommercial use of the third party content included within the SEBoK and only as part of the SEBoK
compilation. Additionally, the U.S. government has limited data rights associated with the SEBoK based on their
support for the SEBoK development.

Attribution
When using text material from the SEBoK, users who have accepted one of the Creative Commons Licenses
described above terms noted below must attribute the work as follows:
This material is used under a Creative Commons Attribution-NonCommercial ShareAlike 3.0 Unported License
from The Trustees of the Stevens Institute of Technology.
When citing the SEBoK in general, please refer to the format described on the Cite the SEBoK page.
When using images, figures, or tables from the SEBoK, please note the following intellectual property (IP)
classifications:
• Materials listed as "SEBoK Original" may be used in accordance with the Creative Commons attribution (above).
• Materials listed as "Public Domain" may be used in accordance with information in the public domain.
• Materials listed as "Used with Permission" are copyrighted and permission must be sought from the copyright
owner to reuse them.
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Part 6: Related Disciplines
Related Disciplines
Lead Author: Art Pyster, Contributing Authors: Dick Fairley, Tom Hilburn, Alice Squires
Systems engineers routinely work within broad multidisciplinary teams (Pyster et al. 2018) and across many
disciplines. Part 6 of the SEBoK presents knowledge that should be useful to systems engineers in two ways: (1)
systems engineers benefit from knowing aspects of these disciplines directly; e.g. given how central software is to
the functioning of virtually every interesting engineered system, a systems engineer should know a fair amount about
software and software engineering; and (2) systems engineers routinely interact with these other fields and
professionals in those fields.

Figure 1 SEBoK Part 6 in context (SEBoK Original). For more detail see Structure of the SEBoK

SE intersects with virtually every other recognized discipline. Besides the other engineering disciplines such as
electrical and mechanical engineering, SE intersects with the physical sciences, social sciences, project management,
philosophy, etc. For example, a systems engineer leading the design of an autonomous car would work with
electrical engineers, software engineers, project managers, mechanical engineers, computer scientists, radio
engineers, data analysts, human factors specialists, cybersecurity engineers, economists, and professionals from
many other disciplines. The knowledge areas (KAs) contained in Part 6 and the topics under them provide an
overview of some of these disciplines with emphasis on what a systems engineer needs to know to be effective,

Related Disciplines
accompanied by pointers to that knowledge. The KAs included in Part 6 could run into the dozens, but only a
handful are addressed in this version of the SEBoK. Subsequent SEBoK releases will expand the number of related
disciplines and offer deeper insight into their relationship with SE.

Knowledge Areas in Part 6
Each part of the SEBoK is divided into knowledge areas (KAs), which are groupings of information with a related
theme. Part 6 contains the following KAs:
•
•
•
•
•
•

Systems Engineering and Environmental Engineering
Systems Engineering and Geospatial/Geodetic Engineering
Systems Engineering and Industrial Engineering
Systems Engineering and Project Management
Systems Engineering and Software Engineering
Systems Engineering and Quality Attributes

Each KA above except the last is a major well-recognized stand-alone discipline. Each is widely taught in
universities around the world, has professional societies devoted to it, standards that assist its practitioners,
publications that describe its knowledge and practices, and a vibrant community of practitioners and researchers who
often have one or more university degrees in the discipline. The last KA is different. It describes the disciplines
associated with engineering system qualities or properties; e.g., security is a system quality. Security engineering is
the discipline through which system security is realized in a system. The security of a modern car is widely
understood to be a function of many factors such as the strength of its physical exterior, its alarm system which may
have extensive sensors and software, and its communications system which can wirelessly alert the owner or police
if someone attempts to break into it. Similarly, the reliability of a car is a function of such factors as the reliability of
its individual subsystems and components (mechanical, electronic, software, etc.) and how the car has been designed
to compensate for a failed subsystem or component (e.g. if the electronic door lock fails, can the driver use a
physical key to lock and unlock the car?). The topics included in this KA are among the most important qualities a
systems engineer would typically consider.

References
Works Cited
Pyster, A., N. Hutchison, D. Henry. 2018. The Paradoxical Mindset of Systems Engineers. Hoboken, NJ, USA:
Wiley.

Primary References
Bourque, P. and R.E. Fairley (eds.). 2014. SWEBOK: Guide to the Software Engineering Body of Knowledge,
version 3.0. Los Alamitos, CA, USA: IEEE Computer Society. Available at: http://www.Swebok.org.
DAU. 2020. Defense Acquisition Guidebook (DAG). Ft. Belvoir, VA, USA: Defense Acquisition University
(DAU)/US Department of Defense. Available at: https://www.dau.edu/tools/dag (Accessed on March 19, 2021).
PMI. 2017. A Guide to the Project Management Body of Knowledge (PMBOK® Guide), 6th ed. Newtown Square,
PA, USA: Project Management Institute (PMI).
Pyster, A., N. Hutchison, D. Henry. 2018. The Paradoxical Mindset of Systems Engineers. Hoboken, NJ, USA:
Wiley.
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Additional References
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Systems Engineering and Environmental
Engineering
Systems Engineering and Environmental
Engineering
Lead Authors: Paul Phister, David Olwell
Environmental engineering addresses four issues that arise in system design and operation. They are: (1) design for a
given operating environment, (2) environmental impact, (3) green design, and (4) compliance with environmental
regulations.

Overview
A system is designed for a particular operating environment. Product systems, in particular, routinely consider
conditions of temperature and humidity. Depending on the product, other environmental conditions may need to be
considered, including UV exposure, radiation, magnetic forces, vibration, and others. The allowable range of these
conditions must be specified in the requirements for the system.

Requirements
The general principles for writing requirements also apply to specifying the operating environment for a system and
its elements. Requirements are often written to require compliance with a set of standards.

Discipline Management
Many countries require assessment of environmental impact of large projects before regulatory approval is given.
The assessment is documented in an environmental impact statement (EIS). In the United States, a complex project
can require an EIS that greatly adds to the cost, schedule, and risk of the project.

Systems Engineering and Environmental Engineering

Scope
In the U.S., the process in Figure 1 is followed. A proposal is prepared prior to a project being funded. The regulator
examines the proposal. If it falls into an excluded category, no further action is taken. If not, an environmental
assessment is made. If that assessment determines a finding of no significant impact (FONSI), no further action is
taken. In all other cases, an environmental impact statement is required.

Figure 1. Flowchart to Decide if an EIS is Necessary. (SEBoK Original)

Preparation of an EIS is a resource significant task. Bregman (2000) and Kreske (1996) provide accessible overviews
of the process. Lee and Lin (2000) provide a handbook of environmental engineering calculations to aid in the
technical submission. Numerous firms offer consulting services.

Legal References
Basic references in the U.S. include the National Environmental Policy Act of 1969 and its implementing regulations
(NEPA 1969) and the European Ccommission directive (EC 1985). State and local regulations can be extensive;
Burby and Paterson (1993) discuss improving compliance.

Cost and Schedule Implications
Depending on the scale of the project, the preparation of an EIS can take years and cost millions. For example, the
EIS for the Honolulu light rail project took four years and cost $156M (Hill 2011). While a project may proceed
even if the EIS finds a negative impact, opponents to a project may use the EIS process to delay a project. A
common tactic is to claim the EIS was not complete in that it omitted some environmental impacts. Eccleston (2000)
provides a guide to planning for EIS.
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Energy Efficiency
There is a large amount of literature that has been published about design for energy efficiency. Lovins (2010) offers
ten design principles. He also provides case studies (Lovins et al. 2011). Intel (2021) provides guidance for
improving the energy efficiency of its computer chips. A great deal of information is also available in regard to the
efficient design of structures; DOE (2011) provides a good overview.
Increased energy efficiency can significantly reduce total life cycle cost for a system. For example, the Toyota Prius
was found to have the lowest life cycle cost for 60,000 miles, three years despite having a higher initial purchase
price (Brown 2011).

Carbon Footprint
Increased attention is being paid to the emission of carbon dioxide. BSI British Standards offers a specification for
assessing life cycle greenhouse emissions for goods and services (BSI 2011).

Sustainability
Graedel and Allenby (2009), Maydl (2004), Stasinopoulos (2009), Meryman (2004), and Lockton and Harrison
(2008) discuss design for sustainability. Sustainability is often discussed in the context of the UN report on Our
Common Future (WCED 1987) and the Rio Declaration (UN 1992).

Discipline Relationships
An enterprise must attend to compliance with the various environmental regulations. Dechant et al. (1994) provide
the example of a company in which 17% of every sales dollar goes toward compliance activities. They discuss
gaining a competitive advantage through better compliance. Gupta (1995) studies how compliance can improve the
operations function. Berry (1998) and Nash (2001) discuss methods for environmental management by the
enterprise.

Dependencies
ISO14001 sets the standards for organization to comply with environmental regulations. Kwon and Seo (2002)
discuss this in a Korean context, and Whitelaw (2004) presents a handbook on implementing ISO14001.

Discipline Standards
Depending on the product being developed, standards may exist for operating conditions. For example, ISO 9241-6
specifies the office environment for a video display terminal. Military equipment may be required to meet MILSTD
810G standard (DoD 2014) in the US, or DEF STAN 00-35 in the UK (MoD 2017).
The U.S. Federal Aviation Administration publishes a list of EIS best practices (FAA 2002).
The U.S. Environmental Protection Agency (EPA) defines green engineering as: the design, commercialization, and
use of processes and products, which are feasible and economical, while minimizing (1) generation of pollution at
the source and (2) risk to human health and the environment (EPA 2011). Green engineering embraces the concept
that decisions to protect human health and the environment can have the greatest impact and cost effectiveness when
applied early to the design and development phase of a process or product.
The EPA (2011) offers the following principles of green engineering:
• Engineer processes and products holistically, use systems analysis, and integrate environmental impact
assessment tools.
• Conserve and improve natural ecosystems while protecting human health and well-being.
• Use life-cycle thinking in all engineering activities.
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•
•
•
•
•

Ensure that all material and energy inputs and outputs are as inherently safe and benign as possible.
Minimize depletion of natural resources.
Strive to prevent waste.
Develop and apply engineering solutions, while being cognizant of local geography, aspirations, and cultures.
Create engineering solutions beyond current or dominant technologies; additionally, improve, innovate, and
invent (technologies) to achieve sustainability.
• Actively engage communities and stakeholders in development of engineering solutions.
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Geographic Information Systems (GIS) and geospatial applications and infrastructures are widely used and widely
integrated into other systems. Among the most well-known such systems are those based on the Global Positioning
System (GPS) and other Global Navigation Satellite Systems (GNSS). They have enabled such diverse applications
as automobile navigation systems, smartphones that location-stamp photographs, and military weapon systems that
target enemy locations. According to Hahmann and Burghardt (2013), about 80% of all data have a spatial reference;
i.e. the data can be related to a physical coordinate in a spatial reference system, or identified by a geographic
identifier. Systems and their constituents reside in or operate in space and often need to know where they or their
parts, constituents, etc. are; where their mobile components go; or where objects observed by the system are. In other
words (Longley et al. 2015): “Almost everything that happens, happens somewhere. Knowing where something
happens can be critically important.” Extending this observation, potentially the system(s) and their associated
constituents require synchronization of their activities and actions which is often achieved by triggering actions via
time stamps; for this purpose, systems need to be time-wise synchronized to a certain extent or accuracy. The
Geospatial/Geodetic Engineering (GGE) Knowledge Area provides a broad introduction into this overall topic in
order to make the reader aware where relevant technologies are actually used in systems. It reflects the abundant uses
and applications and even critical dependencies of geodetic and geospatial technologies in systems, such as GNSS &
GPS (satellite positioning systems); GIS; spatial reference systems; processing, analysis and visualization (portrayal)
of geographic data. It briefly analyzes to what extent the Systems Engineering Specialty Activities listed in the
INCOSE Systems Engineering Handbook (2015) and modeling and simulation may be supported by related subject
matter expertise. As a consequence it concludes that GGE activities could be considered as dedicated Specialty
Engineering activities themselves within Systems Engineering.

Topics
This Knowledge Area includes two topic articles:
• Overview of Geospatial/Geodetic Engineering
• Relationship between Systems Engineering and Geospatial/Geodetic Engineering
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This article is part of the Systems Engineering and Geospatial/Geodetic Engineering (GGE) Knowledge Area. It
provides a broad introduction into the overall topic including related applications in order to make the reader aware
where GGE is used in systems.

GIS and Geospatial Applications
Perhaps the most comprehensive recent standard textbooks on Geographical Information Systems (GIS) are Longley
et al. (2015) and Kresse and Danko (2012). Beyond these two books, there are many others on GIS and respective
spatial data capture procedures (surveying, photogrammetry, and remote sensing) and management applications.
Tomlinson (2019) and Peters (2012) as well as the online successor to this text book, System Design Strategies [1],
provide valuable insights into aspects of how to set up a GIS system. While Tomlinson (2019) looks more at the
management perspective and processes of implementing a GIS, Peters (2012) focuses more on technical aspects.
Domain-specific GIS applications are also documented in numerous textbooks. Domain areas include agriculture and
forestry, insurance economics and risk analysis, simulation and environmental impact analysis, hydrology,
archaeology, ecology, crime investigation and forensics, disaster management and first responders, marketing,
municipalities and cadaster, land administration and urban planning, utility sectors, telecommunications, smart cities
and military applications. The latter include Command and Control (C2) systems, or are even extended in Command,
Control, Communications, Computers Intelligence, Surveillance and Reconnaissance (C4ISR) systems. Generally
speaking, wherever data about events is displayed or portrayed, processed and/or analyzed in a geospatial context,
GIS technology is involved. The particular type of user interface doesn't matter. It could be a web interface, a
desktop client, or a mobile device such as a smartphone or tablet computer. To provide visualization of this data
there must be spatial context for orientation, geographic data such as digital topographic maps, or geographic
imagery, Digital Terrain Models (DTM), etc. Beyond such classical geographic data, other types of data are also
often used, such as meteorological and other environmental data.
Interoperability is of major concern in geospatial technology. The Open Geospatial Consortium [2] (OGC) is
probably the most relevant organization that deals with GIS and sensor systems interoperability. The OGC has
published a dedicated set of interface specification standards [3] on their topics.
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Positioning, Navigation and Timing
The previous description of geospatial technology focused mostly on stationary objects, i.e. on non-moving
geospatial data. This section is mainly concerned with objects in motion, i.e. objects moving in space and with
derived applications such as navigation, monitoring, and tracking such objects. The basic operations needed are
(geo-)positioning and navigation. Certainly, the majority of people using smartphones are also using various location
based services (LBS) that are provided in conjunction with GIS databases and services, such as Google Maps, a
well-known online GIS application. As a consequence, positioning and navigation, which are mainly achieved with
satellite positioning systems such as Global Navigation Satellite Systems (GNSS), have became ubiquitous and
transparent technologies in the last decade. Clearly the most relevant system in common use in the past has been the
US Global Positioning System (GPS) since it was the first of its kind. However, it is not the only one of its kind.
Russia developed a GNSS called GLONASS; Europe developed the Galileo system which is close to achieving full
operating capability; China is working on its Beidhou GNSS. GNSS are used for more than positioning and
navigation. Since range measurements conducted by GNSS are based on extremely accurate one-way travel times of
signals, these satellites have extremely accurate clocks. GNSS transmit this time for use by other systems, enabling
time synchronization of systems and also applications that require frequency normals that can be derived from these
time signals. Together, these three GNSS services are called Positioning, Navigation and Timing (PNT). For more
on satellite positioning systems and satellite navigation, two excellent sources are Teunissen and Montenbruck
(2017) and Hofmann-Wellenhof et al. (2008).
The public does not generally appreciate how many systems used in various domains rely on the availability of
GPS/GNSS signals. The majority of national critical infrastructures is now dependent on GNSS (Royal Academy of
Engineering 2013; Wallischeck 2016). Thus the availability of open access to GNSS signals is itself considered
critical infrastructures. Example infrastructures and applications that depend on GNSS include transport (rail, road,
aviation, marine, cycling, walking), agriculture, fisheries, law enforcement, highways management, services for
vulnerable people, energy production and management, surveying, dredging, health services, financial services,
information services, cartography, safety monitoring, scientific and environmental studies, search and rescue (e.g. as
given with the Global Maritime Distress and Safety System, GMDSS), telecommunications, tracking vehicles and
valuable or hazardous cargoes, and quantum cryptography (Royal Academy of Engineering 2013).

Geodesy and Geodetic Engineering for Providing the Frameworks for All
Spatial Applications
The above sections are application-oriented. However, at a more basic level, all numerical (coordinate-wise)
descriptions of natural and man-made stationary and mobile objects, including satellites, need to be referenced to a
spatial reference system. It may be a local stationary engineering coordinate reference system, a (moving) internal
coordinate reference system that is fixed to an object (in motion), a national spatial reference system, a regional
spatial reference system, or even a global spatial reference system, e.g. that given by the World Geodetic System
1984 (WGS84, cf. National Imagery and Mapping Agency 2004), which is the spatial reference system in which
GPS works. 2-dimensional ("horizontal") coordinates such as the combination of latitude and longitude in a geodetic
coordinate system are fairly straightforward because they are based mainly on mathematical assumptions. The shape
of the Earth is approximated by an ellipsoid on whose surface the coordinates are defined, and the ellipsoid is fixed
to the Earth via a geodetic datum/geodetic reference frame. Actually also the definition of the ellipsoid itself is part
of the geodetic reference frame. Only little input from geophysics is needed (the localization of the rotation axis of
the Earth). The third dimension, however, is mostly treated differently. Heights in general are referenced to a
reference surface. For ellipsoidal heights this is the ellipsoid, but since ellipsoidal heights can cause confusion as
they do not consider the mass characteristics of the Earth with their distribution, it is more common to use heights
that are related to a mean sea level (MSL) surface. The latter is mainly dependent on the (irregular!) distribution of
masses on Earth and thus on their physical properties. The typical surface used for referencing these gravity-related
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heights is the so-called geoid which may be approximated by MSL. Beyond these Earth related aspects, however,
there are also celestial spatial reference systems and spatial reference systems on other celestial bodies. Torge and
Müller (2012) offers more information on these systems. Thus, geodetic engineering with its sub-disciplines of
physical and mathematical geodesy together with related engineering disciplines provide fundamental frameworks
for various applications in science and technology including systems of systems.

Portrayal of Geographic Data with Map Projections and Cartography
Because people often rely on visual depictions more so than on verbal descriptions, the complicated surface of the
Earth typically needs to be “pressed” onto a flat screen, or a map or chart like in traditional cartography, even when it
is a 3-dimensional perspective view on a 2D screen. Depending on the display scale, reducing from 3D to 2D cannot
be achieved without somewhat or even significantly distorting the shape of the objects. Mathematical geodesy and
map projections based on differential geometry provide the basics to achieve these goals (Grafararend et al. 2014).
By carefully selecting an appropriate map projection, different characteristics of land masses and applications can be
emphasized. One example may be the difference between the classical Mercator projection that is used for nautical
charts from the equator up to medium latitudes, and the Stereographic projection that is often used in aeronautics
since the shortest distance between two locations there is a straight line. For the Mercator projection, a straight line is
a rhumb line, i.e. the line of constant bearing which eases the use of a magnetic compass for steering a vessel
(neglecting variations of magnetic declination on Earth). Here, the shortest distance between two points on the
Earth’s surface (the geodesic) is a curved line on the chart whose curve is bent towards the pole of the respective
hemisphere.
As portrayal of geographic data is a fundamental functionality of GIS, respective map projection modules are
generally included in GIS software packages. Beyond these purely projection-related aspects of visualizing
geographic data, cartography offers rules and procedures for what to display and how to visualize geodata. Kraak
and Ormeling (2020) show such data may be abstracted by symbols, lines, and areas, including what color and styles
to apply to the graphical elements in a map, how to relate these to each other on a screen or paper map, how to
generalize them, i.e. how to simplify their shape and depiction or even discard on display, when the scale of display
is changed, etc.
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This article discusses the relationship between Systems Engineering (SE) and Geospatial/Geodetic Engineering
(GGE) as reflected through relationships between several Specialty Engineering disciplines listed in INCOSE (2015)
and GGE. For most of these disciplines, there are also SEBoK articles in the Knowledge Area SE and Quality
Attributes.

Geospatial Aspects in the INCOSE Specialty Engineering Activities
Systems that directly include geospatial components and system elements, or that perform navigation operations or
deal with referenceable objects in their broadest interpretations require dedicated contributions from the
geodetic/geospatial domain. Those contributions should be achieved by integrating appropriate subject matter
experts into SE teams.
The following sections briefly describe possible geospatial solutions or contributions which may directly support
some of the Specialty Engineering activities in INCOSE (2015).

Environmental Engineering/Impact Analysis
Analyzing a spatial distribution or dispersal of pollutants typically depends on specific modules that have been
integrated into Geographic Information Systems (GIS); e.g. a plume modeler will estimate how chemicals dissolve in
the atmosphere under certain meteorological conditions. Other applications determine run-off for flooding
simulations, or reveal dependencies between different types of environmental parameters during geospatial analysis.
The list of such applications is long. The Knowledge Area (KA) Systems Engineering and Environmental
Engineering provides more information.

Interoperability Analysis
Interoperability has been a major issue in geospatial infrastructures for decades. The Open Geospatial Consortium [1]
(OGC), founded in 1994, published its first standard (OpenGIS Simple Features Specification) in 1997. Other
organizations also publish standards including the International Organization for Standards [2] (ISO) with its
Technical Committee 211 Geographic information/Geomatics [3] (see also here [4]), the International Hydrographic
Organization [5] (IHO) and the North Atlantic Treaty Organization [6] (NATO). For meteorological data, the World
Meteorological Organization [7] (WMO) standardizes respective services and data formats. Typically, these bodies
closely cooperate.
Using these standards can lead to significant cost savings in the development and operation of systems and thus
contributes to another INCOSE Specialty Engineering activity: Affordability/Cost-Effectiveness/Life Cycle Cost
Analysis. NASA funded a study that was conducted by Booz Allen Hamilton (2005). The study found that the
project that adopted and implemented geospatial interoperability standards:
• had a risk-adjusted Return on Investment (ROI) of 119.0%. This ROI is a “Savings to Investment” ratio over the
5-year project life cycle.
• had a risk-adjusted Return on Investment (ROI) of 163.0% over a 10-year period.
• saved 26.2% compared to the project that relied upon proprietary standards.
Another finding was that standards-based projects have lower maintenance and operations costs than those relying
exclusively on proprietary products for data exchange.
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As a general conclusion from the above, there are substantial contributions from the geospatial domain that support
interoperability analyses.

Logistics Engineering
According to INCOSE (2015), “Logistics engineering … is the engineering discipline concerned with the
identification, acquisition, procurement, and provisioning of all support resources required to sustain operation and
maintenance of a system.” Amongst others, the following elements supporting logistics engineering are identified in
INCOSE (2015) that have a direct relation to geospatial, GIS and PNT/Global Navigation Satellite Systems (GNSS)
technologies:
•
•
•
•
•

Sustaining engineering;
Training and training support;
Supply support;
Facilities and infrastructures; and
Packaging, handling, storage, and transportation (PHS&T).

Typical keywords associated with related activities are:
• “Technical surveillance” where, e.g., fielded systems are monitored with means of geodetic engineering
techniques, such as deformation analysis of structures and sites,
• “Simulation” that requires virtual 3D environments and GIS,
• “Facilities” that are nowadays managed with Building Information Modeling (BIM) techniques which have a close
connection to GIS, based on cadastre data from local authorities,
• “Transfer” and “transportation” where objects, material and goods are moved in space involving amongst others
GIS with navigable maps used for planning routes and navigation during transport.
Sometimes, GNSS and real-time GIS technologies are also used for tracking cargo of interest for safety reasons.

Reliability, Availability, and Maintainability
How reliable is a map, or, in the digitized world, a geospatial data set displayed on screen or a mobile device? That
depends firstly on the source of data, i.e. how reliable the source is, and on the other hand even for trusted data
sources on the need to update that data set according to operational requirements and the changes that take place in
the landscape of the area of interest. Updating and otherwise maintaining geospatial databases is a costly and
sometimes
time-consuming
operation
(again
tied
to
the
Specialty
Engineering
activity
“Affordability/Cost-Effectiveness/Life Cycle Cost Analysis”). Efficiently updating geospatial databases is discussed
from a technical perspective in Peters (2012) and, at least to a certain extent, must be reflected as well in the design
of a geospatial data infrastructure. Using central services to provision geospatial data is one possibility to address
this issue since then, only one data set needs to be updated according to the single source of information principle.
Others will access this data set via services to always receive the latest version of available data. The required
availability constraints clearly must be addressed in the design of the IT infrastructure that hosts such a geospatial
database, and also IT security aspects need to be considered.

Resilience Engineering
In recent years there has been an increasing awareness of the vulnerabilities of systems depending on GPS/GNSS.
Resilient PNT is heavily discussed and alternatives like eLoran and Satelles are often mentioned in this context.
According to the Royal Academy of Engineering (2013), “all critical infrastructure and safety critical systems that
require accurate GNSS derived time and or timing should be specified to operate with holdover technology for up to
three days.” This source also lists other recommendations to be considered for system design.
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A source that provides example cases on a regular basis is the Resilient Navigation and Timing Foundation [8] (RNT
Foundation). Examples of official reports in the US and the UK are also Wallischeck (2016) and Royal Academy of
Engineering (2011). Jamming and GPS disruptions actually occur and sometimes official warnings are issued, e.g.
by the US Coast Guard (DHS 2016). According to an RNT Foundation notice [9], there was an official warning from
flight authorities during the 2017 G20 event in Hamburg, Germany. It cautioned to consider the possibility of GPS
disruptions caused by intentionally initiated activities and actions to protect the G20 conference.
Prudent systems engineers will consider such dependencies and ensure to the degree practical that the systems at
hand are resilient and fault tolerant, i.e. those systems do not terminate safe and reliable operation in the absence of
GNSS signals, or cause major problems when they need to continue to communicate with other systems.

System Safety Engineering
Although it may not be straightforward, even in System Safety Engineering there are aspects that may be supported
by geodetic and surveying engineering. One example may be the monitoring of dams, bridges and buildings etc., i.e.
to what extent constructions move under differing environmental conditions, especially when subject to wind or
water pressure or heat. Another example is the monitoring of natural objects such as volcanoes or slopes to detect
early the possibility of future volcanic eruptions or potential landslides, or the monitoring of fracture zones or areas
prone to earthquakes.

Usability Analysis/Human Systems Integration
Geographical displays sometimes form a central part of user interfaces. In such cases, proper usability analysis and
other aspects of Human Systems Integration (all of these activities are part of Human Factors Engineering, HFE),
geospatial expertise may be required. But beyond this, in HFE several other aspects are considered covering the
general interaction of users with systems (Stanton et al. 2013). Nevertheless, in displaying virtual environments,
HFE is related to the science and application of cartography (Kraak and Ormeling 2020) because the latter deals not
only with portrayal of geographic data but also heavily with the different ways of human perception and abstraction
of spatial phenomena, especially in dependence of the different scales the data is displayed.

Geospatial Aspects in Modeling and Simulation
Modeling and simulation is a broad field and heavily used in various disciplines and as such also in different SE life
cycle processes. Geospatial technologies contribute to these activities amongst others by providing geographic data
to create realistic environments, either for 2- or 3-dimensional applications. According to INCOSE (2015), such a
model is then termed a “formal geometric model”. When considering temporal aspects and phenomena as well,
4-dimensional models are used. The modeler has to discern what types of geographic information must being
modeled, and whether they are discrete objects which can be delimited with boundaries or whether they are
continuous fields representing “the real world as a finite number of variables, each one defined at every possible
position” (Longley et al. 2015), like temperature. For a comprehensive introduction to the general theory of
geographic representation in GIS with continuous field and discrete objects and how these concepts may be
integrated see Longley et al. (2015), Goodchild et al. (2007) and Worboys and Duckham (2004)
In traditional cartography a map model was described by the well-known map legend that explained the portrayal of
depicted features or phenomena. Today, fairly straightforward models for perspective visualization of landscapes are
created using so-called Digital Terrain Models (DTM) and rendering them with geographic imagery. With these
types of models no further descriptive information may be extracted besides geometric information and visual
interpretation of the imagery to decide what is actually there. A well-known application for this is Google Earth.
Vector models can provide more information. Discrete objects in a vector model may be further described by
attributes, e.g. the width of a street. Vector models are created using so-called “feature catalogues” that define which
real world objects and domain values are to be represented. A typical military feature catalogue was created by the
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Defence Geospatial Information Working Group (DGIWG) for worldwide military mapping projects and is called
the DGIWG Feature Data Dictionary [10] (DFDD). Feature catalogues vary with different levels of modeling scales,
i.e. large-scale models provide a higher granularity than small-scale models that provide more of an overview.
INCOSE (2015) lists the following purposes for models throughout the system life cycle:
•
•
•
•
•
•

Characterizing an existing system,
Mission and system concept formulation and evaluation,
System architecture design and requirements flow-down,
Support for systems integration and verification,
Support for training, and
Knowledge Knowledge capture and system design evolution.

The second and fifth purposes may be supported by geospatial technologies; i.e. data and software components that
create, store, simulate and visualize/portray real world or virtual models of environments where a system is going to
be deployed, or where operations are going to take place (Tolk 2012). “Mission and system concept formulation and
evaluation” tie to the definition of the Concept of Operation (ConOPS). By analyzing different variants of system
deployment and categorizing them based on defined cost functions, it is possible to optimize a system design to
provide a solid basis for decision making.

Conclusions
Geodetic and geospatial technologies and services play a fundamental role in many systems of systems and
stand-alone systems. The general public is often not aware how strongly their lives and activities depend on these
assets to provide and maintain critical infrastructure such as electric power and communications services. Against
this background, systems engineers often need mastery of GGE knowledge and access to GGE subject matter experts
and as a consequence, Geospatial and Geodetic Engineering may be considered as well a Specialty Engineering
Discipline for Systems and Systems of Systems Engineering endeavors.
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Industrial Engineering is concerned with the design, improvement and installation of integrated systems
of people, materials, information, equipment and energy. It draws upon specialized knowledge and skill
in the mathematical, physical, and social sciences together with the principles and methods of
engineering analysis and design, to specify, predict, and evaluate the results to be obtained from such
systems. (IIE 1992)
Industrial engineering (IE) encompasses several aspects of systems engineering (SE) (i.e., production planning and
analysis, continuous process improvement, etc.) and also many elements of the engineered systems domain
(production control, supply chain management, operations planning and preparation, operations management, etc.),
as depicted in Figure 3 of the article Scope and Context of the SEBoK.
This knowledge area covers the overarching aspects of industrial engineering and describes the synergies between IE
and SE.

Overview of Industrial Engineering
Industrial engineers are trained to design and analyze the components of which man-machine systems are composed.
They bring together individual elements that are designed via other engineering disciplines and properly synergize
these subsystems together with the people components for a completely integrated man-machine system. Industrial
engineers are focused on the improvement of any system that is being designed or evaluated. They make individual
human tasks more productive and efficient by optimizing flow, eliminating unnecessary motions, utilizing alternate
materials to improve manufacturing, improving the flow of product through processes, and optimizing the
configuration of workspaces. Fundamentally, the industrial engineer is charged with reducing costs and increasing
profitability through ensuring the efficient use of human, material, physical, and/or financial resources (Salvendy
2001).
A systems engineer leverages industrial engineering knowledge to provide:
•
•
•
•
•
•
•
•
•

production planning and analysis
systems integration
lifecycle planning and estimating
change analysis and management
continuous process improvement
quality assurance
business case analysis / return on investment
engineering management
systems integration

Industrial engineers complement systems engineers with knowledge in:
• supply chain management

Systems Engineering and Industrial Engineering
•
•
•
•
•
•
•
•
•
•

budgeting and economic analysis
production line preparation
production
production control
testing
staffing, organizing, directing
cost, schedule, and performance monitoring
risk monitoring and control
operations planning and preparation
operations management

Industrial Engineering Body of Knowledge
The current overview of the industrial engineering body of knowledge is provided in the Handbook of Industrial
Engineering (Salvendy 2001) and Maynard's Industrial Engineering Handbook (Zandin 2001). The Institute of
Industrial Engineers (IIE 1992) is currently in the process of developing a specific industrial engineering body of
knowledge. Additionally, industrial engineering terminology defines specific terms related to the industrial
engineering profession. Definitions used in this section are from this reference. Turner et al. (1992) provide an
overview of industrial and systems engineering.
The elements of IE include the following:

Operations Engineering
Operations engineering involves the management and control aspects of IE and works to ensure that all the necessary
requirements are in place to effectively execute a business. Key areas of knowledge in this field include: product and
process life cycles, forecasting, project scheduling, production scheduling, inventory management, capacity
management, supply chain, distribution, and logistics. Concepts such as materials requirements planning and
enterprise resource planning find their roots in this domain.

Operations Research
Operations research is the organized and systematic analysis of complex situations, such as if there is a spike in the
activities of organizations of people and resources. The analysis makes use of certain specific disciplinary methods,
such as probability, statistics, mathematical programming, and queuing theory. The purpose of operations research is
to provide a more complete and explicit understanding of complex situations, to promote optimal performance
utilizing the all the resources available. Models are developed that describe deterministic and probabilistic systems
and these models are employed to aid the decision maker. Knowledge areas in operations research include linear
programming, network optimization, dynamic programming, integer programming, nonlinear programming,
metaheuristics, decision analysis and game theory, queuing systems, and simulation. Classic applications include the
transportation problem and the assignment problem.

Production Engineering / Work Design
Production engineering is the design of a production or manufacturing process for the efficient and effective creation
of a product. Included in this knowledge area is classic tool and fixture design, selection of machines to produce
product, and machine design. Closely related to production engineering, work design involves such activities as
process, procedural and work area design, which are geared toward supporting the efficient creation of goods and
services. Knowledge in work simplification and work measurement are crucial to work design. These elements form
a key foundation, along with other knowledge areas in IE, for lean principles.
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Facilities Engineering and Energy Management
Facilities engineering involves attempting to achieve the optimal organization in factories, buildings, and offices. In
addition to addressing the aspects of the layout inside a facility, individuals in this field also possess knowledge of
material and equipment handling as well as storage and warehousing. This area also involves the optimal placement
and sizing of facilities according to the activities they are required to contain. An understanding of code compliance
and use of standards is incorporated. The energy management aspect of this area encompasses atmospheric systems
and lighting and electrical systems. Through the development of responsible management of resources in the energy
management domain, industrial engineers have established a basis in sustainability.

Ergonomics
Ergonomics is the application of knowledge in the life sciences, physical sciences, social sciences, and engineering
that studies the interactions between the human and the total working environment, such as atmosphere, heat, light
and sound, as well as the interactions of all tools and equipment in the workplace. Ergonomics is sometimes referred
to as human factors. Individuals in this field have a specialized knowledge in areas such as: anthropometric
principles, standing/sitting, repetitive task analysis, work capacity and fatigue, vision and lighting, hearing, sound,
noise, vibration, human information processing, displays and controls, and human-machine interaction. Members in
this field also consider the organizational and social aspects of a project.

Engineering Economic Analysis
Engineering economic analysis concerns techniques and methods that estimate output and evaluate the worth of
commodities and services relative to their costs. Engineering economic analysis is used to evaluate system
affordability. Fundamental to this knowledge area are value and utility, classification of cost, time value of money
and depreciation. These are used to perform cash flow analysis, financial decision making, replacement analysis,
break-even and minimum cost analysis, accounting and cost accounting. Additionally, this area involves decision
making involving risk and uncertainty and estimating economic elements. Economic analysis also addresses any tax
implications.

Quality and Reliability
Quality is the totality of features and characteristics of a product or service that bear on its ability to satisfy stated or
implied needs. Reliability is the ability of an item to perform a required function under stated conditions for a stated
period of time. The understanding of probability and statistics form a key foundation to these concepts. Knowledge
areas in quality and reliability include: quality concepts, control charts, lot acceptance sampling, rectifying
inspection and auditing, design of experiments, and maintainability. Six sigma has its roots in the quality domain;
however, its applicability has grown to encompass a total business management strategy.

Engineering Management
Engineering management refers to the systematic organization, allocation, and application of economic and human
resources in conjunction with engineering and business practices. Knowledge areas include: organization, people,
teamwork, customer focus, shared knowledge systems, business processes, resource responsibility, and external
influences.

Supply Chain Management
Supply chain management deals with the management of the input of goods and services from outside sources that
are required for a business to produce its own goods and services. Information is also included as a form of input.
Knowledge areas include: building competitive operations, planning and logistics, managing customer and supplier
relationships, and leveraging information technology to enable the supply chain.
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The goal of project management is to plan and coordinate the work activities needed to deliver a satisfactory product,
service, or enterprise endeavor within the constraints of schedule, budget, resources, infrastructure, and available
staffing and technology. The purpose of this knowledge area (KA) is to acquaint systems engineers with the
elements of project management and to explain the relationships between systems engineering (SE) and project
management (PM).

Topics
Each part of the SEBoK is divided into knowledge areas (KAs), which are groupings of information with a related
theme. The KAs, in turn, are divided into topics. This KA contains the following topics:
•
•
•
•

The Nature of Project Management
An Overview of the PMBOK® Guide
Relationships between Systems Engineering and Project Management
The Influence of Project Structure and Governance on Systems Engineering and Project Management
Relationships
• Procurement and Acquisition
• Portfolio Management
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Lead Author: Heidi Davidz, Contributing Authors: Richard Turner, Alice Squires
While A Guide to the Project Management Body of Knowledge (PMBOK® Guide) provides an overview of project
management for those seeking PMI certification, Fairley (2009) and Forsberg (2005) suggest another way to
characterize the important aspects of project management:
•
•
•
•

Planning and Estimating
Measuring and Controlling
Leading and Directing
Managing Risk

Introduction
Project managers and systems engineers are both concerned with management issues such as planning, measuring
and controlling, leading, directing, and managing risk. In the case of project managers, the project attributes to be
managed include project plans; estimates; schedule; budget; project structure; staffing; resources; infrastructure; and
risk factors. Product attributes managed by systems engineers include items such as requirements allocation and
flow-down; system architecture; structure of and interactions among technical teams; specialty engineering;
integration; verification; and validation.
The exact allocation of the SE and PM duties depend on many factors, such as customer and stakeholder
interactions, organizational structure of the parent organization, and relationships with affiliate contractors and
subcontractors. (See the article on The Influence of Project Structure and Governance on Systems Engineering and
Project Management Relationships in this KA.)

Planning and Estimating
Planning
Planning a project involves providing answers to the who, what, where, when, and why of every project:
•
•
•
•
•

Who: Addresses staffing issues (competencies, numbers of staff, communication and coordination)
What: Addresses the scope of activities
Where: Addresses issues of locale (local, geographically distributed)
When: Addresses scheduling issues
Why: Addresses rationale for conducting a project

Guidance for developing project plans can be found in INCOSE (2012), NASA (2007), and ISO/IEC/IEEE Standard
16326:2009. It is often observed that communication and coordination among stakeholders during project planning
are equally as important as (and sometimes more important than) the documented plan that is produced.
In defense work, event-driven integrated master plans and time-driven integrated master schedules are planning
products. Chapter 11 of the Defense Acquisition Guidebook provides details (DAU 2010).
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Estimating
Estimation is an important element of planning. An estimate is a projection from past to future, adjusted to account
for differences between past and future. Estimation techniques include analogy, rule of thumb, expert judgment, and
use of parametric models such as the PRICE model for hardware, COCOMO for software projects and COSYSMO
for systems projects (Stewart 1990; Boehm et al. 2000; Valerdi 2008).
Entities estimated include (but are not limited to) schedule, cost, performance, and risk.
Systems engineering contributes to project estimation efforts by ensuring that:
•
•
•
•

the overall system life cycle is understood;
dependencies on other systems and organizations are identified;
the logical dependencies during development are identified; and
resources and key skills are identified and planned.

Additionally, high-level system architecture and risk assessment provide the basis for both the work breakdown
structure and the organizational breakdown structure.

Measuring and Controlling
Measuring and controlling are the key elements of executing a project. Measurement includes collecting measures
for work products and work processes. For example, determining the level of coverage of requirements in a design
specification can be assessed through review, analysis, prototyping, and traceability. Effort and schedule expended
on the work processes can be measured and compared to estimates; earned value tracking can be used for this
purpose. Controlling is concerned with analyzing measurement data and implementing corrective actions when
actual status does not align with planned status.
Systems engineers may be responsible for managing all technical aspects of project execution, or they may serve as
staff support for the project manager or project management office. Organizational relationships between systems
engineers and project managers are presented in Team Capability. Other organizational considerations for the
relationships between systems engineering and project management are covered in the Enabling Systems
Engineering knowledge area.
Additional information on measurement and control of technical factors can be found in the Measurement and
Assessment and Control articles in Part 3: Systems Engineering and Management.

Leading and Directing
Leading and directing requires communication and coordination among all project stakeholders, both internal and
external. Systems engineers may be responsible for managing all technical aspects of project execution, or they may
serve as staff support for the project manager or project management office. Organizational relationships between
systems engineers and project managers are presented in the article Team Capability in Part 5. Other organizational
considerations for the relationships between systems engineering and project management are discussed in Part 5:
Enabling Systems Engineering.
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Managing Risk
Risk management is concerned with identifying and mitigating potential problems before they become real
problems. Systems engineering projects are, by nature, high-risk endeavors because of the many unknowns and
uncertainties that are inherent in projects. Because new risk factors typically emerge during a project, ongoing
continuous risk management is an important activity for both systems engineers and project managers.
Potential and actual problems may exist within every aspect of a project. Systems engineers are typically concerned
with technical risk and project managers with programmatic risk. Sometimes, technical risk factors are identified and
confronted by systems engineers and programmatic risk factors are identified and confronted by project managers
without adequate communication between them. In these cases, appropriate tradeoffs among requirements, schedule,
budget, infrastructure, and technology may not be made, which creates additional risk for the successful outcome of
a project.
In the last ten years, there has been an increasing interest in opportunity management as the converse of risk
management. Hillson (2003), Olsson (2007), and Chapman and Ward (2003) provide highly cited introductions.
Additional information on risk management for systems engineering projects can be found in the Risk Management
article in Part 3: Systems Engineering and Management.
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An Overview of the PMBOK® Guide
Lead Author: Richard Turner, Contributing Author: Alice Squires
The Guide to the Project Management Book of Knowledge (PMBOK® Guide) is published and maintained by the
Project Management Institute (PMI). It is acknowledged as the authoritative documentation of good practices in
project management. It is also the basis for certification exams to qualify Project Management Professionals (PMPs).
Many organizations require PMP certification as a basic qualification for the role of project manager.

Overview
According to Section 1.3 of the PMBOK® Guide, project management is accomplished through the appropriate
application and integration of the 47 logically grouped project management processes, which are categorized into
five Process Groups (PMI 2013). The five Process Groups are:
1.
2.
3.
4.
5.

Initiating Process Group
Planning Process Group
Executing Process Group
Monitoring and Controlling Process Group
Closing Process Group

Each of the 47 processes is specified by Inputs, Tools & Techniques, and Outputs. Data flow diagrams are used in
the PMBOK to illustrate the relationships between each process and the other processes in which each process
interacts. The processes are also grouped into ten Knowledge Areas. These Knowledge Areas are:
1.
2.
3.
4.
5.
6.

Project Integration Management
Project Scope Management
Project Time Management
Project Cost Management
Project Quality Management
Project Human Resources Management

7. Project Communications Management
8. Project Risk Management

An Overview of the PMBOK® Guide
9. Project Procurement Management
10. Project Stakeholder Management
The five process groups are discussed in more detail in the following section.

Initiating Process Group
Activities performed in the Initiating process group include: obtaining authorization to start a project; defining the
high-level scope of the project; developing and obtaining approval for the project charter; performing key
stakeholder analysis; and identifying and documenting high-level risks, assumptions, and constraints. The Initiating
process group contains two processes: develop the project charter and identify stakeholders.

Planning Process Group
The Planning process group consists of 24 processes, including: assessing detailed project requirements, constraints,
and assumptions with stakeholders; developing the project management plan; creating the work breakdown structure;
developing a project schedule; determining a project budget; and planning for quality management, human resource
management, communication management, change and risk management, procurement management, and
stakeholder management. The integrated project management plan is presented to key stakeholders.

Executing Process Group
The Executing process group includes eight processes that involve performing the work necessary to achieve the
stated objectives of the project. Activities include: obtaining and managing project resources; executing the tasks
defined in the project plan; implementing approved changes according to the change management plan; performing
quality assurance; acquiring, developing, and managing the project team; managing communications; conducting
procurements; and managing stakeholder engagement.

Monitoring and Controlling Process Group
The Monitoring and Controlling process group is comprised of 11 processes that include: validate and control
scope; control schedule; control cost; control quality; control communications; control risks; control procurements;
and control stakeholder engagement. Activities include: measuring project performance and using appropriate tools
and techniques; managing changes to the project scope, schedule, and costs; ensuring that project deliverables
conform to quality standards; updating the risk register and risk response plan; assessing corrective actions on the
issues register; and communicating project status to stakeholders.

Closing Process Group
The Closing process group involves two processes: closing project or phase and closing procurements. Closing the
project or phase involves finalizing all project activities, archiving documents, obtaining acceptance for deliverables,
and communicating project closure. Other activities include: transferring ownership of deliverables; obtaining
financial, legal, and administrative closure; distributing the final project report; collating lessons learned; archiving
project documents and materials; and measuring customer satisfaction.
The scope of project management, as specified in the PMBOK Guide, encompasses the total set of management
concerns that contribute to successful project outcomes.
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Relationships between Systems Engineering and
Project Management
Lead Author: Richard Turner, Contributing Author: Alice Squires
This topic discusses the relationship between systems engineering (SE) and project management (PM). As with
software engineering, there is a great deal of overlap. Depending on the environment and organization, the two
disciplines can be disjoint, partially intersecting, or one can be seen as a subset of the other. While there is no
standard relationship, the project manager and the systems engineer encompass the technical and managerial
leadership of a project between them, which requires the enterprise of each project manager and system engineer to
work out the particular details for their own context.

Relationships between Systems Engineering and Project Management

Overlap
There is a great deal of significant overlap between the scope of systems engineering, as described here (in the
SEBoK), CMMI (2011), and other resources and the scope of project management, as described in the PMBOK®
Guide (PMI 2013), CMMI (2011), and other resources as illustrated in Figure 1.

Figure 1. Overlap of PM and SE. (SEBoK Original)

These sources describe the importance of understanding the scope of the work at hand, how to plan for critical
activities, how to manage efforts while reducing risk, and how to successfully deliver value to a customer. The
systems engineer working on a project will plan, monitor, confront risk, and deliver the technical aspects of the
project, while the project manager is concerned with the same kinds of activities for the overall project. Because of
these shared concerns, at times there may be confusion and tension between the roles of the project manager and the
systems engineer on a given project. As shown in Figure 2, on some projects there is no overlap in responsibility. On
other projects, there may be shared responsibilities for planning and managing activities. In some cases, particularly
for smaller projects, the project manager may also be the lead technical member of the team performing both roles of
project manager and systems engineer.

Figure 2. Overlap of Project Roles. (SEBoK Original)
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Defining Roles and Responsibilities
Regardless of how the roles are divided up on a given project, the best way to reduce confusion is to explicitly
describe the roles and responsibilities of the project manager and the systems engineer, as well as other key team
members. The Project Management Plan (PMP) and the Systems Engineering Management Plan (SEMP) are key
documents used to define the processes and methodologies the project will employ to build and deliver a product or
service.
The PMP is the master planning document for the project. It describes all activities, including technical activities, to
be integrated and controlled during the life of the program. The SEMP is the master planning document for the
systems engineering technical elements. It defines SE processes and methodologies used on the project and the
relationship of SE activities to other project activities. The SEMP must be consistent with and evolve in concert with
the PMP. In addition, some customers have technical management plans and expectations that the project’s SEMP
integrate with customer plans and activities. In the U.S. Department of Defense, most government project teams
have a systems engineering plan (SEP) with an expectation that the contractor’s SEMP will integrate and remain
consistent with customer technical activities. In cases where the project is developing a component of a larger
system, the component project’s SEMP will need to integrate with the overall project’s SEMP.
Given the importance of planning and managing the technical aspects of the project, an effective systems engineer
will need to have a strong foundation in management skills and prior experience, as well as possess strong technical
depth. From developing and defending basis of estimates, planning and monitoring technical activities, identifying
and mitigating technical risk, and identifying and including relevant stakeholders during the life of the project, the
systems engineer becomes a key member of the project’s management and leadership team. Additional information
on Systems Engineering Management and Stakeholder Needs and Requirements can be found in Part 3: Systems
Engineering and Management.

Practical Considerations
Effective communication between the project manager and the system engineer is essential for mission
accomplishment. This communication needs to be established early and occur frequently.
Resource reallocation, schedule changes, product/system changes and impacts, risk changes: all these and more need
to be quickly and clearly discussed between the PM and SE.
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The Influence of Project Structure and
Governance on Systems Engineering and Project
Management Relationships
Lead Author: Alice Squires
This article reviews various project structures that impact or provide governance to the project and that require key
involvement from the program manager and the systems engineer. These structures include: the structure of the
organization itself (functional, project, matrix, and specialized teams, such as Integrated Product Teams (IPTs),
Change Control Boards (CCBs), and Engineering Review Boards (ERBs). This article also addresses the influence of
schedule-driven versus requirements-driven projects on these structures.
Relationships between Systems Engineering and Project Management are covered in a related article.

An Overview of Project Structures
Project management and systems engineering governance are dependent on the organization's structure. For some
projects, systems engineering is subordinated to project management and in other cases, project management
provides support to systems engineering. These alternatives are illustrated in Figures 1 and 2 of the Organizing the
Team section in Team Capability.
A project exists within the structural model of an organization. Projects are one-time, transient events that are
initiated to accomplish a specific purpose and are terminated when the project objectives are achieved. Sometimes,
on small projects, the same person accomplishes the work activities of both project management and systems
engineering. Because the natures of the work activities are significantly different, it is sometimes more effective to
have two persons performing project management and systems engineering, each on a part-time basis. On larger
projects there are typically too many tasks to be accomplished for one person to accomplish all of the necessary
work. Very large projects may have project management and systems engineering offices with a designated project
manager and a designated lead systems engineer.
Projects are typically organized in one of three ways: (1) by functional structure, (2) by project structure, and (3) by
a matrix structure (see Systems Engineering Organizational Strategy for a fourth structure and related discussion). In
a function-structured organization, workers are grouped by the functions they perform. The systems engineering
functions can be: (1) distributed among some of the functional organizations, (2) centralized within one organization
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or (3) a hybrid, with some of the functions being distributed to the projects, some centralized and some distributed to
functional organization. The following figure provides an organizational structure continuum and illustrates levels of
governance among the functional organizations and the project.
• In a functional-structured organization, the project manager is a coordinator and typically has only limited control
over the systems engineering functions. In this type of organization, the functional manager typically controls the
project budget and has authority over the project resources. However, the organization may or may not have a
functional unit for systems engineering. In the case where there is a functional unit for systems engineering,
systems engineers are assigned across existing projects. Trades can be made among their projects to move the
priority of a specific systems engineering project ahead of other projects; thus reducing the nominal schedule for
that selected project. However, in the case where there is not a functional unit for systems engineering, the project
manager may have to find alternate sources of staffing for systems engineering – for example, hiring systems
engineering talent or consultants, promoting or expanding the responsibilities of a current team member, etc.
• In a project-structured organization, the project manager has full authority and responsibility for managing the
budget and resources to meet the schedule requirements. The systems engineer is subject to the direction of the
project manager. The project manager may work with human resources or a personnel manager or may go outside
the organization to staff the project.
• Matrix-structured organization can have the advantages of both the functional and project structures. For a
schedule driven project, function specialists are assigned to projects as needed to work for the project manager to
apply their expertise on the project. Once they are no longer needed, they are returned to their functional groups
(e.g. home office). In a weak matrix, the functional managers have authority to assign workers to projects and
project managers must accept the workers assigned to them. In a strong matrix, the project manager controls the
project budget and can reject workers from functional groups and hire outside workers if functional groups do not
have sufficient available and trained workers.

Figure 1. The Organizational Continuum (2). (SEBoK Original and Adapted from Fairley 2009). Reprinted with permission of the IEEE Computer
Society. All other rights are reserved by the copyright owner.

In all cases, it is essential that the organizational and governance relationships be clarified and communicated to all
project stakeholders and that the project manager and systems engineer work together in a collegial manner.
The Project Management Office (PMO) provides centralized control for a set of projects. The PMO is focused on
meeting the business objectives leveraging a set of projects, while the project managers are focused on meeting the

47

The Influence of Project Structure and Governance on Systems Engineering and Project Management Relationships
objectives of those projects that fall under their purview. PMOs typically manage shared resources and coordinate
communication across the projects, provide oversight and manage interdependencies, and drive project-related
policies, standards, and processes. The PMO may also provide training and monitor compliance (PMI 2013).

Schedule-Driven versus Requirements-Driven Influences on Structure and
Governance
This article addresses the influences on governance relationships between the project manager and the systems
engineer. One factor that establishes this relationship is whether a project is schedule-driven or requirements-driven.
In general, a project manager is responsible for delivering an acceptable product/service on the specified delivery
date and within the constraints of the specified schedule, budget, resources, and technology.
The systems engineer is responsible for collecting and defining the operational requirements, specifying the systems
requirements, developing the system design, coordinating component development teams, integrating the system
components as they become available, verifying that the system to be delivered is correct, complete and consistent to
its technical specification, and validating the operation of the system in its intended environment.
From a governance perspective, the project manager is often thought of as being a movie producer who is
responsible for balancing the schedule, budget, and resource constraints to meet customer satisfaction. The systems
engineer is responsible for product content; ergo, the systems engineer is analogous to a movie director.
Organizational structures, discussed previously, provide the project manager and systems engineer with different
levels of governance authority. In addition, schedule and requirements constraints can influence governance
relationships. A schedule-driven project is one for which meeting the project schedule is more important than
satisfying all of the project requirements; in these cases lower priority requirements may not be implemented in order
to meet the schedule.
Classic examples of these types of projects are:
• a project that has an external customer with a contractual delivery date and an escalating late delivery penalty, and
• a project for which delivery of the system must meet a major milestone (e.g. a project for an announced product
release of a cell phone that is driven by market considerations).
For schedule-driven projects, the project manager is responsible for planning and coordinating the work activities
and resources for the project so that the team can accomplish the work in a coordinated manner to meet the schedule.
The systems engineer works with the project manager to determine the technical approach that will meet the
schedule. An Integrated Master Schedule (IMS) is often used to coordinate the project.
A requirements-driven project is one for which satisfaction of the requirements is more important than the schedule
constraint. Classic examples of these types of projects are:
1. exploratory development of a new system that is needed to mitigate a potential threat (e.g. military research
project) and
2. projects that must conform to government regulations in order for the delivered system to be safely operated (e.g.,
aviation and medical device regulations).
An Integrated Master Plan is often used to coordinate event-driven projects.
To satisfy the product requirements, the systems engineer is responsible for making technical decisions and making
the appropriate technical trades. When the trade space includes cost, schedule, or resources, the systems engineer
interacts with the project manager who is responsible for providing the resources and facilities needed to implement
a system that satisfies the technical requirements.
Schedule-driven projects are more likely to have a management structure in which the project manager plays the
central role, as depicted in Figure 1 of the Organizing the Team section in Team Capability. Requirement-driven
projects are more likely to have a management structure in which the systems engineer plays the central role, as
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depicted in Figure 2 of the Organizing the Team section in Team Capability.
Along with the Project Management Plan and the Systems Engineering Management Plan, IMP/IMS are critical to
this process.

Related Structures
Integrated Product Teams (IPTs), Change Control Boards (CCBs), and Engineering Review Boards (ERBs) are
primary examples of project structures that play a significant role in project governance and require coordination
between the project manager, systems engineer and other members of the team.

Integrated Product Team
The Integrated Product Team (IPT) ensures open communication flow between the government and industry
representatives as well as between the various product groups (see Good Practices in Planning). There is typically a
top level IPT, sometimes referred to as the Systems Engineering and Integration Team (SEIT) (see Systems
Engineering Organizational Strategy), that oversees the lower level IPTs. The SEIT can be led by either the project
manager for a specific project or by the systems engineering functional manager or functional lead across many
projects. Each IPT consists of representatives from the appropriate management and technical teams that need to
collaborate on systems engineering, project management, and other activities to create a high-quality product. These
representatives meet regularly to ensure that the technical requirements are understood and properly implemented in
the design. Also see Team Capability for more information.

Change Control Board
An effective systems engineering approach includes a disciplined process for change control as part of the larger
goal of configuration management. The primary objective of configuration management is to track changes to
project artifacts that include software, hardware, plans, requirements, designs, tests, and documentation.
Alternatively, a Change Control Board (CCB) with representatives from appropriate areas of the project is set up to
effectively analyze, control and manage changes being proposed to the project. The CCB typically receives an
Engineering Change Proposal (ECP) from design/development, production, or operations/support and initially
reviews the change for feasibility. The ECP may also be an output of the Engineering Review Board (ERB) (see next
section). If determined feasible, the CCB ensures there is an acceptable change implementation plan and proper
modification and installation procedures to support production and operations.
There may be multiple CCBs in a large project. CCBs may be comprised of members from both the customer and the
supplier. As with the IPTs, there can be multiple levels of CCB starting with a top level CCB with CCBs also
existing at the subsystem levels. A technical lead typically chairs the CCB; however, the board includes
representation from project management since the CCB decisions will have an impact on schedule, budget, and
resources.
See Figure 2 under Configuration Management for a flow of the change control process adapted from Blanchard and
Fabrycky (2011). See also Capability Updates, Upgrades, and Modernization, and topics included under Enabling
Teams. See also the UK West Coast Modernization Project which provides an example where change control was an
important success factor.
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Engineering Review Board
Another example of a board that requires collaboration between technical and management is the Engineering
Review Board (ERB). Examples of ERBs include the Management Safety Review Board (MSRB) (see Safety
Engineering). Responsibilities of the ERB may include technical impact analysis of pending change requests (like
the CCB), adjudication of results of engineering trade studies, and review of changes to the project baseline. In some
cases, the ERB may be the management review board and the CCB may be the technical review board. Alternatively,
in a requirement driven organization the ERB may have more influence while in a schedule driven organization the
CCB may have more impact.
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Procurement and Acquisition
Lead Author: Dick Fairley, Contributing Author: Alice Squires
Procurement is the act of buying goods and services. Acquisition covers the conceptualization, initiation, design,
development, testing, contracting, production, deployment, logistics support, modification, and disposal of weapons
and other systems, as well as supplies or services (including construction) to satisfy organizational needs intended
for use in, or in support of, defined missions (DAU 2010; DoD 2001).
Acquisition covers a much broader range of topics than procurement. Acquisition spans the whole life cycle of
acquired systems. The procurement of appropriate systems engineering (SE) acquisition activities and levels of SE
support is critical for an organization to meet the challenge of developing and maintaining complex systems.
The Guide for Integrating Systems Engineering into DoD Acquisition Contracts addresses how systems engineering
activities are integrated into the various elements of acquisition and procurement (DoD 2006a).

Acquisition Process Model
Multiple acquisition process models exist. An acquisition process for major systems in industry and defense is shown
in Figure 1. The process of acquisition is defined by a series of phases during which technology is defined and
matured into viable concepts. These concepts are subsequently developed and readied for production, after which the
systems produced are supported in the field.
Acquisition planning is the process of identifying and describing needs, capabilities, and requirements, as well as
determining the best method for meeting those requirements (e.g., program acquisition strategy). This process
includes procurement; thus, procurement is directly linked to the acquisition process model. The process model
present in Figure 1 allows a given acquisition to enter the process at any of the development phases.
For example, a system using unproven technology would enter at the beginning stages of the process and would
proceed through a lengthy period of technology maturation. On the other hand, a system based on mature and proven
technologies might enter directly into engineering development or sometimes even production.

Figure 1. An Acquisition Process Model (DAU 2010). Released by Defense Acquisition University (DAU)/U.S.
Department of Defense (DoD).

51

Procurement and Acquisition

Systems Engineering Role in the Acquisition Process
The procurement of complex systems usually requires a close relationship between the offeror and supplier SE teams
due to the breadth and depth of SE activities. SE is an overarching process that the program team applies in order to
transition from a stated capability need to an affordable, operationally effective, and suitable system.
SE is important to every phase of the acquisition process. SE encompasses the application of SE processes across the
acquisition life cycle and is intended to be an integrating mechanism for balanced solutions addressing capability
needs, design considerations, and constraints. It is also intended to address limitations imposed by technology,
budget, and schedule.
SE is an interdisciplinary approach; that is, it is a structured, disciplined, and documented technical effort to
simultaneously design and develop system products and processes to satisfy the needs of the customer. Regardless of
the scope and type of program, or at what point it enters the program acquisition life cycle, the technical approach to
the program needs to be integrated with the acquisition strategy to obtain the best program solution.
Acquisition and procurement in the commercial sector have many characteristics in common with their counterparts
in the realm of government contracting, although the processes in the commercial world are usually accomplished
with fewer rigors than occur between government and contractor interactions. Offshore outsourcing is commonly
practiced in the commercial software arena with the goal of reducing the cost of labor. Commercial organizations
sometimes subcontract with other commercial organizations to provide missing expertise and to balance the ebb and
flow of staffing needs.
In some cases, relations between the contracting organization and the subcontractor are strained because of the
contracting organization’s desire to protect its intellectual property and development practices from potential
exposure to the subcontractor. Commercial organizations often have lists of approved vendors that are used to
expedite the procurement of needed equipment, products, and services. In these situations, commercial organizations
have processes to evaluate and approve vendors in ways that are analogous to the qualification of government
contractors. Many commercial organizations apply SE principles and procedures even though they may not identify
the personnel and job functions as “systems engineers” or “systems engineering.”

Importance of the Acquisition Strategy in the Procurement Process
The acquisition strategy is usually developed during the front end of the acquisition life cycle. (For an example of
this, see the Technology Development Phase in Figure 1.) The acquisition strategy provides the integrated strategy
for all aspects of the acquisition program throughout the program life cycle.
In essence, the acquisition strategy is a high-level business and technical management approach designed to achieve
program objectives within specified resource constraints. It acts as the framework for planning, organizing, staffing,
controlling, and leading a program, as well as for establishing the appropriate contract mechanisms. It provides a
master schedule for research, development, testing, production, fielding, and other SE related activities essential for
program success, as well as for formulating functional strategies and plans.
The offeror’s program team, including systems engineering, is responsible for developing and documenting the
acquisition strategy, which conveys the program objectives, direction, and means of control based on the integration
of strategic, technical, and resource concerns. A primary goal of the acquisition strategy is the development of a plan
that will minimize the time and cost of satisfying an identified, validated need while remaining consistent with
common sense and sound business practices. While the contract officer (CO) is responsible for all contracting
aspects, including determining which type of contract is most appropriate, and following the requirements of existing
regulations, directives, instructions, and policy memos of an organization, the program manager (PM) works with the
CO to develop the best contract/procurement strategy and contract types.
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Relating Acquisition to Request for Proposal and Technical Attributes
There are several formats for requesting proposals from offerors for building complex systems. Figure 2 relates
acquisition program elements to a representative request for proposal (RFP) topical outline and key program
technical attributes that have been used by the Department of Defense. In general, programs have a better chance of
success when both the offeror and supplier understand the technical nature of the program and the need for the
associated SE activities.
The offeror and supplier need to clearly communicate the technical aspect of the program throughout the
procurement process. The offeror’s RFP and the associated supplier proposal represent one of the formal
communications paths. A partial list of key program technical attributes is presented in Figure 2.

Figure 2. Relating Acquisition to Request for Proposal and Technical Attributes. (DoD 2006a). Released by the U.S. Office of the
Secretary of Defense.

Contract-Related Activities and the Offeror’s Systems Engineering and
Project Management Roles
A clear understanding of the technical requirements is enhanced via the development of a Systems Engineering Plan
(SEP). The SEP documents the systems engineering strategy for a project or program and acts as the blueprint for the
conduct, management, and control of the technical aspects of the acquisition program (DoD 2011). The SEP
documents the SE structure and addresses government and contractor boundaries. It summarizes the program’s
selected acquisition strategy and identifies and links to program risks. It also describes how the contractor's, and
sometimes the subcontractor's and suppliers', technical efforts are to be managed.
Once the technical requirements are understood, a contract may be developed and followed by the solicitation of
suppliers. The offeror's PM, chief or lead systems engineer, and CO must work together to translate the program’s
acquisition strategy and associated technical approach (usually defined in a SEP) into a cohesive, executable
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contract(s).
Table 1 shows some key contracting-related tasks with indicators of the roles of the PM and LSE.

Table 1. Offeror’s Systems Engineering and Program Management Roles (DoD 2006).
Released by the U.S. Office of the Secretary of Defense.
Typical Contract-Related Activities

Systems Engineer and Project Manager Roles

1. Identify overall procurement requirements and associated budget.
Describe the offer’s needs and any constraints on the procurement.

1. Lead systems engineer (LSE) provides program technical requirements.
PM provides any programmatic related requirements.

2. Identify technical actions required to successfully complete
technical and procurement milestones. The program’s SEP is the key
source for capturing this technical planning.

2. LSE defines the technical strategy/approach and required technical
efforts. This should be consistent with the program’s Acquisition Strategy.

3. Document market research results and identify potential industry
sources.

3. PM and LSE identify programmatic and technical information needed
and assist in evaluating the results.

4. Prepare a Purchase Request, including product descriptions;
priorities, allocations and allotments; architecture;
government-furnished property or equipment (or
Government-Off-The-Shelf (GOTS); government-furnished
information; information assurance and security considerations; and
required delivery schedules.

4. PM and LSE ensure the specific programmatic and technical needs are
defined clearly (e.g., commercial-off-the-shelf (COTS) products).

5. Identify acquisition streamlining approach and requirements,
budgeting and funding, management information requirements,
environmental considerations, offeror’s expected skill sets, and
milestones. These should be addressed in the Acquisition Strategy.

5. The procurement team work together, but the CO has the prime
responsibility. The PM is the owner of the program Acquisition Strategy.
The LSE develops and reviews (and the PM approves) the technical
strategy.

6. Plan the requirements for the contract Statement of Objectives
(SOO) / Statement of Work (SOW) / specification, project technical
reviews, acceptance requirements, and schedule.

6. LSE is responsible for the development of the technical aspects of the
SOO/SOW.

7. Plan and conduct Industry Days as appropriate.

7. PM and LSE support the CO in planning the meeting agenda to ensure
technical needs are discussed.

8. Establish contract cost, schedule, and performance reporting
requirements. Determine an incentive strategy and appropriate
mechanism (e.g., Award Fee Plan and criteria).

8. LSE provides technical resource estimates. LSE supports development
of the Work Breakdown Structure (WBS) based on preliminary system
specifications, determines event-driven criteria for key technical reviews,
and determines what technical artifacts are baselined. The PM and LSE
advise the CO in developing the metrics/criteria for an incentive
mechanism.

9. Identify data requirements.

9. LSE identifies all technical Contractor Data Requirements List (CDRL)
and technical performance expectations.

10. Establish warranty requirements, if applicable.

10. LSE works with the CO to determine cost-effective warranty
requirements.

11. Prepare a Source Selection Plan (SSP) and RFP (for competitive
contracts).

11. PM and LSE provide input to the SSP per the SOO/SOW.

12. Conduct source selection and award the contract to the successful
offeror.

12. PM and LSE participate on evaluation teams.

Procurement and Acquisition

Offeror and Supplier Interactions
There should be an environment of open communication prior to the formal source selection process. This ensures
that the supplier understands the offeror’s requirements and that the offeror understands the supplier's capabilities
and limitations, as well as enhancing the supplier's involvement in the development of a program acquisition
strategy. During the pre-solicitation phase, the offeror develops the solicitation and may ask suppliers to provide
important insights into the technical challenges, program technical approach, and key business motivations.
For example, potential bidders could be asked for their assessment of a proposed system's performance based on the
maturity level of new and existing technologies.

Contracts and Subcontracts
Typical types of contracts include the following:
• Fixed Price: In a fixed price contract the offeror proposes a single price for all products and services to
implement the project. This single price is sometimes referred to as low bid or lump sum. A fixed price contract
transfers the project risks to the supplier. When there is a cost overrun, the supplier absorbs it. If the supplier
performs better than planned, their profit is higher. Since all risks are absorbed by the supplier, a fixed price bid
may be higher to reflect this.
• Cost-reimbursement [Cost plus]: In a cost-reimbursement contract the offeror provides a fixed fee, but also
reimburses the contractor for labor, material, overhead, and administration costs. Cost-reimbursement type
contracts are used when there is a high level of project risk and uncertainty. With this type of contract, the risks
reside primarily with the offeror. The supplier gets reimbursed for all of its costs. Additional costs that arise due
to changes or rework are covered by the offeror. This type of contract is often recommended for the system
definition of hardware and software development when there is a risk of stakeholder changes to the system.
• Subcontracts: A subcontractor performs work for another company as part of a larger project. A subcontractor is
hired by a general contractor (also known as a prime or main contractor) to perform a specific set of tasks as part
of the overall project. The incentive to hire subcontractors is either to reduce costs or to mitigate project risks. The
systems engineering team is involved in establishing the technical contract requirements, technical selection
criteria, acceptance requirements, and the technical monitoring and control processes.
• Outsource contracts: Outsourced contracts are used to obtain goods or services by contracting with an outside
supplier. Outsourcing usually involves contracting a business function, such as software design and code
development, to an external provider.
• Exclusively Commercial Off-the-Shelf (COTS): Exclusively COTS contracts are completely satisfied with
commercial solutions that require no modification for use. COTS solutions are used in the environment without
modifying the COTS system. They are integrated into an existing user's platform or integrated into an existing
operational environment. The systems engineering team is involved in establishing the technical contract
requirements, technical acceptance, and technical selection criteria.
• Integrated COTS: Integrated COTS contracts use commercially available products and integrate them into
existing user platforms or operational environments. In some cases, integrated COTS solutions modify the
system's solution. The cost of integrating the commercial COTS product into the operational environment can
exceed the cost of the COTS product itself. As a result, the systems engineering team is usually involved in
establishing the technical outsourcing contract requirements, technical selection criteria, technical monitoring and
control processes, and technical acceptance and integration processes.
• COTS Modification: COTS modification requires the most time and cost because of the additional work needed
to modify the COTS product and integrate it into the system. Depending on how complex and critical the need is,
the systems engineering team is usually involved in establishing the technical outsource contract requirements,
technical selection criteria, technical monitoring and control processes, and technical acceptance requirements.
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• IT services: IT services provide capabilities that can enable an enterprise, application, or Web service solution. IT
services can be provided by an outsourced service provider. In many cases, the user interface for these Web
services is as simple as a Web browser. Depending on how complex and critical the needs are, the systems
engineering team can be involved in establishing the technical outsourcing contract requirements, technical
selection criteria, and technical acceptance process.
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Portfolio Management
Lead Authors: Eric Specking, Gregory S. Parnell, Ed Pohl
Systems engineers need to be aware of and understand the role of systems engineering in project, program, and
portfolio management (PfM) processes to achieve maximum stakeholder value. In general, program and project
management practices help ensure that organizations execute programs and projects the “right” way. Portfolio
management can help to ensure they select the “right” programs and projects, and systems engineering ensures they
use the “right” systems thinking (Specking et al. 2020). Not using portfolio management practices increases
organizational risk and could decrease stakeholder value.
This article provides:
• a description of the ISO/IEC/IEEE 15288 activities and tasks with regards to portfolio management;
• a description of the Project Management Institute's (PMI’s) portfolio life cycle process based on PMI’s Guide to
the Project Management Body of Knowledge (PMI 2017a);
• the connection of the PMI’s portfolio life cycle process to ISO/IEC/IEEE 15288;
• a reference to the principles of portfolio management from the PfM Standard;
• a realignment of the SE Handbook’s common approaches/tips with the PfM Standard’s six domains;
• a discussion to better clarify systems engineering’s relationship to portfolio management, as well as systems
engineering’s relationship to other topics, such as project management and program management; and
• a description of the systems engineer's role to support portfolio managers that explicitly states how a systems
engineer (a) helps evaluate the value of projects to authorize, continue, or terminate enterprise projects and (b)
manages their portfolio of systems engineering activities to support portfolio managers and to support enterprise
processes, products, and services.

Portfolio Management Overview
ISO/IEC/IEEE 15288 (ISO/IEC/IEEE 2015) establishes portfolio management’s importance to systems engineering
by including it as an organizational project-enabling process. This organizational project-enabling process uses an
organization’s strategic plan, portfolio direction and constraints, supply strategy, and project status report as inputs,
while a portfolio management plan, organization infrastructure needs, project direction, project portfolio,
organization lessons learned, portfolio management report, and portfolio management records are outputs (INCOSE
2015). Portfolio management uses these inputs to perform processes that help enterprises define and authorize
projects; evaluate the portfolio of projects and programs; and terminate projects to develop the portfolio management
outputs. These activities take place throughout the portfolio life cycle, which includes optimization, initiation,
planning, and execution (PMI 2017b).

Portfolio Management Process Implementation
The proper implementation of portfolio management processes results in seven major portfolio management
outcomes: 1) qualification and prioritization of business venture opportunities, investments, or necessities; 2)
identification of projects; 3) allocation of project resources and budgets; 4) description of project management
responsibilities, accountability, and authorities; 5) sustainment of project meeting agreement and stakeholder
requirements; 6) redirection or termination of unsatisfactory projects; and 7) closure of successfully completed
projects (ISO/IEC/IEEE, 2015). A project should continue if it contributes to organizational strategy; makes progress
on achieving its pre-established goals; obeys organizational project directives; is executed according to its
pre-approved plan; and continues to add value to the organization with acceptable returns (INCOSE 2015).
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Organizations can increase portfolio value by successfully implementing portfolio management processes through
six performance management domains throughout the portfolio life cycle (PMI 2017b). These domains, described in
Table 1, include portfolio strategic management, portfolio governance, portfolio capacity and capability
management, portfolio stakeholder engagement, portfolio value management, and portfolio risk management.

Table 1. Performance Management Domain Descriptions for Portfolio Management
(Specking et al. 2020)
Domain

Description

Portfolio Strategic
Management

Align portfolio components to one or more strategic objectives and monitor impact

Portfolio Governance

“Through open and transparent governance, including processes for categorizing, prioritizing, selecting, and approving
portfolio components, key stakeholders are more likely to accept the decisions and agree with the process, even when
they may not fully endorse the decisions made” (PMI 2017b).

Portfolio Capacity and
Capability Management

“The selection of portfolio components and the roadmap for their implementation is balanced against the organization’s
current capacity and capability with the potential of bringing in additional resources” (PMI 2017b).

Portfolio Stakeholder
Engagement

“Key portfolio stakeholders require active expectation management” (PMI 2017b).

Portfolio Value
Management

Use the organizational strategy to enable investment in a portfolio with the expectation of a pre-determined return

Portfolio Risk
Management

Evaluate risk (positive/opportunities, negative/threats) and consider how those risks might impact accomplishing the
portfolio strategic plan and objectives

These domains use some or all of the seven PMI fundamental principles for portfolio management (PMI 2017b). The
seven PMI fundamental principles for portfolio management include:
•
•
•
•
•
•
•
•

Strive to achieve excellence in strategic execution;
Enhance transparency, responsibility, accountability, sustainability, and fairness;
Balance portfolio value against overall risks;
Ensure that investments in portfolio components are aligned with the organization’s strategy;
Obtain and maintain the sponsorship and engagement of senior management and key stakeholders;
Exercise active and decisive leadership for the optimization of resource utilization;
Foster a culture that embraces change and risk; and
Navigate complexity to enable successful outcomes.

Portfolio Management Process Best Practices
INCOSE's Systems Engineering Handbook (INCOSE 2015) provides several best practices for performing portfolio
management processes. These best practices connect to one or more of the six performance management domains
seen in Table 2.
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Table 2. SE Handbook Best Practices for Portfolio Management (Modified from (Specking
et al. 2020))
Performance Management
Domain for Portfolio
Management
•

Key Word for
Best Practice

Description of Best Practices

•

Portfolio Strategic
Right Stakeholders Include relevant stakeholders when developing the organization’s business area plan to
Management
enable the organization to determine present and future strategic objectives for focusing
Portfolio Strategic
resources
Engagement
Portfolio Value Management

•
•

Portfolio Value Management Measurable
Portfolio Governance
Criteria

Prioritize opportunities based upon measurable criteria that contains a stated threshold of
acceptable performance

•
•
•

Portfolio Value Management Progress
Portfolio Governance
Assessment
Portfolio Capacity and
Capability Management

Base expected project outcomes on defined, measurable criteria with specific investment
assessment information to enable an impartial progress assessment

•

Portfolio Governance

Coordinate
Interactions

Use some type of coordination organization, such as a program office, to manage the
interactions among active projects

•

Portfolio Governance

Consider Products
and Systems

Use a product line approach for scenarios where multiple customers need the same/similar
system but customize the system as necessary

•

Portfolio Risk Management

Assess Risk

Assess risk during current project evaluation and cancel/suspend projects with risks that
outweigh the investment

•

Portfolio Strategic
Management
Portfolio Capacity and
Capability Management

Align with
Strategy

Perform opportunity assessments of ongoing projects and avoid opportunities that contain
unacceptable levels of risks, resource demands, or uncertainties or does not aligned with
organization capabilities, strategic goals, or strategic objectives

•

•

•
•

Portfolio Value Management Allocate
Portfolio Governance
Resources

Allocate resources based upon project requirements

•

Portfolio Governance

Use effective governance processes, which support investment decision making and project
management communications

Effective
Governance

Relationships Between Systems Engineering, Portfolio Management, and
Project Management
It is often difficult for systems engineers to understand the relationships between systems engineering, portfolio
management, and project management because of their overlapping processes and the use of similar tools. Figure 1
shows the role of project management, systems engineering, and portfolio management for developing and
improving an enterprise architecture to provide products or services to many stakeholders. Project and program
managers and systems engineers all interact with stakeholders and the enterprise architecture, which consists of
products or services and the systems that make them. Systems engineers use the enterprise architecture to develop
user and system functional hierarchies, which enable capability development. These capabilities help systems
engineers evaluate the enterprise’s current and future states. From this evaluation, the Project Management Office
(portfolio managers) can develop a potential list of projects or programs to fund. Portfolio managers use best
practices in decision analysis (Parnell et al. 2013) to develop a project prioritization value model (e.g. single or
multiple objective decision analysis model). Portfolio managers then use optimization techniques to determine which
projects or programs to fund based upon the prioritization value model. Project managers then execute the funded
projects to ensure that the projects stay on schedule and within budget constraints while meeting desired
performance metrics. Information impacting systems engineering documentation discovered from the funded

Portfolio Management
projects updates the functional hierarchies and system architecture. Throughout the project, portfolio managers
receive updates from project managers on project progress. Portfolio managers use progress information to evaluate
the project for continuation or termination. If the project is terminated upon successful completion of the project, the
project’s outcomes update the enterprises’ architecture. Otherwise (i.e. terminated early or upon an unsuccessful
completion), portfolio managers update their list of potential projects and/or programs for reprioritization. This cycle
continues and evolves with time based upon the enterprise’s strategy.

Figure 1: Role of Systems Engineering, Project Management, and Portfolio Management in a DevOps Environment

In addition to helping systems engineers understand the roles of systems engineering, portfolio management, and
project management, Figure 1 provides insights into the relationships between the processes from an enterprise
DevOps environment perspective.
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Systems Engineering and Software
Engineering
Systems Engineering and Software Engineering
Lead Authors: Dick Fairley, Tom Hilburn, Contributing Authors: Ray Madachy, Alice Squires
Software is prominent in most modern systems architectures and is often the primary means for integrating complex
system components. Software engineering and systems engineering are not merely related disciplines; they are
intimately intertwined. (See Systems Engineering and Other Disciplines.) Good systems engineering is a key factor
in enabling good software engineering.
The SEBoK explicitly recognizes and embraces the intertwining between systems engineering and software
engineering, as well as defining the relationship between the SEBoK and the Guide to the Software Engineering
Body of Knowledge (SWEBOK) (Bourque, and Fairley 2014).
This knowledge area describes the nature of software, provides an overview of the SWEBOK, describes the concepts
that are shared by systems engineers and software engineers, and indicates the similarities and difference in how
software engineers and systems engineers apply these concepts and use common terminology. It also describes the
nature of the relationships between software engineering and systems engineering and describes some of the
methods, models and tools used by software engineers.

Topics
Each part of the SEBoK is divided into knowledge areas (KAs), which are groupings of information with a related
theme. The KAs, in turn, are divided into topics. This KA contains the following topics:
•
•
•
•
•

Software Engineering in the Systems Engineering Life Cycle
The Nature of Software
An Overview of the SWEBOK Guide
Key Points a Systems Engineer Needs to Know about Software Engineering
Software Engineering Features - Models, Methods, Tools, Standards, and Metrics

Discussion
Software engineers, like systems engineers:
• engage in analysis and design, allocation of requirements, oversight of component development, component
integration, verification and validation, life cycle sustainment, and system retirement.
• work with or as a component specialist (for example, user interface, database, computation, and communication
specialists) who construct or otherwise obtain the needed software components.
• adapt existing components and incorporate components supplied by customers and affiliated organizations.
These commonalities would make it appear that software engineering is merely an application of systems
engineering, but this is only a superficial appearance. The differences between the two disciplines arise from two
fundamental concerns:
1. Differences in educational backgrounds (traditional engineering disciplines for SE and the computing disciplines
for SWE) and work experiences that result in different approaches to problem solving, and
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2. Different ways of applying shared concepts based on the contrasting natures of the software medium and the
physical media of traditional engineering.
Table 1 itemizes some of the shared concepts that are applied in different ways by systems engineers and software
engineers. Each discipline has made contributions to the other. Table 1 indicates the methods and techniques
developed by systems engineers adapted for use by software engineers and, conversely, those that have been adapted
for use by systems engineers.
Table 1. Adaptation of Methods Across SE and SWE (Fairley and Willshire 2011) Reprinted with
permission of Dick Fairley and Mary Jane Willshire. All other rights are reserved by the copyright
owner. *
Systems Engineering Methods
Adapted to Software Engineering

Software Engineering Methods
Adapted to Systems Engineering

•

Stakeholder Analysis

•

Model-Driven Development

•

Requirements Engineering

•

UML-SysML

•

Functional Decomposition

•

Use Cases

•

Design Constraints

•

Object-Oriented Design

•

Architectural Design

•

Iterative Development

•

Design Criteria

•

Agile Methods

•

Design Tradeoffs

•

Continuous Integration

•

Interface Specification

•

Process Modeling

•

Traceability

•

Process Improvement

•

Configuration Management

•

Incremental Verification and Validation

•

Systematic Verification and Validation

The articles in this knowledge area give an overview of software and software engineering aimed at systems
engineers. It also provides more details on the relationship between systems and software life cycles and some of the
detailed tools used by software engineers. As systems become more dependent on software as a primary means of
delivering stakeholder value, the historical distinction between software and systems engineering may need to be
challenged. This is a current area of joint discussion between the two communities which will affect the future
knowledge in both SEBoK and SWEBoK.
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Software Engineering in the Systems Engineering
Life Cycle
Lead Authors: Tom Hilburn, Dick Fairley, Contributing Author: Alice Squires
This article describes how software engineering (SwE) life cycle processes integrate with the SE life cycle. A joint
workshop organized by INCOSE, the Systems Engineering Research Center and the IEEE Computer Society was
held to consider this relationship (Pyster et al. 2015). This workshop concluded that:
Software is fundamental to the performance, features, and value of most modern engineering systems. It
is not merely part of the system, but often shapes the system architecture; drives much of its complexity
and emergent behavior; strains its verification; and drives much of the cost and schedule of its
development. Given how significant an impact software has on system development and given how
complex modern systems are, one would expect the relationship between the disciplines of systems
engineering (SE) and software engineering (SWE) to be well defined. However, the relationship is, in
fact, not well understood or articulated.
In this article we give some of the basic relationships between SwE and SE and discuss how these can be related to
some of the SEBoK knowledge areas.

Systems Engineering and Software Engineering Life Cycles
The Guide to the Software Engineering Body of Knowledge (SWEBoK) (Bourque and Fairley, 2014) describes the
life cycle of a software product as:
•
•
•
•
•
•

analysis and design,
construction,
testing,
operation,
maintenance, and eventually
retirement or replacement.

This life cycle is common to most other mature engineering disciplines.
In Part 3 of the SEBoK, SE and Management, there is a discussion of SE life cycle models and life cycle processes.
A Generic Life Cycle Model is described and reproduced in Fig. 1 below. This is used to describe necessary stages
in the life cycle of a typical engineered system.
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Figure 1. A Generic Life Cycle Model. (SEBoK Original)

Part 3 defines a collection of generic SE life cycle processes which define the activities and information needed
across the SE life cycle. These processes include activities which contribute across the whole life cycle, with peaks
of focused activity in certain stages (see Applying Life Cycle Processes for details).
The following sections provide a brief discussion of how SwE life cycle processes fit into SE life cycle process
models. In practice, the details of this relationship are a key part of how a system life cycle is planned and delivered.
The relationship will be shaped by the operating domain practice and solution type. Some examples of this are
provided in the Implementation Examples.

Systems Engineering and Software Engineering Standards
The Systems Engineering life cycle processes described in Part 3, SE and Management, are largely based on those
defined in the ISO/IEC/IEEE SE Life Cycle Processes 15288 Standard (2015).
The SWEBoK references the equivalent ISO/IEC/IEEE Software Engineering Life Cycle Processes 12207 Standard
(2008), which defines a very similar set of processes for software systems. Figure 2 shows the relationship between
the Enabling, Acquisition, Project and Technical Systems and Software processes in both 15288 and 12207 and the
software specific processes of 12207. This alignment is from the last updates of both 12207 and 15288 in 2008. The
SE processes have been further updated in 15288:2015, see Systems Engineering and Management for details. This
change has not yet been applied to 12207. An update of 12207 was released in 2017, in which the alignment to
15288 was reviewed. See Alignment and Comparison of the Standards for more discussion of the relationships
between the standards.

Figure 2. Aligned Process Models for
ISO/IEC/IEEE 15288 & 12207: 2008 (Adapted
from Roedler 2011). Reprinted with permission
of Garry Roedler. All other rights are reserved by
the copyright owner.
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Systems Engineering and Software Engineering Life Cycle Relationships
Pyster et al. (2015) define two technical dimensions of engineered systems and of the engineering disciplines
associated with them. The vertical dimensions of a system are those that modularize around technically focused
engineering concerns involving specific elements of the system; the horizontal dimensions of a system involve
cross-cutting concerns at the systems level. Examples of vertical concerns include quality attributes and performance
effectiveness; and cost, schedule and risk of physical, organizational or human system elements associated with a
particular technology domain. Examples of horizontal concerns include addressing evolving customer preferences
that drive systems-level quality attributes, trade-off and optimization; resolving system architecture, decomposition
and integration issues; implementing system development processes; and balancing system economics, cost, risk and
schedule.
In complex systems projects, SE has a horizontal role while traditional engineering disciplines such as electrical,
mechanical, and chemical engineering have vertical roles. To the extent that it is responsible for all aspects of the
successful delivery of software related elements, SwE can be considered as one of the vertical disciplines. All of
these traditional vertical disciplines will have some input to the horizontal dimension. However, the nature of
software and its role in many complex systems makes SwE a critical discipline for many horizontal concerns. This is
discussed further below.
The ISO/IEC/IEEE 12207 software engineering standard (2008) considers two situations:
• The life cycle of software products, containing minimal physical hardware, should use software specific processes
and a simple life cycle
• The life cycle of systems with a significant software content (sometimes called software intensive systems)
should integrate the software processes into the SE life cycle
The second of these situations is the one relevant to the practice of SE and requires a significant horizontal
contribution from SwE.
The relationship central to this is the way SwE Implementation Processes (see Fig 2) are used in the SE life cycle
to support the implementation of software intensive system elements. This simple relationship must be seen in the
context of the concurrency, iteration and recursion relationship between SE life cycle processes described in
Applying Life Cycle Processes. This means that, in general, software requirements and architecture processes will be
applied alongside system requirements and architecture processes; while software integration and test processes are
applied alongside system integration, verification and validation processes. These interrelationships help with
vertical software concerns, ensuring detailed software design and construction issues are considered at the system
level. They also help with horizontal concerns, ensuring whole system issues are considered and are influenced by an
understanding of software. See the Nature of Software for more details.
The ways these related processes work together will depend on the systems approach to solution synthesis used and
how this influences the life cycle. If a top down approach is used, problem needs and system architecture will drive
software implementation and realization. If a bottom up approach is used, the architecture of existing software will
strongly influence both the system solution and the problem which can be considered. In Applying Life Cycle
Processes, a "middle-out" approach is described which combines these two ideas and is the most common way to
develop systems. This approach needs a two-way relationship between SE and SwE technical processes.
The SW Support Processes may also play these vertical and horizontal roles. Part 3 contains knowledge areas on
both System Deployment and Use which includes operation, maintenance and logistics; and Systems Engineering
Management which covers the project processes shown in Figure 2. SwE support processes focus on the successful
vertical deployment and use of software system elements and the management needed to achieve this. They also
support their equivalent horizontal SE processes in contributing to the success of the whole system life cycle. The
Software Reuse Processes have a particularly important role to play in deployment and use and Product and Service
Life Management processes. The latter considers Service Life Extension; Capability Updates, Upgrades, and
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Modernization; and system Disposal and Retirement. All of these horizontal software engineering activities rely on
the associated SE activities having a sufficient understanding of the strengths and limitations of software and SwE
(see Key Points a Systems Engineer Needs to Know about Software Engineering).
The Life Cycle Models knowledge area also defines how Vee and Iterative life cycle models provide a framework to
tailor the generic life cycle and process definitions to different types of system development. Both models, with
some modification, apply equally to the development of products and services containing software. Thus, the simple
relationships between SE and SwE processes will form the basis for tailoring to suit project needs within a selected
life cycle model.

Software and Systems Challenges
Pyster et al. (2015) define three classes of software intensive systems distinguished by the primary sources of
novelty, functionality, complexity and risk in their conception, development, operation and evolution. These are
briefly described below:
• Physical Systems operate on and generate matter or energy. While they often utilize computation and software
technologies as components, those components are not dominant in the horizontal dimension of engineering.
Rather, in such systems, they are defined as discrete system elements and viewed and handled as vertical
concerns.
• Computational Systems include those in which computational behavior and, ipso facto, software are dominant at
the systems level. The primary purpose of these systems is to operate on and produce data and information. While
these systems always include physical and human elements, these are not the predominant challenges in system
development, operation and evolution.
• Cyber-Physical Systems are a complex combination of computational and physical dimensions. Such systems
are innovative, functionally complex and risky in both their cyber and physical dimensions. They pose major
horizontal engineering challenges across the board. In cyber-physical systems, cyber and physical elements
collaborate in complex ways to deliver expected system behavior.
Some of the challenges of physical and computational systems are well known and can be seen in many SE and SwE
case studies. For example, physical system life cycles often make key decisions about the system architecture or
hardware implementation which limit the subsequent development of software architecture and designs. This can
lead to software which is inefficient and difficult or expensive to change. Problems which arise later in the life of
such systems may be dealt with by changing software or human elements. This is sometimes done in a way which
does not fully consider SwE design and testing practices. Similarly, computational systems may be dominated by the
software architecture, without sufficient care taken to consider the best solutions for enabling hardware or people. In
particular, operator interfaces, training and support may not be considered leading to the need for expensive
organizational fixes once they are in use. Many computational systems in the past have been developed without a
clear view of the user need they contribute to, or the other systems they must work with to do so. These and other
related issues point to a need for system and software engineers with a better understanding of each other's
disciplines. Pyster et al. (2015) consider how SE and SwE education might be better integrated to help achieve this
aim.
Examples of cyber-physical systems increasingly abound – smart automobiles, power grids, robotic manufacturing
systems, defense and international security systems, supply-chain systems, the so-called internet of things, etc. In
these systems there is no clear distinction between software elements and the whole system solution. The use of
software in these systems is central to the physical outcome and software is often the integrating element which
brings physical elements and people together. These ideas are closely aligned with the Service System Engineering
approach described in Part 4.
SEBoK Part 3 includes a Business and Mission Analysis process which is based on the equivalent process in the
updated ISO/IEC/IEEE 15288 (2015). This process enables SE to be involved in the selection and bounding of the
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problem situation which forms the starting point for an engineered system life cycle. For cyber physical systems, an
understanding of the nature of software is needed in the formulation of the problem, since this is often fundamentally
driven by the use of software to create complex adaptive solution concepts. This close coupling of software, physical
and human system elements across the system of interest continues throughout the system life cycle making it
necessary to consider all three in most horizontal system level decisions.
The life cycle of cyber physical systems cannot be easily partitioned into SE and SwE achieving their own outcomes
but working together on horizontal system issues. It will require a much more closely integrated approach, requiring
systems and software engineers with a complementary set of competencies, and changes how the two disciplines are
seen in both team and organizational structures. See Enabling Systems Engineering.
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The Nature of Software
Lead Author: Alice Squires
The nature of the software medium has many consequences for systems engineering (SE) of software-intensive
systems. Fred Brooks has famously observed that four properties of software, taken together, differentiate it from
other kinds of engineering artifacts (Brooks 1995). These four properties are:
1.
2.
3.
4.

complexity,
conformity,
changeability,
invisibility.

Brooks states:
Software entities are more complex for their size than perhaps any other human construct because no
two parts are alike (at least above the statement level). If they are, we make the two similar parts into a
subroutine — open or closed. In this respect, software systems differ profoundly from computers,
buildings, or automobiles, where repeated elements abound. (Brooks 1995, p 82)

Complexity
The complexity of software arises from the large number of unique interacting parts in a software system. The parts
are unique because they are encapsulated as functions, subroutines, or objects, and invoked as needed rather than
being replicated. Software parts have several different kinds of interactions, including serial and concurrent
invocations, state transitions, data couplings, and interfaces to databases and external systems.
Depiction of a software entity often requires several different design representations to portray the numerous static
structures, dynamic couplings, and modes of interaction that exist in computer software. Complexity within the parts
and in the connections among parts requires that changes undergo substantial design rigor and regression testing.
Software provides functionality for components that are embedded, distributed and data centric. Software can
implement simple control loops as well as complex algorithms and heuristics.
Complexity can hide defects that may not be discovered easily, thus requiring significant additional and unplanned
rework.

Conformity
Software, unlike a physical product, has no underlying natural principles which it must conform to, such as Newton’s
laws of motion. However, software must conform to exacting specifications in the representation of each of its parts,
in the interfaces to other internal parts, and in the connections to the environment in which it operates. A missing
semicolon or other syntactic error can be detected by a compiler, but a defect in the program logic or a timing error
may be difficult to detect until encountered during operation.
Unlike software, tolerance among the interfaces of physical entities is the foundation of manufacturing and
assembly. No two physical parts that are joined together have, or are required to have, exact matches. There are no
corresponding tolerances in the interfaces among software entities or between software entities and their
environments. There are no interface specifications for software stating that a parameter can be an integer plus or
minus 2%. Interfaces among software parts must agree exactly in numbers, types of parameters and kinds of
couplings.
Lack of conformity can cause problems when an existing software component cannot be reused as planned because it
does not conform to the needs of the product under development. Lack of conformity might not be discovered until
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late in a project, thus necessitating the development and integration of an acceptable component to replace the one
that cannot be reused. This requires an unplanned allocation of resources (usually) and can delay project completion.

Changeability
Software coordinates the operation of physical components and provides most of the functionality in
software-intensive systems. Because software is the most malleable (easily changed) element in a software-intensive
system, it is the most frequently changed element. This is particularly true during the late stages of a development
project and during system sustainment. However, this does not mean that software is easy to change. Complexity and
the need for conformity can make changing software an extremely difficult task. Changing one part of a software
system often results in undesired side effects in other parts of the system, requiring more changes before the software
can operate at maximum efficiency.

Invisibility
Software is said to be invisible because it has no physical properties. While the effects of executing software on a
digital computer are observable, software itself cannot be seen, tasted, smelled, touched, or heard. Software is an
intangible entity because our five human senses are incapable of directly sensing it.
Work products such as requirements specifications, design documents, source code and object code are
representations of software, but they are not the software. At the most elemental level, software resides in the
magnetization and current flow in an enormous number of electronic elements within a digital device. Because
software has no physical presence, software engineers must use different representations at different levels of
abstraction in an attempt to visualize the inherently invisible entity.

Uniqueness
One other point about the nature of software that Brooks alludes to but does not explicitly call out is the uniqueness
of software. Software and software projects are unique for the following reasons:
•
•
•
•

Software has no physical properties;
Software is the product of intellect-intensive teamwork;
Productivity of software developers varies more widely than the productivity of other engineering disciplines;
Estimation and planning for software projects is characterized by a high degree of uncertainty, which can be at
best partially mitigated by best practices;
• Risk management for software projects is predominantly process-oriented;
• Software alone is useless, as it is always a part of a larger system; and
• Software is the most frequently changed element of software intensive systems.
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An Overview of the SWEBOK Guide
Lead Authors: Heidi Davidz, Alice Squires
Systems engineers are fortunate that the software community has developed its own body of knowledge. The
introduction to Version 3 of the Guide to the Software Engineering Body of Knowledge states:
The purpose of the Guide is to describe the portion of the Body of Knowledge that is generally accepted,
to organize that portion, and to provide topical access to it. (Bourque and Fairley 2014)

SWEBOK Guide Version 3
The purposes of SWEBOK V3 are as follows:
•
•
•
•
•

to characterize the contents of the software engineering discipline;
to promote a consistent view of software engineering worldwide;
to clarify the place of, and set the boundary of, software engineering with respect to other disciplines;
to provide a foundation for training materials and curriculum development; and
to provide a basis for certification and licensing of software engineers.

SWEBOK V3 contains 15 knowledge areas (KAs). Each KA includes an introduction, a descriptive breakdown of
topics and sub-topics, recommended references, references for further reading, and a matrix matching reference
material with each topic. An appendix provides a list of standards most relevant to each KA. An overview of the
individual KAs presented in the guide is provided in the next two sections.

An Overview of the SWEBOK Guide

Knowledge Areas Characterizing the Practice of Software Engineering
Software Requirements
The Software Requirements KA is concerned with the elicitation, negotiation, analysis, specification, and validation
of software requirements. It is widely acknowledged within the software industry that software engineering projects
are critically vulnerable when these activities are performed poorly. Software requirements express the needs and
constraints placed on a software product that contribute to the solution of some real-world problems.

Software Design
Design is defined as both the process of defining the architecture, components, interfaces, and other characteristics
of a system or component and the result of [that] process (IEEE 1991). The Software Design KA covers the design
process and the resulting product. The software design process is the software engineering life cycle activity in
which software requirements are analyzed in order to produce a description of the software’s internal structure and its
behavior that will serve as the basis for its construction. A software design (the result) must describe the software
architecture – that is, how software is decomposed and organized into components and the interfaces between those
components. It must also describe the components at a level of detail that enables their construction.

Software Construction
Software construction refers to the detailed creation of working software through a combination of detailed design,
coding, unit testing, integration testing, debugging, and verification. The Software Construction KA includes topics
related to the development of software programs that will satisfy their requirements and design constraints. This KA
covers software construction fundamentals; managing software construction; construction technologies; practical
considerations; and software construction tools.

Software Testing
Testing is an activity performed to evaluate product quality and to improve it by identifying defects. Software testing
involves dynamic verification of the behavior of a program against expected behavior on a finite set of test cases.
These test cases are selected from the (usually very large) execution domain. The Software Testing KA includes the
fundamentals of software testing; testing techniques; human-computer user interface testing and evaluation;
test-related measures; and practical considerations.

Software Maintenance
Software maintenance involves enhancing existing capabilities, adapting software to operate in new and modified
operating environments, and correcting defects. These categories are referred to as perfective, adaptive, and
corrective software maintenance. The Software Maintenance KA includes fundamentals of software maintenance
(nature of and need for maintenance, categories of maintenance, maintenance costs); key issues in software
maintenance (technical issues, management issues, maintenance cost estimation, measurement of software
maintenance); the maintenance process; software maintenance techniques (program comprehension, re-engineering,
reverse engineering, refactoring, software retirement); disaster recovery techniques, and software maintenance tools.
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Software Configuration Management
The configuration of a system is the functional and/or physical characteristics of hardware, firmware, software, or a
combination of these. It can also be considered as a collection of specific versions of hardware, firmware, or
software items combined according to specific build procedures to serve a particular purpose. Software configuration
management (SCM) is thus the discipline of identifying the configuration of a system at distinct points in time for
the purposes of systematically controlling changes to the configuration, as well as maintaining the integrity and
traceability of the configuration throughout the software life cycle. The Software Configuration Management KA
covers management of the SCM process; software configuration identification, control, status accounting, and
auditing; software release management and delivery; and software configuration management tools.

Software Engineering Management
Software engineering management involves planning, coordinating, measuring, reporting, and controlling a project
or program to ensure that development and maintenance of the software is systematic, disciplined, and quantified.
The Software Engineering Management KA covers initiation and scope definition (determining and negotiating
requirements, feasibility analysis, and review and revision of requirements); software project planning (process
planning, estimation of effort, cost, and schedule, resource allocation, risk analysis, planning for quality); software
project enactment (measuring, reporting, and controlling; acquisition and supplier contract management); product
acceptance; review and analysis of project performance; project closure; and software management tools.

Software Engineering Process
The Software Engineering KA is concerned with definition, implementation, assessment, measurement,
management, and improvement of software life cycle processes. Topics covered include process implementation and
change (process infrastructure, models for process implementation and change, and software process management);
process definition (software life cycle models and processes, notations for process definition, process adaptation, and
process automation); process assessment models and methods; measurement (process measurement, products
measurement, measurement techniques, and quality of measurement results); and software process tools.

Software Engineering Models and Methods
The Software Engineering Models and Methods KA addresses methods that encompass multiple life cycle stages;
methods specific to particular life cycle stages are covered by other KAs. Topics covered include modeling
(principles and properties of software engineering models; syntax vs. semantics vs. invariants; preconditions,
post-conditions, and invariants); types of models (information, structural, and behavioral models); analysis
(analyzing for correctness, completeness, consistency, quality and interactions; traceability; and tradeoff analysis);
and software development methods (heuristic methods, formal methods, prototyping methods, and agile methods).

Software Quality
Software quality is a pervasive software life cycle concern that is addressed in many of the SWEBOK V3 KAs. In
addition, the Software Quality KA includes fundamentals of software quality (software engineering cultures,
software quality characteristics, the value and cost of software quality, and software quality improvement); software
quality management processes (software quality assurance, verification and validation, reviews and audits); and
practical considerations (defect characterization, software quality measurement, and software quality tools).
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Software Engineering Professional Practice
Software engineering professional practice is concerned with the knowledge, skills, and attitudes that software
engineers must possess to practice software engineering in a professional, responsible, and ethical manner. The
Software Engineering Professional Practice KA covers professionalism (professional conduct, professional societies,
software engineering standards, employment contracts, and legal issues); codes of ethics; group dynamics (working
in teams, cognitive problem complexity, interacting with stakeholders, dealing with uncertainty and ambiguity,
dealing with multicultural environments); and communication skills.

Knowledge Areas Characterizing the Educational Requirements of Software
Engineering
Software Engineering Economics
The Software Engineering Economics KA is concerned with making decisions within the business context to align
technical decisions with the business goals of an organization. Topics covered include fundamentals of software
engineering economics (proposals, cash flow, the time-value of money, planning horizons, inflation, depreciation,
replacement and retirement decisions); not for-profit decision-making (cost-benefit analysis, optimization analysis);
estimation; economic risk and uncertainty (estimation techniques, decisions under risk and uncertainty); and multiple
attribute decision making (value and measurement scales, compensatory and non-compensatory techniques).

Computing Foundations
The Computing Foundations KA covers fundamental topics that provide the computing background necessary for
the practice of software engineering. Topics covered include problem solving techniques, abstraction, algorithms and
complexity, programming fundamentals, the basics of parallel and distributed computing, computer organization,
operating systems, and network communication.

Mathematical Foundations
The Mathematical Foundations KA covers fundamental topics that provide the mathematical background necessary
for the practice of software engineering. Topics covered include sets, relations, and functions; basic propositional
and predicate logic; proof techniques; graphs and trees; discrete probability; grammars and finite state machines; and
number theory.

Engineering Foundations
The Engineering Foundations KA covers fundamental topics that provide the engineering background necessary for
the practice of software engineering. Topics covered include empirical methods and experimental techniques;
statistical analysis; measurements and metrics; engineering design; simulation and modeling; and root cause
analysis.

Related Disciplines
SWEBOK V3 also discusses related disciplines. The related disciplines are those that share a boundary, and often a
common intersection, with software engineering. SWEBOK V3 does not characterize the knowledge of the related
disciplines but, rather, indicates how those disciplines interact with the software engineering discipline. The related
disciplines include:
• Computer Engineering
• Computer Science
• General Management
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•
•
•
•
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Mathematics
Project Management
Quality Management
Systems Engineering
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Key Points a Systems Engineer Needs to Know
about Software Engineering
Lead Author: Dick Fairley, Contributing Author: Alice Squires
The field of software engineering is extensive and specialized. Its importance to modern systems makes it necessary
for systems engineers to be knowledgeable about software engineering and its relationship to systems engineering.

Key Concepts a Systems Engineer Needs to Know about Software Engineering
The following items are significant aspects that systems engineers need to know about software and software
engineering. Most are documented in (Fairley and Willshire 2011):
1. For the time, effort, and expense devoted to developing it, software is more complex than most other
system components - Software complexity arises because few elements in a software program (even down to the
statement level) are identical, as well as because of the large number of possible decision paths found even in
small programs, with the number of decision paths through a large program often being astronomical. There are
several detailed references on software complexity. The SWEBOK (Bourque and Fairley 2014) discusses
minimizing complexity as part of software construction fundamentals. Zuse (1991) has a highly cited article on
software complexity measures and methods. Chapters 2 and 3 of the SWEBOK also have further references.
2. Software testing and reviews are sampling processes - In all but the simplest cases, exhaustive testing of
software is impossible because of the large number of decision paths through most programs. Also, the combined
values of the input variables selected from a wide combinatorial range may reveal defects that other combinations
of the variables would not detect. Software test cases and test scenarios are chosen in an attempt to gain
confidence that the testing samples are representative of the ways the software will be used in practice. Structured
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reviews of software are an effective mechanism for finding defects, but the significant effort required limits
exhaustive reviewing. Criteria must be established to determine which components (or sub-components) should
be reviewed. Although there are similar concerns about exhaustive testing and reviewing of physical products, the
complexity of software makes software testing, reviews, and the resulting assurance provided more challenging.
Other points include:
1. All software testing approaches and techniques are heuristic. Hence, there is no universal "best" approach,
practice, or technique for testing, since these must be selected based on the software context.
2. Exhaustive testing is not possible.
3. Errors in software tend to cluster within the software structures; therefore, any one specific approach or a
random approach to testing is not advised.
4. Pesticide paradox exists. As a result, running the same test over and over on the same software-system
provides no new information.
5. Testing can reveal the presence of defects but cannot guarantee that there will be no errors, except under the
specific conditions of a given test.
6. Testing, including verification and validation (V&V), must be performed early and continually throughout the
lifecycle (end to end).
7. Even after extensive testing and V&V, errors are likely to remain after long term use of the software.
8. Chapter 4 of the SWEBOK discusses software testing and provides a bibliography.
3. Software often provides the interfaces that interconnect other system components - Software is often
referred to as the glue that holds a system together because the interfaces among components, as well as the
interfaces to the environment and other systems, are often provided by digital sensors and controllers that operate
via software. Because software interfaces are behavioral rather than physical, the interactions that occur among
software components often exhibit emergent behaviors that cannot always be predicted in advance. In addition to
component interfaces, software usually provides the computational and decision algorithms needed to generate
command and control signals. The SWEBOK has multiple discussions of interfaces: Chapter 2 on Software
Design is a good starting point and includes a bibliography.
4. Every software product is unique - The goal of manufacturing physical products is to produce replicated copies
that are as nearly identical as much as possible, given the constraints of material sciences and manufacturing tools
and techniques. Because replication of existing software is a trivial process (as compared to manufacturing of
physical products), the goal of software development is to produce one perfect copy (or as nearly perfect as can be
achieved given the constraints on schedule, budget, resources, and technology). Much of software development
involves altering existing software. The resulting product, whether new or modified, is uniquely different from all
other software products known to the software developers. Chapter 3 of the SWEBOK provides discussion of
software reuse and several references.
5. In many cases, requirements allocated to software must be renegotiated and reprioritized - Software
engineers often see more efficient and effective ways to restate and prioritize requirements allocated to software.
Sometimes, the renegotiated requirements have system-wide impacts that must be taken into account. One or
more senior software engineers should be, and often are, involved in analysis of system-level requirements. This
topic is addressed in the SWEBOK in Chapter 1, with topics on the iterative nature of software and change
management.
6. Software requirements are prone to frequent change - Software is the most frequently changed component in
complex systems, especially late in the development process and during system sustainment. This is because
software is perceived to be the most easily changed component of a complex system. This is not to imply that
changes to software requirements and the resulting changes to the impacted software can be easily done without
undesired side effects. Careful software configuration management is necessary, as discussed in Chapter 6 of the
SWEBOK, which includes extensive references.
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7. Small changes to software can have large negative effects (A corollary to frequently changing software
requirements: There are no small software changes) - In several well-known cases, modifying a few lines of code
in very large systems that incorporated software negatively impacted the safety, security, and/or reliability of
those systems. Applying techniques such as traceability, impact analysis, object-oriented software development,
and regression testing reduces undesired side effects of changes to software code. These approaches limit but do
not eliminate this problem.
8. Some quality attributes for software are subjectively evaluated - Software typically provides the interfaces to
systems that have human users and operators. The intended users and operators of these systems often
subjectively evaluate quality attributes, such as ease of use, adaptability, robustness, and integrity. These quality
attributes determine the acceptance of a system by its intended users and operators. In some cases, systems have
been rejected because they were not judged to be suitable for use by the intended users in the intended
environment, even though those systems satisfied their technical requirements. Chapter 10 of the SWEBOK
provides an overview of software quality, with references.
9. The term prototyping has different connotations for systems engineers and software engineers - For a
systems engineer, a prototype is typically the first functioning version of hardware. For software engineers,
software prototyping is primarily used for two purposes: (1) as a mechanism to elicit user requirements by
iteratively evolving mock-ups of user interfaces, and (2) as an experimental implementation of some limited
element of a proposed system to explore and evaluate alternative algorithms. Chapter 1 of the SWEBOK
discusses this and provides excellent references.
10. Cyber security is a present and growing concern for systems that incorporate software - In addition to the
traditional specialty disciplines of safety, reliability, and maintainability, systems engineering teams increasingly
include security specialists at both the software level and the systems level in an attempt to cope with the
cyber-attacks that may be encountered by systems that incorporate software. Additional information about System
Security can be found in the Systems Engineering and Quality Attributes Part.
11. Software growth requires spare capacity - Moore’s Law no longer fully comes to the rescue (Moore, 1965).
As systems adapt to changing circumstances, the modifications can most easily be performed and upgraded in the
software, requiring additional computer execution cycles and memory capacity (Belady and Lehman 1979). For
several decades, this growth was accommodated by Moore’s Law, but recent limits that have occurred as a result
of heat dissipation have influenced manufacturers to promote potential computing power growth by slowing down
the processors and putting more of them on a chip. This requires software developers to revise their programs to
perform more in parallel, which is often an extremely difficult problem (Patterson 2010). This problem is
exacerbated by the growth in mobile computing and limited battery power.
12. Several Pareto 80-20 distributions apply to software - These refers to the 80% of the avoidable rework that
comes from 20% of the defects, that 80% of the defects come from 20% of the modules, and 90% of the
downtime comes from at most 10% of the defects (Boehm and Basili 2001). These, along with recent data
indicating that 80% of the testing business value comes from 20% of the test cases (Bullock 2000), indicate that
much more cost-effective software development and testing can come from determining which 20% need the
most attention.
13. Software estimates are often inaccurate - There are several reasons software estimates are frequently
inaccurate. Some of these reasons are the same as the reasons systems engineering estimates are often inaccurate:
unrealistic assumptions, vague and changing requirements, and failure to update estimates as conditions change.
In addition, software estimates are often inaccurate because productivity and quality are highly variable among
seemingly similar software engineers. Knowing the performance characteristics of the individuals who will be
involved in a software project can greatly increase the accuracy of a software estimate. Another factor is the
cohesion of the software development team. Working with a team that has worked together before and knowing
their collective performance characteristics can also increase the accuracy of a software estimate. Conversely,
preparing an estimate for unknown teams and their members can result in a very low degree of accuracy. Chapter
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7 of the SWEBOK briefly discusses this further. Kitchenam (1997) discusses the organizational context of
uncertainty in estimates. Lederer and Prasad (1995) also identify organizational and management issues that
increase uncertainty; additionally, a recent dissertation from Sweden by Magazinus (2012) shows that the issues
persist.
14. Most software projects are conducted iteratively - "Iterative development" has a different connotation for
systems engineers and software engineers. A fundamental aspect of iterative software development is that each
iteration of a software development cycle adds features and capabilities to produce a next working version of
partially completed software. In addition, each iteration cycle for software development may occur on a daily or
weekly basis, while (depending on the scale and complexity of the system) the nature of physical system
components typically involves iterative cycles of longer durations. Classic articles on this include (Royce 1970)
and (Boehm 1988), among others. Larman and Basili (2003) provide a history of iterative development, and the
SWEBOK discusses this in life cycle processes in Chapter 8.
15. Teamwork within software projects is closely coordinated - The nature of software and its development
requires close coordination of work activities that are predominately intellectual in nature. Certainly, other
engineers engage in intellectual problem solving, but the collective and ongoing daily problem solving required of
a software team requires a level of communication and coordination among software developers that is of a
different, more elevated type. Highsmith (2000) gives a good overview.
16. Agile development processes are increasingly used to develop software - Agile development of software is a
widely used and growing approach to developing software. Agile teams are typically small and closely
coordinated, for the reasons cited above. Multiple agile teams may be used on large software projects, although
this is highly risky without an integrating architecture (Elssamadisy and Schalliol 2002). Agile development
proceeds iteratively in cycles that produce incremental versions of software, with cycle durations that vary from
one day to one month, although shorter durations are more common. Among the many factors that distinguish
agile development is the tendency to evolve the detailed requirements iteratively. Most agile approaches do not
produce an explicit design document. Martin (2003) gives a highly cited overview.
17. Verification and validation (V&V) of software should preferably proceed incrementally and iteratively Iterative development of working product increments allows incremental verification, which ensures that the
partial software product satisfies the technical requirements for that incremental version; additionally, it allows
for the incremental validation (ISO/IEC/IEEE 24765) of the partial product to make certain that it satisfies its
intended use, by its intended users, in its intended environment. Incremental verification and validation of
working software allows early detection and correction of encountered problems. Waiting to perform integration,
verification, and validation of complex systems until later life cycle stages, when these activities are on the
critical path to product release, can result in increased cost and schedule impacts. Typically, schedules have
minimal slack time during later stages in projects. However, with iterative V&V, software configuration
management processes and associated traceability aspects may become complex and require special care to avoid
further problems. Chapter 4 of the SWEBOK discusses software testing, and provides numerous references,
including standards. Much has been written on the subject; a representative article is (Wallace and Fujii 1989).
18. Performance trade-offs are different for software than systems - Systems engineers use “performance” to
denote the entire operational envelope of a system; whereas software engineers use “performance” to mean
response time and the throughput of software. Consequentially, systems engineers have a larger design space in
which to conduct trade studies. In software, performance is typically enhanced by reducing other attributes, such
as security or ease of modification. Conversely, enhancing attributes such as security and ease of modification
typically impacts performance of software (response time and throughput) in a negative manner.
19. Risk management for software projects differs in kind from risk management for projects that develop
physical artifacts - Risk management for development of hardware components is often concerned with issues
such as supply chain management, material science, and manufacturability. Software and hardware share some
similar risk factors: uncertainty in requirements, schedule constraints, infrastructure support, and resource
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availability. In addition, risk management in software engineering often focuses on issues that result from
communication problems and coordination difficulties within software development teams, across software
development teams, and between software developers and other project members (e.g., hardware developers,
technical writers, and those who perform independent verification and validation). See (Boehm 1991) for a
foundational article on the matter.
20. Software metrics include product measures and process measures - The metrics used to measure and report
progress of software projects include product measures and process (ISO/IEC/IEEE 24765) measures. Product
measures include the amount of software developed (progress), defects discovered (quality), avoidable rework
(defect correction), and budgeted resources used (technical budget, memory and execution cycles consumed, etc.).
Process measures include the amount of effort expended (because of the people-intensive nature of software
development), productivity (software produced per unit of effort expended), production rate (software produced
per unit time), milestones achieved and missed (schedule progress), and budgeted resources used (financial
budget). Software metrics are often measured on each (or, periodically, some) of the iterations of a development
project that produces a next working version of the software. Chapter 8 and Chapter 7 of the SWEBOK address
this.
21. Progress on software projects is sometimes inadequately tracked - In some cases, progress on software
projects is not adequately tracked because relevant metrics are not collected and analyzed. A fundamental
problem is that accurate tracking of a software project depends on knowing how much software has been
developed that is suitable for delivery into the larger system or into a user environment. Evidence of progress in
the form of working software is one of the primary advantages of the iterative development of working software
increments.
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In recent decades, software has become ubiquitous. Almost all modern engineered systems include significant
software subsystems; this includes systems in the transportation, finance, education, healthcare, legal, military, and
business sectors. Along with the increase in software utility, capability, cost, and size there has been a corresponding
growth in methods, models, tools, metrics and standards, which support software engineering.
Chapter 10 of the SWEBOK discusses modeling principles and types, and the methods and tools that are used to
develop, analyze, implement, and verify the models. The other SWEBOK chapters on the software development
phases (e.g., Software Design) discuss methods and tools specific to the phase. Table 1 identifies software
engineering features for different life-cycle phases. The table is not meant to be complete; it simply provides
examples. In Part 2 of the SEBoK there is a discussion of models and the following is one of the definitions offered:
“an abstraction of a system, aimed at understanding, communicating, explaining, or designing aspects of interest of
that system” (Dori 2002).
For the purposes of Table 1 the definition of a model is extended to some aspect of the software system or its
development. As an example, “Project Plan” is listed as a model in the Software Management area. The idea is that
the Project Plan provides a model of how the project is going to be carried out: the project team organization, the
process to be used, the work to be done, the project schedule, and the resources needed.
Table 1: SWE Features (SEBoK Original)
Life-Cycle Activity
Software Management

Models
•
•
•
•
•
•

Methods & Tools

Standards

Life-Cycle Process Model
Work Breakdown Structure
Constructive Cost Model (COCOMO)
Project Plan
Configuration Management (CM) Plan
Risk Management Plan

•
•
•
•
•
•
•

Effort, Schedule and Cost Estimation
Risk Analysis
Data Collection
Project Tracking
CM Management
Iterative/Incremental Development
Agile Development

•
•
•
•

[IEEE 828]
[IEEE 1058]
[IEEE 1540]
[IEEE 12207]

Software Requirements •
•
•
•
•
•

Functional Model
User Class Model
Data Flow Diagram
Object Model
Formal Model
User Stories

•
•
•
•
•
•
•
•
•

Requirements Elicitation
Prototyping
Structural Analysis
Data-Oriented Analysis
Object-Oriented Analysis
Object Modeling Language (OML)
Formal Methods
Requirements Specification
Requirements Inspection

•
•
•

[IEEE 830]
[IEEE 1012]
[IEEE 12207]

Software Design

Architectural Model
Structure Diagram
Object Diagram
Class Specification
Data Model

•
•
•
•
•
•
•
•

Structured Design
Object-Oriented Design
OML
Modular Design
Integrated Development Environment (IDE)
Database Management System (DBMS)
Design Review
Refinement

•
•
•
•

[IEEE 1012]
[IEEE 1016]
[IEEE 12207]
[IEEE 42010]

•
•
•
•
•
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Software Construction

•
•
•
•
•
•

Detail Design Document
Pseudocode
Flow Chart
Program Code
Unit Test Plan
Integration Test Plan

•
•
•
•
•
•
•
•
•
•
•
•
•

Detailed Design
Functional Programming
Object-Oriented Programming
IDE
DBMS
Black Box/White Box Testing
Basic Path Testing
Unit Testing
Code Review
Proof of Correctness
Software Reuse
Integration
Integration Testing

•
•
•
•

[IEEE 1008]
[IEEE 1012]
[IEEE 1016]
[IEEE 12207]

Software Testing

•
•
•

System Test Plan
Reliability Model
Software Maintenance Process

•
•
•
•
•
•

Usability Testing
System Testing
Acceptance Testing
Regression Testing
Reliability Testing
Non-Functional Software Testing

•
•
•

[IEEE 829]
[IEEE 1012]
[IEEE 12207]

Software Maintenance

•

Software Maintenance Process

•
•
•
•
•
•
•

Automated Testing Tools
Maintenance Change
Impact Analysis
Inventory Analysis
Restructuring
Reverse Engineering
Re-engineering

•
•
•

[IEEE 1219]
[IEEE 12207]
[IEEE 14764]

Software Metric
A software metric is a quantitative measure of the degree a software system, component, or process possesses a
given attribute. Because of the abstract nature of software and special problems with software schedule, cost, and
quality, data collection and the derived metrics are an essential part of software engineering. This is evidenced by the
repeated reference to measurement and metrics in the SWEBOK. Table 2 describes software metrics that are
collected and used in different areas of software development. As in Table 1 the list is not meant to be complete, but
to illustrate the type and range of measures used in practice.
Table 2: Software Metrics * (SEBoK Original)
Category

Metrics

Management Metrics

•
•
•
•
•
•
•
•

Size: Lines of Code (LOC*), Thousand Lines of Code (KLOC)
Size: Function points, Feature Points
Individual Effort: Hours
Task Completion Time: Hours, Days, Weeks
Project Effort: Person-Hours
Project Duration: Months
Schedule: Earned Value
Risk Projection: Risk Description, Risk Likelihood, Risk Impact

Software Quality Metrics

•
•
•
•

Defect Density - Defects/KLOC (e.g., for system test)
Defect Removal Rate – Defects Removed/Hour (for review and test)
Test Coverage
Failure Rate
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Software Requirements Metrics

•
•
•
•
•

Change requests (received, open, and closed)
Change request frequency
Effort required to implement a requirement change
Status of requirements traceability
User stories in the backlog

Software Design Metrics

•
•
•
•
•

Cyclomatic Complexity
Weighted Methods per Class
Cohesion - Lack of Cohesion of Methods
Coupling - Coupling Between Object Classes
Inheritance - Depth of Inheritance Tree, Number of Children

Software Maintenance and Operation •
•
•
•
•

Mean Time Between Changes (MTBC)
Mean Time to Change (MTTC)
System Reliability
System Availability
Total Hours of Downtime

*Note: Even though the LOC metric is widely used, using it comes with some problems and concerns: different
languages, styles, and standards can lead to different LOC counts for the same functionality; there are a variety of
ways to define and count LOC– source LOC, logical LOC, with or without comment lines, etc.; and automatic code
generation has reduced the effort required to produce LOC.
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Lead Authors: Dave Olwell, Art Pyster Contributing Authors: Richard Turner, Dick Fairley, Scott Jackson, Alice
Squires
Every system has a set of properties that are largely a function of the system as a whole rather than just its
constituent parts. There are dozens of these properties such as security, reliability, safety, resistance to
electromagnetic interference, usability, and resilience. This Knowledge Area (KA) describes many of the most
important such properties and how they are realized. The vocabulary to talk about these properties is not standard.
Alternatively, they are called quality attributes, non-functional requirements, -ilities, and specialties. In this KA, the
term specialty engineering refers to the collective engineering of all quality attributes of a system.
Quality attributes are often interdependent rather than orthogonal; e.g. making a system more secure may make it
harder to use but also safer. Increasing system reliability often requires using more expensive parts and adding
redundant components. Hence, higher reliability often means higher cost to deliver a system – another system
property. However, higher reliability might mean lower maintenance cost – another system property. A systems
engineer typically makes many decisions and takes many actions with regard to system properties; e.g. specifying
which properties are important for a particular system, stating how those properties will be measured, trading off
conflicting properties, and verifying that a system has the specified properties. Barry Boehm (2016), as the lead for a
project of the Systems Engineering Research Center [1], introduced an ontology to describe system quality attributes
as a way of enabling smarter tradeoffs between them and understanding the impact of those trades on cost. Also, see
the article on Quality Management for more information on how these decisions and actions are managed.
Many consider specialty engineering to be a sub-discipline of SE itself; e.g. they consider security engineering,
safety engineering, resilience engineering, etc. to be part of SE. Others consider them to be stand-alone disciplines in
their own right with close ties to SE. Either way, their mastery is important to a system engineer. This KA includes
topical articles on several specialty engineering disciplines. Some articles will treat the topic of the article as a
sub-discipline of SE itself; others will treat it as a closely related but separate discipline. This disparity reflects both
the diversity of opinions on this matter and the fact that SEBoK articles are written by a wide array of authors.

Topics
Each part of the SEBoK is divided into knowledge areas (KAs), which are groupings of information with a related
theme. The KAs, in turn, are divided into topics. This KA contains articles on the following topics, shown in
alphabetical order:
•
•
•
•
•
•

Human Systems Integration
Manufacturability and Producibility
System Affordability
System Hardware Assurance
System Reliability, Availability, and Maintainability
System Resilience

• System Resistance to Electromagnetic Interference
• System Safety
• System Security

Systems Engineering and Quality Attributes
Over time, this KA will expand to add topical articles about other quality attributes.

Specialty Requirements
The systems engineering team must ensure that requirements about quality attributes (also called specialty
requirements) are properly reviewed with regard to their impact on life cycle costs, development schedule, technical
performance, and operational utility. For example, security requirements can impact operator workstations,
electromagnetic interference requirements can impact the signal in the interfaces between subsystems, and
mass-volume requirements may preclude the use of certain materials to reduce subsystem weight.
Engineering specialists audit the evolving design and resulting configuration items to ensure that the overall system
performance also satisfies the specialty requirements. Including appropriate specialty engineers within each systems
engineering team ensures that all specialty requirements are identified and balanced throughout the development
cycle.

Integration of Specialty Engineering
Integration of specialty engineering into a project or program is, or should be, a major objective of systems
engineering management. (Endler 2016, Kossiakoff et al. 2020) With properly implemented procedures, the rigor of
the systems engineering process ensures participation of the specialty disciplines at key points in the technical
decision-making process. Special emphasis on integration is mandatory because a given design could in fact be
accomplished without consideration of these specialty disciplines, leading to the possibility of system ineffectiveness
or failure when an unexamined situation occurs in the operational environment.
For example, human factors considerations can contribute to reduced workloads and therefore lower error rates by
operators in aircraft cockpits, at air-traffic consoles, or in nuclear reactor stations. Similarly, mean-time-to-repair
features can significantly increase overall system availability in challenging physical environments, such as
mid-ocean or outer space or in safety critical environments such as hospital intensive care units or in traffic control
systems in city centers. Specialty engineering requirements are often manifest as constraints on the overall system
design space. The role of systems engineering is to balance these constraints with other functionality in order to
harmonize total system performance. The end goal is to produce a system that provides utility and effectiveness to
the customer at an affordable price.
As depicted in Figure 1, systems engineering plays a leadership role in integrating traditional disciplines, specialty
disciplines, and unique system product demands to define the system design. Relationships for this integration
process are represented as interactions among three filters.
The first filter is a conceptual analysis that leverages traditional design consideration (structural, electronics,
aerodynamics, mechanical, thermodynamics, etc.). The second filter evaluates the conceptual approach using
specialty disciplines, such as safety, affordability, quality assurance, human factors, reliability and maintainability,
producibility, packaging, test, logistics, and others, to further requirements development. Design alternatives that
pass through these two processes go through a third filter that incorporates facility design, equipment design,
procedural data, computer programs, and personnel to develop the final requirements for design selection and further
detailed development.
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Figure 1. Integration Process for Specialty Engineering (USAF 2000). Released by the U.S. Air Force.
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Human systems integration (HSI) is “the management and technical discipline of planning, enabling, coordinating,
and optimizing all human-related considerations during system design, development, test, production, use and
disposal of systems, subsystems, equipment and facilities.” (SAE 2019).
Though used by industries around the world, HSI was initiated by the U.S. Department of Defense (DoD) as part of
the “total system approach” to acquisition. The goal of HSI is to “optimize total system performance (hardware,
software, and human), operational effectiveness, and suitability, survivability, safety, and affordability.” (DoD 2003.)
This article itself focuses on HSI within the DoD, although much of it is applicable to other government and
commercial organizations worldwide.
HSI activities must be initiated “early in system development (during stakeholder requirements generation) and
continuously through the development process to realize the greatest benefit to the final system solution and
substantial life cycle cost savings.” (INCOSE 2015).
HSI generally incorporates the following seven domains as integration considerations (although some organizations
may use a slightly different set): manpower, personnel, training, human factors engineering, safety and occupational
health, force protection and survivability, and habitability.

Human Systems Integration

Overview
Historically, insufficient systems engineering resources were dedicated to ensuring proper integration of humans
with the rest of the system. Most projects were technology-centered with human considerations being addressed
through training. Technological systems were hard to use and maintain resulting in large manpower and training
costs, reduced system performance, and increased risk of catastrophic loss, among other impacts.
The U.S. Army was among the first to address this with the Manpower and Personnel Integration (MANPRINT)
program in 1986. MANPRINT emphasized the consideration of the HSI domains throughout the system acquisition
as a standard part of the systems engineering effort. The approach has since been adopted by the broader DoD, by
other militaries, and by civilian government agencies around the world. (Booher 2003). Some organizations,
particularly the U.K. Ministry of Defence, use the term Human Factors Integration (HFI).
HSI applies systems engineering processes, tools, and techniques to ensure that human considerations are given
proper weight in all system development activities. HSI should not be confused with Human Factors Engineering
(HFE); HFE is a domain of HSI focusing on designing human interfaces. HSI is about mutual integration of
technology, organizations, and people.

System Description
HSI is more than human factors, human-computer interaction, or systems engineering. It is a technical and
managerial set of processes that involves the consideration and integration of multiple domains. In addition, HSI
involves complexity analysis and organization design and management. Various organizations represent the HSI
domains differently as the number and names of the domains are aligned with existing organizational structures.
Booher (2003) first presented the original seven US Army domains as manpower, personnel, training, human factors
engineering, soldier survivability, system safety and health hazards. Other countries may have a different number of
domains with slightly different names, however, all the technical work of the domains is present. For example, the
UK Defence Standard (00-251) includes seven similar domains: manpower, personnel, health hazards, training,
human factors engineering, social/ organizational and system safety. The seven domains used across the DoD
Instruction (DoD 2017) that tells how to operate the DoD Acquisition System are as follows:
1. Manpower Determining the most efficient and cost-effective mix of manpower and contract support necessary to
operate, maintain, provide training and support the system. Manpower describes the number and mix of personnel
required to carry out a task, multiple tasks, or mission in order to operate, maintain, support, and provide training
for a system. Manpower factors are those variables that define manpower requirements. These variables include
job tasks, operation/maintenance rates, associated workload, and operational conditions (e.g., risk of operator
injury) (DAU 2010).
2. Personnel: Determining and selecting the appropriate cognitive, physical, and social capabilities required to
train, operate, maintain, and sustain systems based on available personnel inventory or assigned to the mission.
Personnel factors are those human aptitudes (i.e., cognitive, physical, and sensory capabilities), knowledge, skills,
abilities, and experience levels that are needed to properly perform job tasks. Personnel factors are used to
develop occupational specialties for system operators, maintainers, trainers, and support personnel (DAU 2010).
The selection and assignment of personnel is critical to the success of a system, as determined by the needs set up
by various work-related requirements.
3. Training: Developing efficient and cost-effective options that enhance user capabilities and maintain skill
proficiencies for individual, collective, and joint training of operators and maintainers. Training is the learning
process by which personnel individually or collectively acquire or enhance pre-determined job-relevant
knowledge, skills, and abilities by developing their cognitive, physical, sensory, and team dynamic abilities. The
"training/instructional system" integrates training concepts and strategies, as well as elements of logistic support
to satisfy personnel performance levels required to operate, maintain, and support the systems. It includes the
"tools" used to provide learning experiences, such as computer-based interactive courseware, simulators, actual
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equipment (including embedded training capabilities on actual equipment), job performance aids, and Interactive
Electronic Technical Manuals (DAU 2010).
4. Human Factors Engineering: The integration of human characteristics into system definition, design,
development, and evaluation to optimize human-system performance under operational conditions. Human
factors engineering (HFE) is primarily concerned with designing human-machine interfaces consistent with the
physical, cognitive, and sensory abilities of the user population (DAU 2010). It focuses on ensuring that the
system design is compatible with the human user. HFE considers required human tasks, and the sensory,
perceptual, mental, and physical attributes of the user personnel who will operate, control, maintain, and support
the equipment, system, or facility. The objective of HFE is to optimize human-system performance within the
desired levels of life-cycle costs. HFE domain considerations span a wide range and include design and layout of
working areas, user-equipment interfaces, use of automation and decision aids, and normal, non-normal, and
emergency conditions.
5. Safety & Occupational Health: Consider environmental, safety and occupational health in determining system
design characteristics to enhance job performance and minimize risks of illness, disability, injury and death to
operators and maintainers. Safety considers the design features and operating characteristics of a system that serve
to minimize the potential for human or machine errors or failure that cause injurious accidents (DAU 2010).
Safety also encompasses the administrative procedures and controls associated with the operations, maintenance,
and storage of a system. Occupational health factors are those system design features that serve to minimize the
risk of injury, acute or chronic illness, or disability, and/or reduce job performance of personnel who operate,
maintain, or support the system. Prevalent issues include noise, chemical safety, atmospheric hazards (including
those associated with confined space entry and oxygen deficiency), vibration, ionizing and non-ionizing radiation,
and human factors issues that can create chronic disease and discomfort such as repetitive motion diseases. Many
occupational health problems, particularly noise and chemical management, overlap with environmental impacts.
Human factors stress that creating a risk of chronic disease and discomfort overlaps with occupational health
considerations (DAU 2010).
6. Force Protection & Survivability: Impact system design (e.g., egress, survivability) to protect individuals and
units from direct threat events and accidents, including chemical, biological, and nuclear threats. Force Protection
and Survivability is the HSI domain that facilitates system operation and personnel safety during and after
exposure to hostile situations or environments. Force protection refers to all preventive measures taken to mitigate
hostile actions against personnel (to include family members), resources, facilities, and critical information.
Survivability denotes the capability of the system and/or personnel manning the system to avoid or withstand
manmade hostile environments without suffering an abortive impairment of his/her ability to accomplish its
designated mission. Survivability factors consist of those system design features that reduce the risk of fratricide,
detection, and the probability of being attacked, and that enable personnel to withstand man-made hostile
environments without aborting the mission or objective, or suffering acute chronic illness, disability, or death.
Survivability attributes are those that contribute to the survivability of manned systems (DAU 2010).
7. Habitability: Establishing and enforcing requirements for individual and unit physical environments, personnel
services, and living conditions, to prevent or mitigate risk conditions that adversely impact performance, quality
of life and morale, or degrade recruitment or retention. Habitability factors are those living and working
conditions that are necessary to sustain the morale, safety, health, and comfort of the user population. They
directly contribute to personnel effectiveness and mission accomplishment and often preclude recruitment and
retention problems. Examples include lighting, space, ventilation, and sanitation; noise and temperature control
(i.e., heating and air conditioning); religious, medical, and food services availability; and berthing, bathing, and
personal hygiene. Habitability consists of those characteristics of systems, facilities (temporary and permanent),
and services necessary to satisfy personnel needs. Habitability factors are those living and working conditions that
result in levels of personnel morale, safety, health, and comfort adequate to sustain maximum personnel
effectiveness, support mission performance, and avoid personnel retention problems (DAU 2010).
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Discipline Management
In a contractor project organization, the human systems integrator is typically a member of the senior engineering
staff reporting to either the systems engineering lead or chief engineer.
HSI activities are documented in the Systems Engineering Management Plan (SEMP). Larger programs may have a
stand-alone HSI Plan (HSIP) compatible with and referenced by the SEMP. HSI activities are tailored to the needs of
the project and the project life cycle (NASA 2016).
Most projects implement a Joint HSI Working Group between the customer and contractor. This enables sharing of
priorities, knowledge, and effort to allow each group to achieve their objectives.

Discipline Relationships
Interactions
Interactions include:
• SE: HSI is an integral part of the systems engineering effort and the integrator participates in all relevant systems
engineering activities during the whole life cycle of the system being considered.
• HSI domain experts: Domain experts collaborate with the human systems integrator to achieve HSI objectives,
though this may or may not be a direct reporting relationship.
• The contractor and customer may each have a human systems integrator and various domain experts; each role
should collaborate with their counterparts to the appropriate extent.
• HSI domain experts may participate in integrated product teams (IPTs)/design teams as full participants or
consultants as appropriate for the needs of the project.
• HSI shares many concerns with Reliability, Availability, and Maintainability (RAM). The integrator and/or
domain experts may collaborate with RAM specialists as appropriate.
• The integrator and/or domain experts should work with the Test & Evaluation team to ensure that HSI is
represented in test and evaluation events.
• HSI shares many concerns with logistics and supportability, the integrator and/or domain experts may collaborate
with this team as appropriate.

Dependencies
HSI depends on sufficient scope of work and authorization from the project. Proper planning and leadership buy-in
is a key enabler.

Discipline Standards
Note: These are standards relevant to the practice of HSI specifically and not each of the HSI domains, which have
their own standards and practices.
• National Aeronautics and Space Administration (NASA). 2015. Human Systems Integration Practitioner’s Guide.
NASA/SP-2015-3709. Houston: Johnson Space Center.
• SAE International. 2019. Standard Practice for Human Systems Integration. SAE6906. Warrendale, PA: SAE
International.
• U.K. Ministry of Defence. 2016. Defence Standard 00-251: Human Factors Integration for Defence Systems.
Glasglow: Defence Equipment and Support.
• U.S. Army. 2015. Regulation 602-2: Human Systems Integration in the System Acquisition Process. Washington:
Headquarters, Department of the Army.
• U.S. Department of Defense. 2011. Data Item Description: Human Systems Integration Program Plan.
DI-HFAC-81743A.
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• U.S. Navy. 2017. Opnav Instruction 5310.23A: Navy Personnel Human Systems Integration. Washington: Office
of the Chief of Naval Operations: Department of the Navy.

Personnel Considerations
HSI is conducted by a human systems integrator. The integrator is part of the systems engineering team responsible
for conducting systems engineering related to human and organizational considerations and for coordinating the
work of the HSI domain experts.
HSI uses the same techniques and approaches as systems engineering with additional consideration for non-materiel
aspects of the system. Therefore, the integrator must be well-versed in the SE process and have a working
understanding of each of the domains. The integrator does not need to be an expert in any of the domains.
The human systems integrator’s responsibilities include:
• providing inputs to the SEMP and/or creating an HSI Plan (HSIP) compatible with the SEMP and the project life
cycle (NASA Systems Engineering Handbook 2016)
• tailoring the scope of HSI efforts to the needs of the project and system life cycle
• ensuring HSI domains are given appropriate consideration across all programmatic and engineering activities
• assisting domain personnel in planning domain activities
• facilitating execution of domain tasks and collaboration among domains
• making tradeoffs among domains to optimize the attainment of HSI goals
• optimizing the impact of domains on the acquisition program from the perspectives of performance,
sustainability, and cost
• integrating the results of domain activities and representing them to the rest of the acquisition program from a
total HSI perspective
• facilitating interactions among domains within the scope of HSI, and between HSI and the rest of the program
• tracking, statusing, and assessing HSI risks, issues and opportunities that have surfaced during the execution of
the program

Metrics
Human-System Measures of Effectiveness
A measure of effectiveness (MOE) is a metric corresponding to the accomplishment of the mission objective. MOEs
measure system performance in a representative mission context, including with representative users. Effectiveness
is typically achieved through a combination of hardware, software, and human components, thus there are not
typically HSI-specific MOEs.
MOEs may be decomposed into measures of performance (MOP) and measures of suitability (MOS). There may be
HSI-specific MOPs and MOSs. For example, an MOE for an air defense radar might be positive detection
probability, with an MOP for the radar’s effective resolution and an MOP for the operator’s ability to identify the
target. It is the human system integrator’s responsibility to ensure that relevant MOPs and MOSs are identified and
incorporated into modeling, simulation, test, and evaluation efforts. The integrator and domain experts may
contribute to these efforts as appropriate.
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Models
HSI Process Models
HSI shares common systems engineering models with general systems engineering; e.g. the SE Vee process model.
Additionally, a number of HSI-specific models and processes exist. A particularly good resource is "A
User-Centered Systems Engineering Framework" by Ehrhart and Sage (in Booher 2003).

Human Performance and Domain Models
A variety of human performance models exist for cognition, behavior, anthropometry, strength, fatigue, attention,
situation awareness, etc. Additionally, a variety of models exist for each HSI domain. The integrator should have a
good understanding of the types of models available and the appropriate applications. In a project utilizing
model-based systems engineering, the system model should include humans. The integrator should ensure sufficient
fidelity to meet the needs of the project. Human-in-the-loop simulations should be encouraged during the design
process as during the whole life cycle of a product.

Tools
HSI shares common tools with systems engineering. A sample of HSI-specific tools include:
• Command Control and Communications - Techniques for Reliable Assessment of Concept Execution
(C3TRACE) [1] developed by U.S. Army Research Labs.
• Comprehensive Human Integration Evaluation Framework (CHIEF) [2] developed by U.S. Navy.
• Human Analysis and Requirements Planning System (HARPS) [3] developed by U.S. Navy Space and Naval
Warfare Systems Command.
• Human Systems Integration Framework (HSIF) [4] developed by U.S. Air Force. (USAF 2009)
• Improved Performance and Research Integration Tool (IMPRINT) [1] developed by U.S. Army Research Labs.
Additionally, each HSI domain has specific tools and approaches for their unique efforts and considerations.

Practical Considerations
Pitfalls
Many organizations assign a human factors engineer to the human systems integrator role. This can be a mistake if
the individual is not well versed in the SE process. Relegating HSI to a “specialty engineering” team deprives the
integrator of sufficient scope and authority to accomplish their mission.

Proven Practices
Ensure the human systems integrator is a knowledgeable systems engineer with the respect of the other systems
engineers and with a good understanding of each of the HSI domains. A human systems integrator should be
involved in program planning activities to ensure sufficient budget and schedule. They should be involved in
technical planning activities to create sufficient scope in the SEMP/HISPP, identify HSI-related risks and
opportunities, recommend HSI trade studies, etc. There is significant overlap and trade space among the HSI
domains, therefore the domain experts, led by the integrator, should collaborate throughout the project to optimize
the impact of HSI.
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Manufacturability and Producibility
Lead Authors: Dick Fairley, Kevin Forsberg, Contributing Authors: Paul Phister, Alice Squires, Richard Turner
Manufacturability and producibility is an engineering specialty. The machines and processes used to build a system
must be architected and designed. A systems engineering approach to manufacturing and production is necessary
because manufacturing equipment and processes can sometimes cost more than the system being built (Maier and
Rechtin 2009). Manufacturability and producibility can be a discriminator between competing system solution
concepts and therefore must be considered early in the study period, as well as during the maturing of the final
design solution.

Overview
The system being built might be intended to be one-of-a-kind or to be reproduced multiple times. The manufacturing
system differs for each of these situations and is tied to the type of system being built. For example, the manufacture
of a single-board computer would be vastly different from the manufacture of an automobile. Production involves
the repeated building of the designed system. Multiple production cycles require the consideration of production
machine maintenance and downtime.
Manufacturing and production engineering involve similar systems engineering processes specifically tailored to the
building of the system. Manufacturability and producibility are the key attributes of a system that determine the ease
of manufacturing and production. While manufacturability is simply the ease of manufacture, producibility also
encompasses other dimensions of the production task, including packaging and shipping. Both these attributes can be
improved by incorporating proper design decisions that take into account the entire system life cycle (Blanchard and
Fabrycky 2010).
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System Affordability
Lead Author: Paul Phister, Contributing Author: Ray Madachy
According to MITRE (2014), affordability is the "ability to fund desired investment". "Solutions are affordable if
they can be deployed in sufficient quantity to meet mission needs within the (likely) available budget." INCOSE
(2015) offers a slightly deeper definition. A system is affordable to the degree that system performance, cost, and
schedule constraints are balanced over the system life, while mission needs are satisfied in concert with strategic
investment and organizational needs. Design for affordability is the practice of considering affordability as a design
characteristic or constraint.
Increasing competitive pressures and the scarcity of resources demand that systems engineering (SE) improve
affordability. Several recent initiatives have made affordability their top technical priority. They also call for a high
priority to be placed on research into techniques — namely, improved systems autonomy and human performance
augmentation — that promise to reduce labor costs, provide more efficient equipment to reduce supply costs, and
create adaptable systems whose useful lifetime is extended cost-effectively.
However, methods for cost and schedule estimation have not changed significantly to address these new challenges
and opportunities. There is a clear need for:
• new methods to analyze tradeoffs between cost, schedule, effectiveness, and resilience;
• new methods to adjust priorities and deliverables to meet budgets and schedules; and
• more affordable systems development processes.
All of this must be accomplished in the context of the rapid changes underway in technology, competition,
operational concepts, and workforce characteristics.

Overview
Historically, cost and schedule estimation has been decoupled from technical SE tradeoff analyses and decision
reviews. Most models and tools focus on evaluating either cost-schedule performance or technical performance, but
not the tradeoffs between the two. Meanwhile, organizations and their systems engineers often focus on affordability
to minimize acquisition costs. They are then drawn into the easiest-first approaches that yield early successes, at the
price of being stuck with brittle, expensive-to-change architectures that increase technical debt and life cycle costs.
Two indications that the need for change is being recognized in systems engineering are that the INCOSE SE
Handbook now includes affordability as one of the criteria for evaluating requirements (INCOSE 2015) and that
there is a trend in SE towards stronger focus on maintainability, flexibility, and evolution (Blanchard, Verma, and
Peterson 1995).
There are pitfalls for the unwary. Autonomous systems experience several hazardous failure modes, including:
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• system instability due to positive feedback — where an agent senses a parameter reaching a control limit and
gives the system a strong push in the other direction, causing the system to rapidly approach the other control
limit, causing the agent (or another) to give it an even stronger push in the original direction, and so on
• self-modifying autonomous agents which fail after several self-modifications — the failures are difficult to
debug because the agent’s state has been changing
• autonomous agents performing weakly at commonsense reasoning about system control decisions by human
operators, and so tend to reach incorrect conclusions and make incorrect decisions about controlling the system
• multiple agents making contradictory decisions about controlling the system, and lacking the ability to
understand the contradiction or to negotiate a solution to resolve it
Modularization of the system’s architecture around its most frequent sources of change (Parnas 1979) is a key SE
principle for affordability. This is because when changes are needed, their side effects are contained in a single
systems element, rather than rippling across the entire system.
This approach creates the need for three further improvements:
• refocusing the system requirements, not only on a snapshot of current needs, but also on the most likely sources
of requirements change, or evolution requirements;
• monitoring and acquiring knowledge about the most frequent sources of change to better identify requirements for
evolution;
• evaluating the system’s proposed architecture to assess how well it supports the evolution requirements, as well as
the initial snapshot requirements.
This approach can be extended to produce several new practices. Systems engineers can
• identify the commonalities and variability across the families of products or product lines, and develop
architectures for creating (and evolving) the common elements once with plug-compatible interfaces for inserting
the variable elements,;(Boehm, Lane, and Madachy 2010)
• extrapolate principles for service-oriented system elements that are characterized by their inputs, outputs, and
assumptions, and that can easily be composed into systems in which the sources of change were not anticipated;
• develop classes of smart or autonomous systems whose many sensors identify needed changes, and whose
autonomous agents determine and effect those changes in microseconds, or much more rapidly than humans can,
reducing not only reaction time, but also the amount of human labor needed to operate the systems, thus
improving affordability.

Personnel Considerations
Autonomous systems need human supervision, and the humans involved require better methods for trend analysis
and visualization of trends (especially undesired ones).
There is also the need, with autonomous systems, to extend the focus from life cycle costs to total ownership costs,
which encompass the costs of failures, including losses in sales, profits, mission effectiveness, or human quality of
life. This creates a further need to evaluate affordability in light of the value added by the system under
consideration. In principle, this involves evaluating the system’s total cost of ownership with respect to its mission
effectiveness and resilience across a number of operational scenarios. However, determining the appropriate
scenarios and their relative importance is not easy, particularly for multi-mission systems of systems. Often, the best
that can be done involves a mix of scenario evaluation and evaluation of general system attributes, such as cost,
schedule, performance, and so on.
As for these system attributes, different success-critical stakeholders will have different preferences, or utility
functions, for a given attribute. This makes converging on a mutually satisfactory choice among the candidate
system solutions a difficult challenge involving the resolution of the multi-criteria decision analysis (MCDA)
problem among the stakeholders (Boehm and Jain 2006). This is a well-known problem with several paradoxes, such
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as Arrow’s impossibility theorem that describes the inability to guarantee a mutually optimal solution among several
stakeholders, and several paradoxes in stakeholder preference aggregation in which different voting procedures
produce different winning solutions. Still, groups of stakeholders need to make decisions, and various negotiation
support systems enable people to better understand each other’s utility functions and to arrive at mutually satisfactory
decisions, in which no one gets everything that they want, but everyone is at least as well off as they are with the
current system.
Also see System Analysis for considerations of cost and affordability in the technical design space.
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McDermott
This article describes the discipline of hardware assurance, especially as it relates to systems engineering. It is part of
the SE and Quality Attributes Knowledge Area.

Overview
System hardware assurance is a set of system security engineering activities (see System Security for more
information) undertaken to quantify and increase the confidence that electronics function as intended and only as
intended throughout their life cycle, and to manage identified risks. The term hardware refers to electronic
components, sometimes called integrated circuits or chips. As products of multi-stage processes involving design,
manufacturing and post-manufacturing, packaging, and test, they must function properly under a wide range of
circumstances. Hardware components – alone and integrated into subcomponents, subsystems, and systems – have
weaknesses and vulnerabilities enabling exploitation. Weaknesses are flaws, bugs, or errors in design, architecture,
code, or implementation. Vulnerabilities are weaknesses that are exploitable in the context of use (Martin 2014).
Hardware assurance is conducted to minimize risks related to hardware that can enable adversarial exploitation and
subversion of functionality, counterfeit production, and loss of technological advantage. Challenges include
increasing levels of sophistication and complexity of hardware architectures, integrated circuits, operating systems,
and application software, combined with supply chain risks, emergence of new attack surfaces, and reliance on
global sources for some components and technologies.
After identifying concerns and applicable mitigations, hardware assurance offers a range of possible activities and
processes. At the component level, hardware assurance focuses on the hardware itself and the supply chain used to
design and manufacture it; at the subcomponent, subsystems, and system levels, hardware assurance incorporates the
software and firmware integrated with the component.
Engineering efforts to enhance trust in hardware have increased in response to complex hardware architectures, the
increasing sophistication of adversarial attacks on hardware, and globalization of supply chains. These factors raise
serious concerns about the security, confidentiality, integrity, and availability as well as the provenance and
authenticity of hardware. The “root of trust” (NIST 2020) of a system is typically contained in the processes, steps,
and layers of hardware components and across the systems engineering development cycle. System hardware
assurance focuses on hardware components and their interconnections with software and firmware to reduce risks to
proper function or other compromises of the hardware throughout the complete life cycle of components and
systems. Advances in hardware assurance tools and techniques will strengthen designs, and enhance assurance
during manufacturing, packaging, test, and deployment and operational use.
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Life Cycle Concerns of Hardware Components
Hardware assurance should be applied at various stages of a component’s life cycle from hardware architecture and
design, through manufacturing and testing, and finally throughout its inclusion in a larger system. The need for
hardware assurance then continues throughout its operational life including sustainment and disposal.
As semiconductor technology advances the complexity of electronic components, it increases the need to “bake-in”
assurance. Risks created during architecture, design, and manufacturing are challenging to address during the
operational phase. Risks associated with interconnections between and among chips are also a concern. Therefore,
improving a hardware assurance posture must occur as early as possible in the life cycle, thereby reducing the cost
and schedule impacts associated with “fixing” components later in the life cycle of the system.
A conceptual overview of the typical hardware life cycle (Figure 1) illustrates the phases of the life cycle of
components, as well as the subsystems and systems in which they operate. In each phase multiple parties and
processes contribute a large set of variables and corresponding attack surfaces. As a result, the potential exists for
compromise of the hardware as well as the subcomponents and systems in which they operate; therefore, matching
mitigations should be applied at the time the risks are identified.
INSERT Figure 1. Component Life Cycle HERE
Both the value of the hardware component and the associated cost of mitigating risks increase at each stage of the
life ycle. Therefore, it is important to identify and mitigate vulnerabilities as early as possible. It takes longer to find
and fix defects later, thereby increasing the complexity of replacing hardware with “corrected” designs that create
system integration issues. In addition to cost savings, early correction and mitigation avoid delays in creating an
operational system. It is essential to re-assess risks associated with hardware components throughout the life cycle
periodically, especially as operational conditions change.
Hardware assurance during system sustainment is a novel challenge given legacy hardware and designs with their
associated supply chains. In long-lived high-reliability systems, hardware assurance issues are compounded by
obsolescence and diminished sourcing of components, thereby increasing concerns related to counterfeits and
acquisitions from the gray market.

Function as Intended and Only as Intended
Exhaustive testing can check system functions against specifications and expectations; however, checking for
unintended functions is problematic. Consumers have a reasonable expectation that a purchased product will perform
as advertised and function properly (safely and securely, under specified conditions) – but consumers rarely consider
if additional functions are built into the product. For example, a laptop with a web-conferencing capability comes
with a webcam that will function properly when enabled, but what if the webcam also functions when turned off,
thereby violating expectations of privacy? Given that a state-of-the-art semiconductor component might have billions
of transistors, “hidden” functions might be exploitable by adversaries. The statement “function as intended and only
intended” communicates the need to check for unintended functions.
Hardware specifications and information in the design phase are needed to validate that components function
properly to support systems or missions. If an engineer creates specifications that support assurance that flow down
the system development process, the concept of “function as intended” can be validated for the system and mission
through accepted verification and validation processes. “Function only as intended” is also a consequence of
capturing the requirements and specifications to assure the product is designed and developed without extra
functionality. For example, a Field Programmable Gate Array (FPGA) contains programmable logic that is highly
configurable; however, the programmable circuitry might be susceptible to exploitation.
Given the specifications of a hardware component, specialized tools and processes can be used to determine with a
high degree of confidence whether the component’s performance meets specifications. Research efforts are underway
to develop robust methods to validate that a component does not have capabilities that threaten assurance or that are
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not specified in the original design. Although tools and processes can test for known weaknesses, operational
vulnerabilities, and deviations from expected performance, all states of possible anomalous behavior cannot
currently be determined or predicted.
Data and information can be used to validate the component’s function and should be collected from multiple sources
including designers, developers, and members of the user community. Designers and developers can provide deep
understanding of the component’s intended function and provide tests used to verify its functional performance
before fielding. The merging of component design and development information with extensive field data, including
third-party evaluation, contribute to assurance that the component is performing specified functions and that no
unintended functionality is observed.

Risks to Hardware
Modern systems depend on complex microelectronics, but advances in hardware without attention to associated risks
can expose critical systems, their information, and the people who rely on them. “Hardware is evolving rapidly, thus
creating fundamentally new attack surfaces, many of which will never be entirely secured”. (Oberg 2020) Therefore,
it is imperative that risk be modeled through a dynamic risk profile and be mitigated in depth across the entire
profile. Hardware assurance requires extensible mitigations and strategies that can and do evolve as threats do.
Hardware assurance methods seek to quantify and improve confidence that weaknesses that can become
vulnerabilities that create risks are mitigated.
Most hardware components are commercially designed, manufactured, and inserted into larger assemblies by
multi-national companies with global supply chains. Understanding the provenance and participants in complex
global supply chains is fundamental to assessing risks associated with the components.
Operational risks that derive from unintentional or intentional features are differentiated based on the source of the
feature. Three basic operational risk areas related to goods, products, or items are: failure to meet quality standards,
maliciously tainted goods, and counterfeit hardware. Counterfeits are usually offered as legitimate products, but they
are not. They may be refurbished or mock items made to appear as originals, re-marked products, the result of
overproduction, or substandard production parts rejected by the legitimate producer. Counterfeit risks and
substandard quality offer avenues for malware insertion and potential impacts to overall system performance and
availability.
Failure to follow quality standards including safety and security standards, especially in design, can result in
unintentional features or flaws being inadvertently introduced. These can occur through mistakes, omissions, or lack
of understanding how features might be manipulated by future users for nefarious purposes. Features introduced
intentionally for specific purposes can also make the hardware susceptible to espionage or control of the hardware at
some point in its life cycle.

Quantify and Improve Confidence
The quantification of hardware assurance is a key technical challenge because of the complex interplay among
designer, manufacturer and supply chains, and adversarial intent, as well as the challenge of defining “security” with
respect to hardware function. Quantification is necessary to identify and manage hardware risks within program
budgets and timeframes. It enables a determination of the required level of hardware assurance and whether
quantification is achievable throughout the hardware’s life cycle.
Current methods for quantifying hardware assurance are adapted from the fields of quality and reliability
engineering, which use methods like Failure Mode and Effects Analysis (FMEA). (SAE 2021) FMEA is
semi-quantitative and combines probabilistic hardware failure data and input from experts. Adapting FMEA to
quantify hardware assurance is hampered when it relies on assigning probabilities to human behavior that may be
motivated by money, malicious intent, etc. Expert opinion often varies when quantifying and weighting factors used
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in generating risk matrices and scores. In response, recent efforts are attempting to develop quantitative methods that
reduce subjectivity.
Game theoretic analysis (game theory) is the creation of mathematical models of conflict and cooperation between
intelligent and rational decision-makers. (Myerson 1991) Models include dynamic, as opposed to static, interactions
between attackers and defenders that can quantify the risks associated with potential interactions among adversaries,
hardware developers, and manufacturing processes. (Eames and Johnson 2017) Creation of the models forces one to
define attack scenarios explicitly and to input detailed knowledge of hardware development and manufacturing
processes. Outputs of the model may include a ranking of the most likely attacks to occur based on cost-benefit
constraints on the attackers and defenders. (Graf 2017) The results can empower decision-makers to make
quantitative trade-off decisions about hardware assurance.
Another quantification method that results in a confidence interval for detecting counterfeit/suspect microelectronics
is presented in the SAE AS6171 standard. (SAE 2016) Confidence is based on knowing the types of defects
associated with counterfeits, and the effectiveness of different tests to detect those defects. Along the same lines, a
standard for hardware assurance might be developed to quantify the confidence interval by testing against a
catalogue of known vulnerabilities, such as those documented in the MITRE Common Vulnerabilities and Exposures
(CVE) list. (MITRE 2020)
Distributed ledger technology (DLT) is an example of an emerging technology that could enable a standardized
approach for quantifying hardware assurance attributes such as data integrity, immutability, and traceability. DLT
can be used in conjunction with manufacturing data (such as dimensional measurement, parametric testing, process
monitoring, and defect mapping) to improve tamper resistance using component provenance and traceability data.
DLT also enables new scenarios of cross-organizational data fusion, opening the door to new classes of hardware
integrity checks.

Manage Risks
The selection of specific components for use in subsystems and systems should be the outcome of performance-risk
and cost-benefit trade-off assessments in their intended context of use. The goal of risk management and mitigation
planning is to select mitigations with the best overall operational risk reduction and the lowest cost impact. The
required level of hardware assurance varies with the criticality of a component's use and the system in which it is
used.
During a typical development life cycle of a system – architecture, design, code, and implementation – various types
of problems can pose risks to the operational functionality of the hardware components provided. These risks include
weaknesses or defects that are inadvertent (unintentional), as well as counterfeits that may be either inadvertent or
intentionally injected into the supply chain for financial motivations or malicious components designed to change
functionality.
Managing risk in the context of hardware assurance seeks to decrease the risk of weaknesses that create attack
surfaces that can be exploited, while improving confidence that an implementation resists exploitation. Ideally, risk
management reduces risk and maximizes assurance to an acceptable level. Often, risks are considered in the context
of likelihood of consequences and the costs and effectiveness of mitigations. However, new operationally impactful
risks are recognized continuously over the hardware life cycle and supply chains of components. At the same time
hardware weaknesses are often exploited through software or firmware. Therefore, to maximize assurance and
minimize operationally impactful risks mitigation-in-depth across all constituent components must be considered.
This highlights the need for a dynamic risk profile.
An example of a post-manufacturing mitigation involves a new hardware risk identified during field operation. A
dynamic risk profile can be used to characterize the issue and identify possible resources to address the suspect
component function. This profile can also be used to track and address risks throughout its life, including
obsolescence-related risk. One means of mitigating this kind of hardware life cycle risk is the use of existing
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programmable logic.
Just as with software patches and updates, new attack surfaces on hardware may become exposed through the
mitigation being applied, and they will likely take a long time to discover. In the example above, the programmable
logic is updated to provide a new configuration to protect the hardware. In this context, access to hardware
reconfiguration must be limited to authorized parties to prevent an unauthorized update that introduces weaknesses
on purpose or by accident. While programmable logic may have mitigated a specific attack surface or type of
weakness, additional mitigations are needed to minimize risk more completely. This is mitigation-in-depth –
multiple mitigations building upon one another.
Throughout the entire supply chain, critical pieces of information can be inadvertently exposed. The exposure of
such information directly enables the creation and exploitation of new attack surfaces. Therefore, the supply chain
infrastructure must also be assessed for weaknesses, and the development, use, and maintenance of hardware
components assured. The dynamic risk profile offers a framework to balance mitigations in the context of risk and
cost throughout the complete hardware and system life cycles.
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Reliability, availability, and maintainability (RAM) are three system attributes that are of tremendous interest to
systems engineers, logisticians, and users. They are often studied together. Collectively, they affect economic
life-cycle costs of a system and its utility.

Overview
Reliability, maintainability, and availability (RAM) are three system attributes that are of great interest to systems
engineers, logisticians, and users. Collectively, they affect both the utility and the life-cycle costs of a product or
system. The origins of contemporary reliability engineering can be traced to World War II. The discipline’s first
concerns were electronic and mechanical components (Ebeling 2010). However, current trends point to a dramatic
rise in the number of industrial, military, and consumer products with integrated computing functions. Because of the
rapidly increasing integration of computers into products and systems used by consumers, industry, governments,
and the military, reliability must consider both hardware, and software.
Maintainability models present some interesting challenges. The time to repair an item is the sum of the time
required for evacuation, diagnosis, assembly of resources (parts, bays, tool, and mechanics), repair, inspection, and
return. Administrative delay (such as holidays) can also affect repair times. Often these sub-processes have a
minimum time to complete that is not zero, resulting in the distribution used to model maintainability having a
threshold parameter.
A threshold parameter is defined as the minimum probable time to repair. Estimation of maintainability can be
further complicated by queuing effects, resulting in times to repair that are not independent. This dependency
frequently makes analytical solution of problems involving maintainability intractable and promotes the use of
simulation to support analysis.

System Description
This section sets forth basic definitions, briefly describes probability distributions, and then discusses the role of
RAM engineering during system development and operation. The final subsection lists the more common reliability
test methods that span development and operation.

Basic Definitions
Reliability
Defined as the probability of a system or system element performing its intended function under stated conditions
without failure for a given period of time (ASQ 2011). A precise definition must include a detailed description of the
function, the environment, the time scale, and what constitutes a failure. Each can be surprisingly difficult to define
as precisely as one might wish.
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Maintainability
Defined as the probability that a system or system element can be repaired in a defined environment within a
specified period of time. Increased maintainability implies shorter repair times (ASQ 2011).
Availability
Defined as the probability that a repairable system or system element is operational at a given point in time under a
given set of environmental conditions. Availability depends on reliability and maintainability and is discussed in
detail later in this topic (ASQ 2011).
A failure is the event(s), or inoperable state, in which any item or part of an item does not, or would not, perform as
specified (GEIA 2008). The failure mechanism is the physical, chemical, electrical, thermal, or other process that
results in failure (GEIA 2008). In computerized systems, a software defect or fault can be the cause of a failure
(Laprie 1992) which may have been preceded by an error which was internal to the item. The failure mode is the way
or the consequence of the mechanism through which an item fails (GEIA 2008, Laprie 1992). The severity of the
failure mode is the magnitude of its impact (Laprie 1992).

Probability Distributions used in Reliability Analysis
Reliability can be thought of as the probability of the survival of a component until time t. Its complement is the
probability of failure before or at time t. If we define a random variable T as the time to failure, then:
where R(t) is the reliability and F(t) is the failure probability. The failure probability is the cumulative distribution
function (CDF) of a mathematical probability distribution. Continuous distributions used for this purpose include
exponential, Weibull, log-normal, and generalized gamma. Discrete distributions such as the Bernoulli, Binomial,
and Poisson are used for calculating the expected number of failures or for single probabilities of success.
The same continuous distributions used for reliability can also be used for maintainability although the interpretation
is different (i.e., probability that a failed component is restored to service prior to time t). However, predictions of
maintainability may have to account for processes such as administrative delays, travel time, sparing, and staffing
and can therefore be extremely complex.
The probability distributions used in reliability and maintainability estimation are referred to as models because they
only provide estimates of the true failure and restoration of the items under evaluation. Ideally, the values of the
parameters used in these models would be estimated from life testing or operating experience. However, performing
such tests or collecting credible operating data once items are fielded can be costly. Therefore, approximations
sometimes use data from “similar systems”, “engineering judgment”, and other methods. As a result, those estimates
based on limited data may be very imprecise. Testing methods to gather such data are discussed below.

RAM Considerations during Systems Development
RAM are inherent product or system attributes that should be considered throughout the development lifecycle.
Reliability standards, textbook authors, and others have proposed multiple development process models (O’Connor
2014, Kapur 2014, Ebeling 2010, DoD 2005). The discussion in this section relies on a standard developed by a joint
effort by the Electronic Industry Association and the U.S. Government and adopted by the U.S. Department of
Defense (GEIA 2008) that defines 4 processes: understanding user requirements and constraints, design for
reliability, production for reliability, and monitoring during operation and use (discussed in the next section).
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Understanding User Requirements and Constraints
Understanding user requirements involves eliciting information about functional requirements, constraints (e.g.,
mass, power consumption, spatial footprint, life cycle cost), and needs that correspondent to RAM requirements.
From these emerge system requirements that should include specifications for reliability, maintainability, and
availability, and each should be conditioned on the projected operating environments. RAM requirements definition
is as challenging but as essential to development success as the definition of general functional requirements.
Design for Reliability
System designs based on user requirements and system design alternatives can then be formulated and evaluated.
Reliability engineering during this phase seeks to increase system robustness through measures such as redundancy,
diversity, built-in testing, advanced diagnostics, and modularity to enable rapid physical replacement. In addition, it
may be possible to reduce failure rates through measures such as use of higher strength materials, increasing the
quality components, moderating extreme environmental conditions, or shortened maintenance, inspection, or
overhaul intervals. Design analyses may include mechanical stress, corrosion, and radiation analyses for mechanical
components, thermal analyses for mechanical and electrical components, and Electromagnetic Interference (EMI)
analyses or measurements for electrical components and subsystems.
In most computer-based systems, hardware mean time between failures are hundreds of thousands of hours so that
most system design measures to increase system reliability are focused on software. The most obvious way to
improve software reliability is by improving its quality through more disciplined development efforts and tests.
Methods for doing so are in the scope of software engineering but not in the scope of this section. However,
reliability and availability can also be increased through architectural redundancy, independence, and diversity.
Redundancy must be accompanied by measures to ensure data consistency, and managed failure detection and
switchover. Within the software architecture, measures such as watchdog timers, flow control, data integrity checks
(e.g., hashing or cyclic redundancy checks), input and output validity checking, retries, and restarts can increase
reliability and failure detection coverage (Shooman 2002).
System RAM characteristics should be continuously evaluated as the design progresses. Where failure rates are not
known (as is often the case for unique or custom developed components, assemblies, or software), developmental
testing may be undertaken to assess the reliability of custom-developed components. Evaluations based on
quantitative analyses assess the numerical reliability and availability of the system and are usually based on
reliability block diagrams, fault trees, Markov models, and Petri nets (O’Connor 2011). Markov models and Petri
nets are of particular value for computer-based systems that use redundancy. Evaluations based on qualitative
analyses assess vulnerability to single points of failure, failure containment, recovery, and maintainability. The
primary qualitative methods are the failure mode effects and criticality analyses (FMECA) (Kececioglu 1991). The
development program Discrepancy Reporting (DR) or Failure Reporting and Corrective Action System (FRACAS)
should also be used to identify failure modes which may not have been anticipated by the FMECA and to identify
common problems that can be corrected through an improved design or development process.
Analyses from related disciplines during design time also affect RAM. Human factor analyses are necessary to
ensure that operators and maintainers can interact with the system in a manner that minimizes failures and the
restoration times when they occur. There is also a strong link between RAM and cybersecurity in computer-based
systems. On the one hand, defensive measures reduce the frequency of failures due to malicious events. On the other
hand, devices such as firewalls, policy enforcement devices, and access/authentication serves (also known as
“directory servers”) can also become single points of failure or performance bottlenecks that reduce system reliability
and availability.
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Production for Reliability
Many production issues associated with RAM are related to quality. The most important of these are ensuring
repeatability and uniformity of production processes and complete unambiguous specifications for items from the
supply chain. Other are related to design for manufacturability, storage, and transportation (Kapur 2014; Eberlin
2010). Large software intensive information systems are affected by issues related to configuration management,
integration testing, and installation testing. Testing and recording of failures in the problem reporting and corrective
action systems (PRACAS) or the FRACAS capture data on failures and improvements to correct failures. Depending
on organizational considerations, this may be the same or a separate system as used during the design.

Monitoring During Operation and Use
After systems are fielded, their reliability and availability are monitored to assess whether the system or product has
met its RAM objectives, identify unexpected failure modes, record fixes, and assess the utilization of maintenance
resources and the operating environment. The FRACAS or a maintenance management database may be used for this
purpose. In order to assess RAM, it is necessary to maintain an accurate record not only of failures but also of
operating time and the duration of outages. Systems that report only on repair actions and outage incidents may not
be sufficient for this purpose.
An organization should have an integrated data system that allows reliability data to be considered with logistical
data, such as parts, personnel, tools, bays, transportation and evacuation, queues, and costs, allowing a total
awareness of the interplay of logistical and RAM issues. These issues in turn must be integrated with management
and operational systems to allow the organization to reap the benefits that can occur from complete situational
awareness with respect to RAM.

Reliability and Maintainability Testing
Reliability Testing can be performed at the component, subsystem, and system level throughout the product or
system lifecycle. Examples of hardware related categories of reliability testing are detailed in (Ebeling 2010;
O’Connor 2014).
• Reliability Life Tests: Reliability life tests are used to empirically assess the time to failure for non-repairable
products and systems and the times between failure for repairable or restorable systems. Termination criteria for
such tests can be based on a planned duration or planned number of failures. Methods to account for “censoring”
of the failures or the surviving units enable a more accurate estimate of reliability.
• Accelerated Life Tests: Accelerated life testing is performed by subjecting the items under test (usually
electronic parts) to increased temperatures well above the expecting operating temperature and extrapolating
results using an Arhenius relation.
• Highly Accelerated Life Testing/Highly Accelerated Stress Testing (HALT/HASS): is performed by
subjecting units under test (components or subassemblies) to extreme temperature and vibration tests with the
objective of identifying failure modes, margins, and design weaknesses.
• Parts Screening: Parts screening is not really a test but a procedure to operate components for a duration beyond
the “infant mortality” period during which less durable items fail and the more durable parts that remain are then
assembled into the final product or system.
• System Level Testing: Examples of system level testing (including both hardware and software) are detailed in
(O’Connor 2014; Ebeling 2010).
• Stability Tests: Stability tests are life tests for integrated hardware and software systems. The goal of such testing
is to determine the integrated system failure rate and assess operational suitability. Test conditions must include
accurate simulation of the operating environment (including workload) and a means of identifying and recording
failures.
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• Reliability Growth Tests: Reliability growth testing is part of a reliability growth program in which items are
tested throughout the development and early production cycle with the intent of assessing reliability increases due
to improvements in the manufacturing process (for hardware) or software quality (for software).
• Failure/Recovery Tests: Such testing assesses the fault tolerance of a system by measuring probability of
switchover for redundant systems. Failures are simulated and the ability of the hardware and software to detect
the condition and reconfigure the system to remain operational are tested.
• Maintainability Tests: Such testing assesses the system diagnostics capabilities, physical accessibility, and
maintainer training by simulating hardware or software failures that require maintainer action for restoration.
Because of its potential impact on cost and schedule, reliability testing should be coordinated with the overall system
engineering effort. Test planning considerations include the number of test units, duration of the tests, environmental
conditions, and the means of detecting failures.

Data Issues
True RAM models for a system are generally never known. Data on a given system is assumed or collected, used to
select a distribution for a model, and then used to fit the parameters of the distribution. This process differs
significantly from the one usually taught in an introductory statistics course.
First, the normal distribution is seldom used as a life distribution, since it is defined for all negative times. Second,
and more importantly, reliability data is different from classic experimental data. Reliability data is often censored,
biased, observational, and missing information about covariates such as environmental conditions. Data from testing
is often expensive, resulting in small sample sizes. These problems with reliability data require sophisticated
strategies and processes to mitigate them.
One consequence of these issues is that estimates based on limited data can be very imprecise.

Discipline Management
In most large programs, RAM experts report to the system engineering organization. At project or product
conception, top level goals are defined for RAM based on operational needs, lifecycle cost projections, and warranty
cost estimates. These lead to RAM derived requirements and allocations that are approved and managed by the
system engineering requirements management function. RAM testing is coordinated with other product or system
testing through the testing organization, and test failures are evaluated by the RAM function through joint meetings
such as a Failure Review Board. In some cases, the RAM function may recommend design or development process
changes as a result of evaluation of test results or software discrepancy reports, and these proposals must be
adjudicated by the system engineering organization, or in some cases, the acquiring customer if cost increases are
involved.

Post-Production Management Systems
Once a system is fielded, its reliability and availability should be tracked. Doing so allows the producer/owner to
verify that the design has met its RAM objectives, to identify unexpected failure modes, to record fixes, to assess the
utilization of maintenance resources, and to assess the operating environment.
One such tracking system is generically known as a FRACAS system (Failure Reporting and Corrective Action
System). Such a system captures data on failures and improvements to correct failures. This database is separate
from a warranty data base, which is typically run by the financial function of an organization and tracks costs only.
A FRACAS for an organization is a system, and itself should be designed following systems engineering principles.
In particular, a FRACAS system supports later analyses, and those analyses impose data requirements.
Unfortunately, the lack of careful consideration of the backward flow from decision to analysis to model to required
data too often leads to inadequate data collection systems and missing essential information. Proper prior planning
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prevents this poor performance.
Of particular importance is a plan to track data on units that have not failed. Units whose precise times of failure are
unknown are referred to as censored units. Inexperienced analysts frequently do not know how to analyze censored
data, and they omit the censored units as a result. This can bias an analysis.
An organization should have an integrated data system that allows reliability data to be considered with logistical
data, such as parts, personnel, tools, bays, transportation and evacuation, queues, and costs, allowing a total
awareness of the interplay of logistical and RAM issues. These issues in turn must be integrated with management
and operational systems to allow the organization to reap the benefits that can occur from complete situational
awareness with respect to RAM.

Discipline Relationships
Interactions
RAM interacts with nearly all aspects of the system development effort. Specific dependencies and interactions
include:
• Systems Engineering: RAM interacts with systems engineering as described in the previous section.
• Product Management (Life Cycle Cost and Warranty): RAM interacts with the product or system lifecycle
cost and warranty management organizations by assisting in the calculation of expected repair rates, downtimes,
and warranty costs. RAM may work with those organizations to perform tradeoff analyses to determine the most
cost-efficient solution and to price service contracts.
• Quality Assurance: RAM may also interact with the procurement and quality assurance organizations with
respect to selection and evaluation of materials, components, and subsystems.

Dependencies
• Systems Safety: RAM and system safety engineers have many common concerns with respect to managing the
failure behavior of a system (i.e., single points of failure and failure propagation). RAM and safety engineers use
similar analysis techniques, with safety being concerned about failures affecting life or unique property and RAM
being concerned with those failures as well as lower severity events that disrupt operations. RAM and system
safety are both concerned with failures occurring during development and test – FRACAS is the primary
methodology used for RAM; hazard tracking is the methodology used for system safety.
• Cybersecurity: In systems or products integrating computers and software, cybersecurity and RAM engineers
have common concerns relating to the availability of cyber defenses and system event monitoring. However, there
are also tradeoffs with respect to access control, boundary devices, and authentication where security device
failures could impact the availability of the product or system to users.
• Software and Hardware Engineering: Design and RAM engineers have a common goal of creating dependable
products and systems. RAM interacts with the software and hardware reliability functions through design
analyses such as failure modes and effects analyses, reliability predictions, thermal analyses, reliability
measurement, and component specific analyses. RAM may recommend design changes as a result of these
analyses that may have to be adjudicated by program management, the customer, or systems engineering if there
are cost or schedule impacts.
• Testing: RAM interacts with the testing program during planning to assess the most efficient (or feasible) test
events to perform life testing, failure/recovery testing, and stability testing as well as to coordinate requirements
for reliability or stress tests. RAM also interacts with the testing organization to assess test results and analyze
failures for the implications on product or system RAM.
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• Logistics: RAM works with logistics in providing expected failure rates and downtime constraints in order for
logistics engineers to determine staffing, sparing, and special maintenance equipment requirements.

Discipline Standards
Because of the importance of reliability, availability, and maintainability, as well as related attributes, there are
hundreds of standards associated. Some are general but more are specific to domains such as automotive, aviation,
electric power distribution, nuclear energy, rail transportation, software, etc.Standards are produced by both
governmental agencies, professional associations and international standards bodies such as:
• The International Electrotechnical Commission (IEC), Geneva, Switzerland and the closely associated
International Standards Organization (ISO)
• The Institute of Electrical and Electronic Engineers (IEEE), New York, NY, USA
• The Society of Automotive Engineers (SAE), Warrendale, PA, USA
• Governmental Agencies – primarily in military and space systems
The following table lists selected standards from each of these agencies. Because of differences in domains and
because many standards handle the same topic in slightly different ways, selection of the appropriate standards
requires consideration of previous practices (often documented as contractual requirements), domain specific
considerations, certification agency requirements, end user requirements (if different from the acquisition or
producing organization), and product or system characteristics.

Table 1. Selected Reliability, Availability, Maintainability standards (SEBoK Original)
Organization

Number, Title, and Year

Domain

IEC

IEC 60812, Analysis techniques for system reliability General
Procedure for failure mode and effects analysis (FMEA),
2006

IEC

IEC 61703, Mathematical expressions for reliability,
availability, maintainability and maintenance, 2001

General

IEC

IEC 62308, Equipment reliability - Reliability
assessment methods, 2006

General

IEC

IEC 62347, Guidance on system dependability
specifications, 2006

General

IEC

IEC 62278, Railway applications – Specification and
demonstration of reliability, availability, maintainability
and safety (RAMS), 2002

Railways

IEEE

IEEE Std 352-1987, IEEE Guide for General Principles
of Reliability Analysis of Nuclear Power Generating
Station Safety Systems, 1987

Nuclear
Energy

IEEE

IEEE Std 1044-2009, IEEE Standard Classification for
Software Anomalies, 2009

Software

IEEE

IEEE Std 1633-2008, IEEE Recommended Practice on
Software Reliability, 2008

Software

SAE

ARP 4754A, Guidelines for the Development of Civil
Aircraft and Systems, 2010

Aviation

SAE

ARP 5890, Guidelines for Preparing Reliability
Assessment Plans for Electronic Engine Controls, 2011

Aviation

SAE

J1213/2- Use of Model Verification and Validation in
Product Reliability and Confidence Assessments, 2011

General
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SAE

SAE-GEIA-STD-0009, Reliability Program Standard for General
Systems Design, Development, and Manufacturing, 2008

SAE

JA 1002, Software Reliability Program Standard, 2012

Software

U.S.
Government

NASA-STD-8729.1, Planning, Developing and
Managing an Effective Reliability And Maintainability
(R&M) Program

Space
Systems

U.S.
Government

MIL HDBK 470A, Designing and Developing
Maintainable Products and Systems, 1997

Defense
Systems

U.S.
Government

MIL HDBK 217F (Notice 2), Reliability Prediction of
Electronic Equipment, 1995

Defense
Systems

U.S.
Government

MIL-STD-1629A, Procedures for Performing a Failure
Mode Effects and Criticality Analysis - Revision A,
1980

Used by the U.S. Dept. of Defense as the primary
reliability standard (replaces MIL-STD-785B)

Although formally titled a “Handbook” and more than 2
decades old, the values and methods constitute a de facto
standard for some U.S. military acquisitions
The parent of FMEA standards produced by the IEEE,
SAE, ISO, and many other agencies. Still valid and in use
after 4 decades.

Personnel Considerations
Becoming a reliability engineer requires education in probability and statistics as well as the specific engineering
domain of the product or system under development or in operation. A number of universities throughout the world
have departments of reliability engineering (which also address maintainability and availability) and more have
research groups and courses in reliability and safety – often within the context of another discipline such as
computer science, systems engineering, civil engineering, mechanical engineering, or bioengineering. Because most
academic engineering programs do not have a full reliability department, most engineers working in reliability have
been educated in other disciplines and acquire the additional skills through additional coursework or by working
with other qualified engineers. A certification in reliability engineering is available from the American Society for
Quality (ASQ 2016). However, only a minority of engineers working in the discipline have this certification.

Metrics
The three basic metrics of RAM are (not surprisingly) Reliability, Maintainability, and Availability. Reliability can
be characterized in terms of the parameters, mean, or any percentile of a reliability distribution. However, in most
cases, the exponential distribution is used, and a single value, the mean time to failure (MTTF) for non-restorable
systems, or mean time between failures (MTBF for restorable systems are used). The metric is defined as:
where is the total operating time and is the number of failures.
Maintainability is often characterized in terms of the exponential distribution and the mean time to repair and be
similarly calculated, i.e.,
Where is the total down time and is the number of outages.
As was noted above, accounting for downtime requires definitions and specificity. Down time might be counted only
for corrective maintenance actions, or it may include both corrective and preventive maintenance actions. Where the
lognormal rather than the exponential distribution is used, a mean down time can still be calculated, but both the log
of the downtimes and the variance must be known in order to fully characterize maintainability. Availability can be
calculated from the total operating time and the downtime, or in the alternative, as a function of MTBF and MTTR
(Mean Time To Repair.)
As was the case with maintainability, availability may be qualified as to whether it includes only unplanned failures
and repairs (inherent availability) or downtime due to all causes including administrative delays, staffing outages, or
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spares inventory deficiencies (operational availability).
Probabilistic metrics describe system performance for RAM. Quantiles, means, and modes of the distributions used
to model RAM are also useful.
Availability has some additional definitions, characterizing what downtime is counted against a system. For
inherent availability, only downtime associated with corrective maintenance counts against the system. For
achieved availability, downtime associated with both corrective and preventive maintenance counts against a
system. Finally, operational availability counts all sources of downtime, including logistical and administrative,
against a system.
Availability can also be calculated instantaneously, averaged over an interval, or reported as an asymptotic value.
Asymptotic availability can be calculated easily, but care must be taken to analyze whether or not a system settles
down or settles up to the asymptotic value, as well as how long it takes until the system approaches that asymptotic
value.
Reliability importance measures the effect on the system reliability of a small improvement in a component’s
reliability. It is defined as the partial derivative of the system reliability with respect to the reliability of a component.
Criticality is the product of a component’s reliability, the consequences of a component failure, and the frequency
with which a component failure results in a system failure. Criticality is a guide to prioritizing reliability
improvement efforts.
Many of these metrics cannot be calculated directly because the integrals involved are intractable. They are usually
estimated using simulation.

Models
There are a wide range of models that estimate and predict reliability (Meeker and Escobar 1998). Simple models,
such as exponential distribution, can be useful for “back of the envelope” calculations.
System models are used to (1) combine probabilities or their surrogates, failure rates and restoration times, at the
component level to find a system level probability or (2) to evaluate a system for maintainability, single points of
failure, and failure propagation. The three most common are reliability block diagrams, fault trees, and failure modes
and effects analyses.
There are more sophisticated probability models used for life data analysis. These are best characterized by their
failure rate behavior, which is defined as the probability that a unit fails in the next small interval of time, given it
has lived until the beginning of the interval, and divided by the length of the interval.
Models can be considered for a fixed environmental condition. They can also be extended to include the effect of
environmental conditions on system life. Such extended models can in turn be used for accelerated life testing
(ALT), where a system is deliberately and carefully overstressed to induce failures more quickly. The data is then
extrapolated to usual use conditions. This is often the only way to obtain estimates of the life of highly reliable
products in a reasonable amount of time (Nelson 1990).
Also useful are degradation models, where some characteristic of the system is associated with the propensity of
the unit to fail (Nelson 1990). As that characteristic degrades, we can estimate times of failure before they occur.
The initial developmental units of a system often do not meet their RAM specifications. Reliability growth models
allow estimation of resources (particularly testing time) necessary before a system will mature to meet those goals
(Meeker and Escobar 1998).
Maintainability models describe the time necessary to return a failed repairable system to service. They are usually
the sum of a set of models describing different aspects of the maintenance process (e.g., diagnosis, repair, inspection,
reporting, and evacuation). These models often have threshold parameters, which are minimum times until an event
can occur.

113

System Reliability, Availability, and Maintainability
Logistical support models attempt to describe flows through a logistics system and quantify the interaction between
maintenance activities and the resources available to support those activities. Queue delays, in particular, are a major
source of down time for a repairable system. A logistical support model allows one to explore the trade space
between resources and availability.
All these models are abstractions of reality, and so at best approximations to reality. To the extent they provide
useful insights, they are still very valuable. The more complicated the model, the more data necessary to estimate it
precisely. The greater the extrapolation required for a prediction, the greater the imprecision.
Extrapolation is often unavoidable, because high reliability equipment typically can have long life and the amount of
time required to observe failures may exceed test times. This requires strong assumptions be made about future life
(such as the absence of masked failure modes) and that these assumptions increase uncertainty about predictions.
The uncertainty introduced by strong model assumptions is often not quantified and presents an unavoidable risk to
the system engineer.
There are many ways to characterize the reliability of a system, including fault trees, reliability block diagrams, and
failure mode effects analysis.
A Fault Tree (Kececioglu 1991) is a graphical representation of the failure modes of a system. It is constructed
using logical gates, with AND, OR, NOT, and K of N gates predominating. Fault trees can be complete or partial; a
partial fault tree focuses on a failure mode or modes of interest. They allow “drill down” to see the dependencies of
systems on nested systems and system elements. Fault trees were pioneered by Bell Labs in the 1960s.
A Failure Mode Effects Analysis is a table that lists the possible failure modes for a system, their likelihood, and the
effects of the failure. A Failure Modes Effects Criticality Analysis scores the effects by the magnitude of the product
of the consequence and likelihood, allowing ranking of the severity of failure modes (Kececioglu 1991).

Figure 1. Fault Tree. (SEBoK Original)
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A Reliability Block Diagram (RBD) is a graphical representation of the reliability dependence of a system on its
components. It is a directed, acyclic graph. Each path through the graph represents a subset of system components.
As long as the components in that path are operational, the system is operational. Component lives are usually
assumed to be independent in an RBD. Simple topologies include a series system, a parallel system, a k of n system,
and combinations of these.
RBDs are often nested, with one RBD serving as a component in a higher-level model. These hierarchical models
allow the analyst to have the appropriate resolution of detail while still permitting abstraction.
RBDs depict paths that lead to success, while fault trees depict paths that lead to failure.

Figure 2. Simple Reliability Block Diagram. (SEBoK Original)

A Failure Mode Effects Analysis is a table that lists the possible failure modes for a system, their likelihood, and
the effects of the failure. A Failure Modes Effects Criticality Analysis scores the effects by the magnitude of the
product of the consequence and likelihood, allowing ranking of the severity of failure modes (Kececioglu 1991).
System models require even more data to fit them well. “Garbage in, garbage out” (GIGO) particularly applies in the
case of system models.

Tools
The specialized analyses required for RAM drive the need for specialized software. While general purpose statistical
languages or spreadsheets can, with sufficient effort, be used for reliability analysis, almost every serious practitioner
uses specialized software.
Minitab (versions 13 and later) includes functions for life data analysis. Win Smith is a specialized package that fits
reliability models to life data and can be extended for reliability growth analysis and other analyses. Relex has an
extensive historical database of component reliability data and is useful for estimating system reliability in the design
phase.
There is also a suite of products from ReliaSoft (2007) that is useful in specialized analyses. Weibull++ fits life
models to life data. ALTA fits accelerated life models to accelerated life test data. BlockSim models system
reliability, given component data.
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Discipline Specific Tool Families
Reliasoft [1] and PTC Windchill Product Risk and Reliability [2] produce a comprehensive family of tools for
component reliability prediction, system reliability predictions (both reliability block diagrams and fault trees),
reliability growth analysis, failure modes and effects analyses, FRACAS databases, and other specialized analyses.
In addition to these comprehensive tool families, there are more narrowly scoped tools. Minitab (versions 13 and
later) includes functions for life data analysis.

General Purpose Statistical Analysis Software with Reliability Support
Some general-purpose statistical analysis software includes functions for reliability data analysis. Minitab [3] has a
module for reliability and survival analysis. SuperSmith [4] is a more specialized package that fits reliability models
to life data and can be extended for reliability growth analysis and other analyses.
R [5] is a widely used open source and well-supported general purpose statistical language with specialized packages
that can be used for fitting reliability models, Bayesian analysis, and Markov modeling.

Special Purpose Analysis Tools
Fault tree generation and analysis tools include CAFTA [6] from the Electric Power Research Institute and OpenFTA
[7]
, an open source software tool originally developed by Auvation Software.
PRISM [8] is an open source probabilistic model checker that can be used for Markov modeling (both continuous and
discrete time) as well as for more elaborate analyses of system (more specifically, “timed automata”) behaviors such
as communication protocols with uncertainty.
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Lead Author: John Brtis, Contributing Authors: Scott Jackson, Ken Cureton
Resilience is a relatively new term in the SE realm, appearing only in the 2006 time frame and becoming popularized
in 2010. The recent application of “resilience” to engineered systems has led to confusion over its meaning and a
proliferation of alternative definitions. (One expert claims that well over 100 unique definitions of resilience have
appeared.) While the details of definitions will continue to be discussed and debated, the information here should
provide a working understanding of the meaning and implementation of resilience, sufficient for a system engineer
to effectively address it.

Overview
Definition
According to the Oxford English Dictionary on Historical Principles (OED 1973), resilience is “the act of rebounding
or springing back.” This definition most directly fits the situation of materials which return to their original shape
after deformation. For human-made or engineered systems the definition of resilience can be extended to include the
ability to maintain capability in the face of a disruption. The US Department of Homeland Security defines resilience
as "ability of systems, infrastructures, government, business, and citizenry to resist, absorb, recover from, or adapt to
an adverse occurrence that may cause harm, destruction, or loss of national significance." (DHS 2017) Some
practitioners define resilience only to include system reactions following an encounter with an adversity, sometimes
called the reactive perspective. The INCOSE Resilient Systems Working Group (RSWG) recommends a definition
that includes actions before the encounter with the adversity; this is called the proactive perspective.
The definition recommended by the RSWG is: resilience is the ability to provide required capability when facing
adversity.

Scope of the Means
In applying this definition, one needs to consider the range of means by which resilience is achieved: The means of
achieving resilience include avoiding, withstanding, and recovering from adversity. These may also be considered
the fundamental objectives of resilience (Brtis and McEvilley 2019). Classically, resilience includes “withstanding”
and “recovering” from adversity. For the purpose of engineered systems, “avoiding” adversity is considered a
legitimate means of achieving resilience (Jackson and Ferris 2016). Also, it is believed that resilience should
consider the system’s ability to “evolve and adapt” to future threats and unknown-unknowns.

Scope of the Adversity
Adversity is any condition that may degrade the desired capability of a system. Ideally, the systems engineer should
consider all sources and types of adversity; e.g. from environmental sources, due to normal failure, as well as from
opponents, friendlies and neutral parties. Adversity from human sources may be malicious or accidental. Adversities
may be expected or not. Adversity may include "unknown unknowns." The techniques for achieving resilience
discussed below are applicable to both hostile and non-hostile adversities. Notably, a single incident may be the
result of multiple adversities, such as a human error committed in the attempt to recover from another adversity.
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Taxonomy for Achieving Resilience
Achieving resilience can be facilitated by considering a taxonomy of its objectives and techniques. A useful
three-layer, objectives-based taxonomy includes: first level, the fundamental objectives of resilience; second level,
the means objectives of resilience; and, third level, architecture, design, and operational techniques for achieving
resilience. The items in the three layers relate by many-to-many relationships. The aggregation of work on resilience
taxonomies by (Brtis 2016) and (Jackson and Ferris 2013) is:

Taxonomy Layer 1: The Intrinsic Value of Resilience
There are three objectives that reveal the intrinsic value of resilience:
• Avoid adversity
• Withstand adversity
• Recover from adversity

Taxonomy Layer 2: Means Objectives that are not Ends in Themselves
Table 1 shows a set of objectives that are not as fundamental as those in layer 1, but enable achieving Layer 1's
objectives:

Table 1. Means Objectives
• adaptability/flexibility

• agility

• anticipation

• constraint

• continuity

• disaggregation

• evolution

• graceful degradation

• integrity

• preparation

• prevention

• re-architecting

• redeployment

• robustness

• situational awareness

• tolerance

• transformation

• understanding

Taxonomy layer 3: Architecture, Design, and Operational Techniques to Achieve Resilience
Objectives
The engineering techniques in Table 2 support achieving resilience objectives.

Table 2. Architecture, Design, and Operational Techniques to Achieve Resilience
Objectives
• absorption

• adaptive response

• analytic monitoring and modeling

• boundary enforcement

• buffering

• complexity avoidance

• coordinated defense

• deception

• defense in depth

• detection avoidance

• distribution

• diversification

• drift correction

• dynamic positioning

• dynamic representation

• effect tolerance

• human participation

• least privilege

• loose coupling

• modularity

• neutral state or safe state

• non-persistence

• physical & functional redundancy

• privilege restriction

• proliferation

• protection

• realignment

• reconfiguring

• reparability

• replacement
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• restructuring

• segmentation

• substantiated integrity

• substitution

• system coherence

• threat suppression

• unpredictability

• virtualization

Definitions of these terms are available in Brtis (2016) and Jackson and Ferris (2013). The list of means objectives
and architectural and design techniques will evolve as the resilience domain matures.

The Resilience Process
Implementation of resilience in a system requires the execution of both analytic and holistic processes. In particular,
the use of architecting with the associated heuristics is required. Inputs are the desired level of resilience and the
characteristics of a threat or disruption. Outputs are the characteristics of the system, particularly the architectural
characteristics and the nature of the elements (e.g., hardware, software, or humans).
Artifacts depend on the domain of the system. For technological systems, specification and architectural descriptions
will result. For enterprise systems, enterprise plans will result.
Both analytic and holistic methods, including the techniques of architecting, are required. Analytic methods
determine required robustness. Holistic methods determine required adaptability, tolerance, and integrity.
One pitfall is to depend on just a single technique to achieving resilience. The technique of defense in depth suggests
that multiple techniques may be required to achieve resilience.
While resilience should be considered throughout the systems engineering life cycle, it is critical that resilience be
considered in the early life cycle activities that lead to the development of resilience requirements. Once resilience
requirements are established, they can and should be managed along with all of the other requirements in the trade
space throughout the system life cycle. Brtis and McEvilley (2019) recommend specific considerations, listed below,
to be included in early life cycle activities.
• Business or Mission Analysis Process
• Defining the problem space should include identification of adversities and expectations for performance under
those adversities.
• ConOps, OpsCon, and solution classes should consider the ability to avoid, withstand, and recover from the
adversities
• Evaluation of alternative solution classes must consider ability to deliver required capabilities under adversity
• Stakeholder Needs and Requirements Definition Process
• The stakeholder set should include persons who understand potential adversities and stakeholder resilience
needs.
• When identifying stakeholder needs, identify expectations for capability under adverse conditions and
degraded/alternate, but useful, modes of operation.
• Operational concept scenarios should include resilience scenarios.
• Transforming stakeholder needs into stakeholder requirements includes stakeholder resilience requirements.
• Analysis of stakeholder requirements includes resilience scenarios in the adverse operational environment.
• System Requirements Definition Process
• Resilience should be considered in the identification of requirements.
• Achieving resilience and other adversity-driven considerations should be addressed holistically.
• Architecture Definition Process
• Selected viewpoints should support the representation of resilience.
• Resilience requirements can significantly limit and guide the range of acceptable architectures. It is critical that
resilience requirements are mature when used for architecture selection.

System Resilience
• Individuals developing candidate architectures should be familiar with architectural techniques for achieving
resilience.
• Achieving resilience and other adversity-driven considerations should be addressed holistically.
• Design Definition Process
• Individuals developing candidate designs should be familiar with design techniques for achieving resilience.
• Achieving resilience and the other adversity-driven considerations should be addressed holistically.
• Risk Management Process
• Risk management should be planned to handle risks, issues, and opportunities identified by resilience
activities.

Resilience Requirements
Brtis and McEvilley (2019) investigated the content and structure needed to specify resilience requirements.
Resilience requirements often take the form of a resilience scenario. There can be many such scenario threads in the
Conops or OpsCon.
The following information is often part of a resilience requirement:
• operational concept name
•
•
•
•
•
•
•
•
•
•

system or system portion of interest
capability(s) of interest their metric(s) and units
target value(s); i.e. the required amount of the capability(s)
system modes of operation during the scenario; e.g. operational, training, exercise, maintenance, and update
system states expected during the scenario
adversity(s) being considered, their source, and type
potential stresses on the system, their metrics, units, and values
resilience related scenario constraints; e.g. cost, schedule, policies, and regulations
timeframe and sub-timeframes of interest
resilience metric, units, determination methods, and resilience metric target; example metrics: expected
availability of required capability, maximum allowed degradation, maximum length of degradation, and total
delivered capability. There may be multiple resilience targets; e.g. threshold, objective, and "as resilient as
practicable"

Importantly, many of these parameters may vary over the timeframe of the scenario (see Figure 1). Also, a single
resilience scenario may involve multiple adversities, which may be involved at multiple times throughout the
scenario.
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Figure 1. Time-Wise Values of Notional Resilience Scenarios Parameters. (Brtis et al. 2021, Used with Permission)

Representing the complexity of resilience requirements is not straight forward. Brtis, et al. (2021) studied this
challenge and recommend patterns for resilience requirements. They recommend patterns in three forms to address
the needs of different audiences: (1) natural language, (2) entity-relationship diagram (date structure), and (3) an
extension to SysML. An example of a natural language pattern for representing a resilience requirement is:
The <system, mode(t), state(t)> encountering <adversity(t), source, type>, which imposes <stress(t),
metric, units, value(t)> thus affecting delivery of <capability(t), metric, units> during <scenario
timeframe, start time, end time, units> and under <scenario constraints>, shall achieve <resilience
target(t) (include excluded effects)> for <resilience metric, units, determination method>

Affordable Resilience
"Affordable Resilience" means to achieve an effective balance across Life Cycle Cost and Technical attributes of
Resilience Engineering. This implies providing required capability when facing adversity in current and changing
conditions as required to satisfy the needs of multiple stakeholders throughout a system's life cycle. Life cycle
considerations for affordable resilience should address not only risks and issues associated with known and unknown
adversities over time, but also opportunities for seeking gain in known and unknown future environments.
Technical attributes for affordable resilience include potential treatment of technical risks, reliability, robustness,
flexibility, adaptability, tolerance, and integrity; as well as the ability to prepare for and avoid, withstand, and
recover from adversity. This often requires balancing the time value of funding vs. the time value of resilience in
order to achieve affordable resilience as shown in Figure 2.
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Figure 2. Resilience versus Cost. (Wheaton 2015, Used with Permission)

Once the affordable levels of resilience are determined for each key technical attribute, the affordable levels across
those attributes can be prioritized via standard techniques, such as Multi-attribute Utility Theory (MAUT) (Keeney
and Raiffa 1993) and Analytical Hierarchy Process (AHP). (Saaty 2009)
The priority of affordable resilience attributes for systems is typically domain-dependent; for example:
• Public transportation systems may emphasize safety as well as meeting regulatory requirements and mitigating
liability risks, with spending spread out in time to match current and future budgets
• Electronic funds transfer systems may emphasize cyber security, with whatever funding is required to meet
regulatory requirements and liability risks
• Unmanned space exploration systems may emphasize survivability to withstand previously-unknown
environments, usually with specified (and often limited) near-term funding constraints
• Electrical power grids may emphasize safety, reliability, and meeting regulatory requirements together with
adaptability to change in the balance of power generation and storage technologies with shifts in power
distribution and usage
• Medical capacity for disasters may emphasize rapid adaptability to major incidents, with affordable levels of
planning, preparation, response, and recovery to meet public health demands. This emphasis must balance
potential liability and concurrent accomplishment of key emergency medical practices, such as triage and “first do
no harm”.

Discipline Relationships
Resilience has commonality and synergy with a number of other quality areas. Examples include availability,
environmental impact, survivability, maintainability, reliability, operational risk management, safety, security and,
quality. This group of quality areas is referred to as loss-driven systems engineering because they all focus on
potential losses involved in the development and use of systems. These areas frequently share: the assets considered,
losses considered, adversities considered, requirements, and architectural, design and process techniques. It is
imperative that these areas work closely with one another and share information and decision-making in order to
achieve a holistic approach. The concept of pursuing loss-driven systems engineering, its expected benefits, and the
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means by which it can be pursued are addressed extensively in an edition of INCOSE Insight (2020).

Discipline Standards
Two standards stand out for insight on resilience:
• ASISI (2009) is a standard pertaining to the resilience of organizational systems.
• NIST 800-160 (Ross, R. et al. 2018) considers the resilience of physical systems.

Personnel Considerations
Humans are important components of systems for which resilience is desired. This aspect is reflected in the human in
the loop technique identified by Jackson and Ferris (2013). Decisions made by the humans are at the discretion of the
humans in real time. Apollo 11 described by Eyles (2009) is a good example.

Metrics
Uday and Marais (2015) performed a survey of resilience metrics. Those identified include:
• Time duration of failure
•
•
•
•
•

Time duration of recovery
Ratio of performance recovery to performance loss
A function of speed of recovery
Performance before and after the disruption and recovery actions
System importance measures

Jackson (2016) developed a metric to evaluate various systems in four domains: aviation, fire protection, rail, and
power distribution, for the principles that were lacking in ten different case studies. The principles are from the set
identified by Jackson and Ferris (2013) and are represented in the form of a histogram plotting principles against
frequency of omission. The data in these gaps were taken from case studies in which the lack of principles was
inferred from recommendations by domain experts in the various cases cited.
Brtis (2016) surveyed and evaluated a number of potential resilience metrics and identified the following:
•
•
•
•
•
•
•
•
•
•

Maximum outage period
Maximum brownout period
Maximum outage depth
Expected value of capability: the probability-weighted average of capability delivered
Threat resiliency; i.e. the time integrated ratio of the capability provided divided by the minimum needed
capability
Expected availability of required capability; i.e. the likelihood that for a given adverse environment the required
capability level will be available
Resilience levels; i.e. the ability to provide required capability in a hierarchy of increasingly difficult adversity
Cost to the opponent
Cost-benefit to the opponent
Resource resiliency; i.e. the degradation of capability that occurs as successive contributing assets are lost

Brtis found that multiple metrics may be required, depending on the situation. However, if one had to select a single
most effective metric for reflecting the meaning of resilience, Brtis proposed that it would be "the expected
availability of the required capability."
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System Resistance to Electromagnetic
Interference
Lead Author: Paul Phister, Contributing Authors: Scott Jackson, Richard Turner, John Snoderly, Alice Squires
Electromagnetic Interference (EMI) is the disruption of operation of an electronic device when it is in the vicinity
of an electromagnetic field in the radio frequency (RF) spectrum. Many electronic devices fail to work properly in
the presence of strong RF fields. The disturbance may interrupt, obstruct, or otherwise degrade or limit the effective
performance of the circuit. The source may be any object, artificial or natural, that carries rapidly changing electrical
currents.
Electromagnetic Compatibility (EMC) is the ability of systems, equipment, and devices that utilize the
electromagnetic spectrum to operate in their intended operational environments without suffering unacceptable
degradation or causing unintentional degradation because of electromagnetic radiation or response. It involves the
application of sound electromagnetic spectrum management; system, equipment, and device design configuration
that ensures interference-free operation; and clear concepts and doctrines that maximize operational effectiveness
(DAU 2010, Chapter 7).

System Resistance to Electromagnetic Interference

Overview
Spectrum
Each nation has the right of sovereignty over the use of its spectrum and must recognize that other nations reserve
the same right. It is essential that regional and global forums exist for the discussion and resolution of spectrum
development and infringement issues between bordering and proximal countries that might otherwise be difficult to
resolve.
The oldest, largest, and unquestionably the most important such forum, with 193 member countries, is the
International Telecommunications Union (ITU) agency of the United Nations, which manages spectrum at a global
level. As stated in Chapter 3 of the NTIA Manual, “The International Telecommunication Union (ITU)...is
responsible for international frequency allocations, worldwide telecommunications standards and telecommunication
development activities” (NTIA 2011, 3-2). The broad functions of the ITU are the regulation, coordination and
development of international telecommunications.
The spectrum allocation process is conducted by many different international telecommunication geographical
committees. Figure 1 shows the various international forums represented worldwide.

Figure 1. International & Regional Spectrum Management Forums. (SEBoK Original)

Assigning frequencies is very complicated, as shown in the radio spectrum allocation chart in Figure 2. Sometimes,
commercial entities try to use frequencies that are actually assigned to US government agencies, such as the
Department of Defense (DoD). One such incident occurred when an automatic garage door vendor installed doors on
homes situated near a government installation. Random opening and closing of the doors created a problem for the
vendor that could have been avoided.
Four ITU organizations affect spectrum management (Stine and Portigal 2004):
1. World Radio-communication Conference (WRC)
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2. Radio Regulations Board (RRB)
3. Radio-communications Bureau (RB)
4. Radio-communication Study Groups (RSG)
The WRC meets every four years to review and modify current frequency allocations. The RB registers frequency
assignments and maintains the master international register. The RRB approves the Rules of Procedures used by the
BR to register frequency assignments and adjudicates interference conflicts among member nations. The SG
analyzes spectrum usage in terrestrial and space applications and makes allocation recommendations to the WRC.
Most member nations generally develop national frequency allocation polices that are consistent with the Radio
Regulations (RR). These regulations have treaty status.
Dual Management of Spectrum in the US
Whereas most countries have a single government agency to perform the spectrum management function, the US has
a dual management scheme intended to insure that
• decisions concerning commercial interests are made only after considering their impact on government systems;
and
• government usage supports commercial interests.
The details of this scheme, established by the Communications Act of 1934, are as follows:
• the Federal Communications Commission (FCC) is responsible for all non-government usage
• the FCC is directly responsible to Congress;
• the president is responsible for federal government usage, and by executive order, delegates the federal
government spectrum management to the National *Telecommunications and Information Administration
(NTIA); and
• the NTIA is under the authority of the Secretary of Commerce.
The FCC regulates all non-federal government telecommunications under Title 47 of the Code of Federal
Regulations. For example, see FCC (2009, 11299-11318). The FCC is directed by five Commissioners appointed by
the president and confirmed by the Senate for five-year terms. The Commission staff is organized by function. The
responsibilities of the six operating Bureaus include processing applications for licenses, analyzing complaints,
conducting investigations, implementing regulatory programs, and conducting hearings (http://www.fcc.gov).
The NTIA performs spectrum management function through the Office of Spectrum Management (OSM), governed
by the Manual of Regulations and Procedures for Federal Radio Frequency Management. The IRAC develops and
executes policies, procedures, and technical criteria pertinent to the allocation, management, and usage of spectrum.
The Spectrum Planning and Policy Advisory Committee (SPAC) reviews the reviews IRAC plans, balancing
considerations of manufacturing, commerce, research, and academic interests.
Within the DoD, spectrum planning and routine operation activities are cooperatively managed. Spectrum
certification is a mandated process designed to ensure that
1. frequency band usage and type of service in a given band are in conformance with the appropriate national and
international tables of frequency allocations;
2. equipment conforms to all applicable standards, specifications, and regulations; and
3. approval is provided for expenditures to develop equipment dependent upon wireless communications.
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Host Nation Coordination and Host Nation Approval
In peacetime, international spectrum governance requires military forces to obtain host nation permission — Host
Nation Coordination (HNC)/Host Nation Approval (HNA) — to operate spectrum-dependent systems and equipment
within a sovereign nation. For example, international governance is honored and enforced within the United States
by the US departments of State, Defense, and the user service.
In wartime, international spectrum governance is not honored between warring countries; however, the sovereign
spectrum rights of bordering countries must be respected by military forces executing their assigned missions. For
example, HNA is solicited by US naval forces to use spectrum-dependent systems and equipment in bordering
countries’ airspace and/or on bordering countries’ soil. HNA must be obtained before the operation of
spectrum-dependent systems and equipment within a sovereign nation. The combatant commander is responsible for
coordinating requests with sovereign nations within his or her area of responsibility. Because the combatant
commander has no authority over a sovereign nation, the HNC/HNA process can be lengthy and needs to be started
early in the development of a system. Figure 2 illustrates a spectrum example.

Figure 2. The Radio Spectrum (Department of Commerce 2003). Released by the U.S. Department of Commerce. Source is available at http:/ /
www. ntia. doc. gov/ files/ ntia/ publications/ 2003-allochrt. pdf (Retrieved September 15, 2011)
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Practical Considerations
EMI/EMC is difficult to achieve for systems that operate world-wide because of the different frequencies in which
products are designed to operate in each of the telecommunication areas. Billions of US dollars have been spent in
retrofitting US DoD equipment to operate successfully in other countries.
It is important to note that the nuclear radiation environment is drastically more stressing than, and very different
from, the space radiation environment.

System Description
Narrowband and Broadband Emissions
To help in analyzing conducted and radiated interference effects, EMI is categorized into two types—narrowband
and broadband—which are defined as follows:
• Narrowband Emissions
A narrowband signal occupies a very small portion of the radio spectrum… Such signals are usually
continuous sine waves (CW) and may be continuous or intermittent in occurrence… Spurious emissions,
such as harmonic outputs of narrowband communication transmitters, power-line hum, local
oscillators, signal generators, test equipment, and many other man made sources are narrowband
emitters. (Bagad 2009, G-1)
• Broadband Emissions
A broadband signal may spread its energy across hundreds of megahertz or more… This type of signal
is composed of narrow pulses having relatively short rise and fall times. Broadband signals are further
divided into random and impulse sources. These may be transient, continuous or intermittent in
occurrence. Examples include unintentional emissions from communication and radar transmitters,
electric switch contacts, computers, thermostats, ignition systems, voltage regulators, pulse generators,
and intermittent ground connections. (Bagad 2009, G-1)

TEMPEST
TEMPEST is a codename used to refer to the field of emission security. The National Security Agency (NSA)
investigations conducted to study compromising emission (CE) were codenamed TEMPEST. National Security
Telecommunications Information Systems Security Issuance (NSTISSI)-7000 states:
Electronic and electromechanical information-processing equipment can produce unintentional
intelligence-bearing emanations, commonly known as TEMPEST. If intercepted and analyzed, these
emanations may disclose information transmitted, received, handled, or otherwise processed by the
equipment. (NSTISS 1993, 3)
These compromising emanations consist of electrical, mechanical, or acoustical energy intentionally or
unintentionally emitted by sources within equipment or systems which process national security information.
Electronic communications equipment needs to be secured from potential eavesdroppers while allowing security
agencies to intercept and interpret similar signals from other sources. The ranges at which these signals can be
intercepted depends upon the functional design of the information processing equipment, its installation, and
prevailing environmental conditions.
Electronic devices and systems can be designed, by means of Radiation Hardening techniques, to resist damage or
malfunction caused by ionizing and other forms of radiation (Van Lint and Holmes Siedle 2000). Electronics in
systems can be exposed to ionizing radiation in the Van Allen radiation belts around the Earth’s atmosphere, cosmic
radiation in outer space, gamma or neutron radiation near nuclear reactors, and electromagnetic pulses (EMP) during
nuclear events.
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A single charged particle can affect thousands of electrons, causing electronic noise that subsequently produces
inaccurate signals. These errors could affect safe and effective operation of satellites, spacecraft, and nuclear devices.
Lattice displacement is permanent damage to the arrangement of atoms in element crystals within electronic devices.
Lattice displacement is caused by neutrons, protons, alpha particles, and heavy ions. Ionization effects are temporary
damages that create latch-up glitches in high power transistors and soft errors like bit flips in digital devices.
Ionization effects are caused by charged particles.
Most radiation-hardened components are based on the functionality of their commercial equivalents. Design features
and manufacturing variations are incorporated to reduce the components’ susceptibility to interference from
radiation. Physical design techniques include insulating substrates, package shielding, chip shielding with depleted
boron, and magneto-resistive RAM. Logical design techniques include error-correcting memory, error detection in
processing paths, and redundant elements at both circuit and subsystem levels (Dawes 1991). Nuclear hardness is
expressed as susceptibility or vulnerability for given environmental conditions. These environmental conditions
include peak radiation levels, overpressure, dose rates, and total dosage.
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In the most general sense, safety is freedom from harm. As an engineering discipline, system safety is concerned
with minimizing hazards that can result in a mishap with an expected severity and with a predicted probability.
These events can occur in elements of life-critical systems as well as other system elements. MIL-STD-882E defines
system safety as “the application of engineering and management principles, criteria, and techniques to achieve
acceptable risk, within the constraints of operational effectiveness and suitability, time, and cost, throughout all
phases of the system life cycle" (DoD 2012). MIL-STD-882E defines standard practices and methods to apply as
engineering tools in the practice of system safety. These tools are applied to both hardware and software elements of
the system in question.

Overview
System safety engineering focuses on identifying hazards, their causal factors, and predicting the resultant severity
and probability. The ultimate goal of the process is to reduce or eliminate the severity and probability of the
identified hazards, and to minimize risk and severity where the hazards cannot be eliminated. MIL STD 882E
defines a hazard as "a real or potential condition that could lead to an unplanned event or series of events (i.e.,
mishap) resulting in death, injury, occupational illness, damage to or loss of equipment or property, or damage to the
environment." (DoD 2012).
While systems safety engineering attempts to minimize safety issues throughout the planning and design of systems,
mishaps do occur from combinations of unlikely hazards with minimal probabilities. As a result, safety engineering
is often performed in reaction to adverse events after deployment. For example, many improvements in aircraft
safety come about as a result of recommendations by the U.S. National Air Traffic Safety Board based on accident
investigations. Risk is defined as “a combination of the severity of the mishap and the probability that the mishap
will occur" (DoD 2012). Failure to identify risks to safety and the according inability to address or "control" these
risks can result in massive costs, both human and economic (Roland and Moriarty 1990)."

Personnel Considerations
System Safety Specialists are typically responsible for ensuring system safety. Chapter 11 of Air Force Instruction
(AFI) 191-202 (USAF 2020) is a lengthy exposition of the responsibilities of system safety specialists. AFI 191-202
defines system safety as "the application of engineering and management principles, criteria and techniques to
achieve acceptable risk within the constraints of operational effectiveness and suitability, time and cost throughout
all phases of the system life cycle." The AFI identifies eight activities to achieve systems safety:
1.
2.
3.
4.
5.
6.
7.
8.

Documenting the system safety approach
Hazard identification and analysis over the system life cycle
Assessment of risk, expressed as severity and probability of consequences
Identification and assessment of potential risk mitigation measures
Implementation of measures to reduce risks to acceptable levels
Verification of risk reduction
Acceptance of risks by appropriate authorities
Tracking of hazards and risks throughout the system life cycle

Although these activities are documented in an Air Force Instruction, they are actually quite generic and applicable
to almost any system safety process.
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Safety personnel are responsible for the integration of system safety requirements, principles, procedures, and
processes into the program and into lower system design levels to ensure a safe and effective interface. Two common
mechanisms are the Safety Working Group (SWG) and the Management Safety Review Board (MSRB). The SWG
enables safety personnel from all integrated product teams (IPTs) to evaluate, coordinate, and implement a safety
approach that is integrated at the system level in accordance with MIL-STD-882E (DoD 2012). Increasingly, safety
reviews are being recognized as an important risk management tool. The MSRB provides program level oversight
and resolves safety related program issues across all IPTs.
Table 1 provides additional information on safety.

Table 1. Safety Ontology. (SEBoK Original)
Ontology Element Name

Ontology Element Attributes

Relationships to Safety

Failure modes

Manner of failure

Required attribute

Severity

Consequences of failure

Required attribute

Criticality

Impact of failure

Required attribute

Hazard Identification

Identification of potential failure modes

Required to determine failure modes

Risk

Probability of a failure occurring

Required attribute

Mitigation

Measure to take corrective action

Necessary to determine criticality and severity

Table 1 indicates that achieving system safety involves a close tie between Safety Engineering and other specialty
Systems Engineering disciplines such as System Reliability, Availability, and Maintainability.
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Security engineering is concerned with building systems that remain secure despite malice or error. It focuses on the
tools, processes, and methods needed to design and implement complete systems that proactively and reactively
mitigate vulnerabilities. Security engineering is a primary discipline used to achieve system assurance.
The term System Security Engineering (SSE) is used to denote this specialty engineering field and the US
Department of Defense define it as: "an element of system engineering that applies scientific and engineering
principles to identify security vulnerabilities and minimize or contain risks associated with these vulnerabilities"
(DODI5200.44, 12).

Overview
Security engineering incorporates a number of cross-disciplinary skills, including cryptography, computer security,
tamper-resistant hardware, applied psychology, supply chain management, and law. Security requirements differ
greatly from one system to the next. System security often has many layers built on user authentication, transaction
accountability, message secrecy, and fault tolerance. The challenges are protecting the right items rather than the
wrong items and protecting the right items but not in the wrong way.
Security engineering is an area of increasing emphasis in the defense domain. Baldwin et al. (2012) provide a survey
of the issues and a detailed reference list.
The purpose of system security is to help assure system value-delivery while undergoing adversity. The primary
objective of System Security Engineering (SSE) is to minimize or contain defense system vulnerabilities to known or
postulated security threats and to ensure that developed systems protect against these threats. Engineering principles
and practices are applied during all system development phases to identify and reduce these system vulnerabilities to
the identified system threats.
The basic premise of SSE is recognition that an initial investment in “engineering out” security vulnerabilities and
“designing-in” countermeasures is a long-term benefit and cost saving measure. Further, SSE provides a means to
ensure adequate consideration of security requirements, and, when appropriate, that specific security-related designs
are incorporated into the overall system design during the engineering development program. Security requirements
include: physical; personnel; procedural; emission; transmission; cryptographic; communications; operations; and,
computer security.

System Security
There may be some variation in the SSE process from program to program, due mainly to the level of design
assurance—that is, ensuring that appropriate security controls have been implemented correctly as
planned—required of the contractor. These assurance requirements are elicited early in the program (where they can
be adequately planned), implemented, and verified in due course of the system development.
The System Security Engineering Management Plan (SSEMP) is a key document to develop for SSE. The SSEMP
identifies the planned security tasks for the program and the organizations and individuals responsible for security
aspects of the system. The goals of the SSEMP are to ensure that pertinent security issues are raised at the
appropriate points in the program, to ensure adequate precautions are taken during design, implementation, test, and
fielding, and to ensure that only an acceptable level of risk is incurred when the system is released for fielding. The
SSEMP forms the basis for an agreement with SSE representing the developer, the government program office, the
certifier, the accreditor, and any additional organizations that have a stake in the security of the system. The SSEMP
identifies the major tasks for certification & accreditation (C&A), document preparation, system evaluation, and
engineering; identifies the responsible organizations for each task; and presents a schedule for the completion of
those tasks.
SSE security planning and risk management planning includes task and event planning associated with establishing
statements of work and detailed work plans as well as preparation and negotiation of SSE plans with project
stakeholders. For each program, SSE provides the System Security Plan (SSP) or equivalent. An initial system
security Concept of Operations (CONOPS) may also be developed. The SSP provides: the initial planning of the
proposed SSE work scope; detailed descriptions of SSE activities performed throughout the system development life
cycle; the operating conditions of the system; the security requirements; the initial SSE risk assessment (includes
risks due to known system vulnerabilities and their potential impacts due to compromise and/or data loss); and, the
expected verification approach and validation results.
These plans are submitted with the proposal and updated as required during engineering development. In the case
where a formal C&A is contracted and implemented, these plans comply with the government’s C&A process,
certification responsibilities, and other agreement details, as appropriate. The C&A process is the documented
agreement between the customer and contractor on the certification boundary. Upon agreement of the stakeholders,
these plans guide SSE activities throughout the system development life cycle.

System Assurance
NATO AEP-67 (Edition 1), Engineering for System Assurance in NATO Programs, defines system assurance as:
…the justified confidence that the system functions as intended and is free of exploitable vulnerabilities,
either intentionally or unintentionally designed or inserted as part of the system at any time during the
life cycle... This confidence is achieved by system assurance activities, which include a planned,
systematic set of multi-disciplinary activities to achieve the acceptable measures of system assurance
and manage the risk of exploitable vulnerabilities. (NATO 2010, 1)
The NATO document is organized based on the life cycle processes in ISO/IEC 15288:2008 and provides process
and technology guidance to improve system assurance.
One may consider a system with respect to what it is (structure), what it does (function), what it contains (contents),
what it uses, (inputs, resources), or where it resides (environment). The focus of security (that which we safeguard)
may be structure, state, function, functional exchange (input, output), raw materials (access, supply), fuel/energy to
run the system, containing whole (system of systems), or the broader current order (ecosystem). System security
focus includes but is not limited to harden, defend, protect, maximize use of renewable resources, minimize use of
depletable resources, remain compatible with the current order, and remain viable and relevant.
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Software Assurance
Since most modern systems derive a good portion of their functionality from software, software assurance becomes a
primary consideration in systems assurance. The Committee on National Security Systems (CNSS) (2010, 69)
defines software assurance as a “level of confidence that software is free from vulnerabilities, either intentionally
designed into the software or accidentally inserted at anytime during its life cycle and that the software functions in
the intended manner.”
Goertzel, et. al (2008, 8) point out that “the reason software assurance matters is that so many business activities and
critical functions—from national defense to banking to healthcare to telecommunications to aviation to control of
hazardous materials—depend on the on the correct, predictable operation of software.”

Hardware Assurance
System hardware assurance is a set of system security engineering activities undertaken to quantify and increase the
confidence that electronics function as intended and only as intended throughout their life cycle and to manage
identified risks. See System Hardware Assurance for more information.

System Description
Robust security design explicitly rather than implicitly defines the protection goals. The Certified Information
Systems Security Professional (CISSP) Common Body of Knowledge (CBK) partitions robust security into ten
domains (Tipton 2006):
1. Information security governance and risk management addresses the framework, principles, policies, and
standards that establish the criteria and then assess the effectiveness of information protection. Security risk
management contains governance issues, organizational behavior, ethics, and security awareness training.
2. Access control is the procedures and mechanisms that enable system administrators to allow or restrict operation
and content of a system. Access control policies determine what processes, resources, and operations users can
invoke.
3. Cryptography can be defined as the principles and methods of disguising information to ensure its integrity,
confidentiality, and authenticity during communications and while in storage. Type I devices are certified by the
US National Security Agency (NSA) for classified information processing. Type 2 devices are certified by NSA
for proprietary information processing. Type 3 devices are certified by NSA for general information processing.
Type 4 devices are produced by industry or other nations without any formal certification.
4. Physical (environmental) security addresses the actual environment configuration, security procedures,
countermeasures, and recovery strategies to protect the equipment and its location. These measures include
separate processing facilities, restricted access into those facilities, and sweeps to detect eavesdropping devices.
5. Security architecture and design contains the concepts, processes, principles, and standards used to define, design,
and implement secure applications, operating systems, networks, and equipment. The security architecture must
integrate various levels of confidentiality, integrity, and availability to ensure effective operations and adherence
to governance.
6. Business continuity and disaster recovery planning are the preparations and practices which ensure business
survival given events, natural or man-made, which cause a major disruption in normal business operations.
Processes and specific action plans must be selected to prudently protect business processes and to ensure timely
restoration.
7. Telecommunications and network security are the transmission methods and security measures used to provide
integrity, availability, and confidentiality of data during transfer over private and public communication networks.
8. Application development security involves the controls applied to application software in a centralized or
distributed environment. Application software includes tools, operating systems, data warehouses, and knowledge
systems.
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9. Operations security is focused on providing system availability for end users while protecting data processing
resources both in centralized data processing centers and in distributed client/server environments.
10. Legal, regulations, investigations, and compliance issues include the investigative measures to determine if an
incident has occurred and the processes for responding to such incidents.
One response to the complexity and diversity of security needs and domains that contribute to system security is
“defense in depth,” a commonly applied architecture and design approach. Defense in depth implements multiple
layers of defense and countermeasures, making maximum use of certified equipment in each layer to facilitate
system accreditation.

Discipline Management
Discipline management includes the following fundamental security principles (Willett 2008) with informal
descriptions. There are many formal definitions that take on different nuances depending on context; e.g.,
government-based, international standards, or particular legislation.
Principle

Description (Positive)

Description (Negative)

Confidentiality

Ensure only authorized disclosure

Safeguard against unauthorized disclosure

Integrity

Ensure only authorized modification

Safeguard against unauthorized modification

Availability

Ensure ready for use

Safeguard against denial of service

Possession

Ensure physical possession

Safeguard against loss or theft; minimize damage resulting from
loss or theft

Utility

Ensure fit for purpose, or ready for use

Safeguard against loss of purpose

Authenticity

Ensure system conforms to reality or acts upon information
that conforms to reality

Safeguard against deception

Privacy

Ensure the right to be unobserved and the right to be
forgotten

Safeguard against unwanted observation and persistence of
personal details (e.g., photos)

Non-Repudiation Ensure non-deniability

Safeguard against anonymity in performing actions

Authorized Use

Safeguard against misuse of cost-incurring (resource expending)
activity

Ensure only authorized use of services

Security Domains
There are many security domains, each of which may have distinct or overlapping disciplines. Some security
domains for consideration:
•
•
•
•
•
•
•
•
•
•
•
•
•

Orchestration Space guides workflow execution
Workflow Space fulfills the organizational mission
Organizational Efficacy is the capacity to fulfill mission
Safeguards preserve organizational efficacy
Desired Security Posture is an intentionally assumed position to define applicable safeguards
Risk Posture is an intentionally assumed position to drive desired security posture
Mission Risk Tolerance helps define risk posture
Tolerance for workflow disruption drives mission risk tolerance
Marketplace Dynamics (ecosystem dynamics) drive mission priorities
Mission Priorities are non-static and influence mission risk tolerance
Vulnerability Space contains weaknesses within orchestration and workflow
Vulnerabilities influence risk posture
Threat Space contains potential disruptions to workflow

System Security
•
•
•
•
•
•

Compliance Space partially address the threat space
Compliance drivers influence risk posture
Continuous Monitoring provides snapshots of current security posture
Gap Analysis provides difference between desired and current security posture
Corrective Action provides gap closure within resource constraints
Resource Constraints: people (skills, knowledge), budget, technology, etc.

A change in any one domain has cascading effects on the other domains. In this sense, they have causal loop or
dynamic feedbacks resulting in infinite cycles. An emerging goal is to identify, understand, and act upon domain
states and interactions within cyber-relevant time (Herring and Willett 2014).
Web-based Resource
A good online resource for system and software assurance is the US Department of Homeland Security’s Build
Security In [1] web site (DHS 2010), which provides resources for best practices, knowledge, and tools for
engineering secure systems.
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